
 
 

Dear Valued Guest 

On 16 October 2019, we received an email from an as yet unidentified cybercriminal group claiming to have 

gained unauthorized access to our computer systems and claiming to have exfiltrated data from our systems. 

They supported their claim with screenshots of data which we can confirm appears to have originated from 

within our systems. They stated that unless we paid them a ransom, they would release the data that they had 

obtained into the public domain. This is nothing more than criminal extortion.  

As soon as we became aware of this, we activated our incident response protocols. A team of digital forensics 

and incident response specialists, as well as a team of cybersecurity specialists, are currently investigating this 

incident to determine exactly what happened, what data may have been compromised, and to harden our 

cybersecurity even further. This team has implemented immediate measures to mitigate the attack.  

In the event that we discover that any client or staff data has been compromised, we will immediately contact 

any affected persons to manage any risks accordingly. If clients or staff have any concerns or questions, they can 

please reach out to us at info@firstgroup-sa.co.za or call us on 031 717 7591. We are committed to securing our 

systems further and will keep open channels of communications with our clients and staff as we learn more. We 

would like to reassure our clients and staff that we are doing everything we can do successfully investigate the 

breach and remediate and harden our cybersecurity security controls. 

While we have no evidence at this stage that any of our customer’s user data has been compromised, we feel 

that it is prudent to be proactive. As such we have taken the decision to require all of our customers to create 

new passwords the next time they log on to our site. We would also like to recommend that should any of our 

customers have used the same password that they used to log on to our site on any other website, that they 

change their password on those other sites as well. This will mitigate any potential risks to customers that their 

passwords are compromised. 

As a company we understand that cybersecurity incidents such as this are on the increase worldwide, and the 

activity we are experiencing is the work of criminals. We have taken the principled and ethical decision not to 

give in to their demands and threats and have refused to pay the ransom. South Africa is already experiencing 

high levels of crime and we feel that giving in to the demands of these criminals gives them the power and will 

embolden them to attack other companies in South Africa. We are not willing to contribute to the actions of 

such criminals. We are committed to working not only with law enforcement authorities in South Africa and 

overseas in dealing with this incident, but also with the Information Regulator of South Africa. 

Yours Sincerely 

Management 
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