DataClassroom Privacy Policy
Last modified on Oct 27, 2021. Updated list of relevant laws.
This policy is to inform you of how DataClassroom Inc (“we”, “DataClassroom”) will collect,
store, use and protect your data, in compliance with relevant laws in the USA (including the
Children’s Online Privacy Protection Rule, “COPPA”, and state regulations including New York
Consolidated Laws, Education Law - EDN § 2-d and similar) and the EU General Data
Protection Regulations (“GDPR”) and our desire to protect your privacy.
This policy applies to the online DataClassroom tools and related website(s) (the “Service”)
located at https://dataclassroom.com and its subdomains. Capitalized terms that are not defined
in this document are defined in our Terms and Conditions document, which can be referenced
on our website.
We will never sell or otherwise share any data you provide to us with third parties, except
with the purpose of delivering the functionality of our Service to you, unless you give us
your explicit consent.
We can be contacted at info@dataclassroom.com.

Data you provide to us
Account (profile) information (“Personal Data”)
To use most of the features of the Service, we require that you register an account where we
collect a small amount of Personal Data in order to be able to operate the Service, including
your email address, your name, and which language you prefer to use. You can optionally
choose to supply a mobile / cellphone number, to be used for sending short administrative
messages such as password reset codes. We also store your privacy options that you have
chosen.

Tool settings preferences
Some of the settings within the tool are your personal preferences and your choices for these
are stored.

Uploaded files and entered data
While using the Service, you may upload data (such as spreadsheets) for processing, and may
also enter data manually.

Payment information such as credit card numbers
To make purchases, you may enter your credit card and related address details. These are sent
solely to our payment processor (Stripe) and we do not store any of these details on our
systems with the exception of the last four digits of your credit card.

Data you provide via a link or API
If you provide a link or reference to data stored on a server you own, or data you own that is

stored on a third-party server (for example Google Classroom or Google Drive) then we may
fetch that data subject to any authentication and authorization that the third party or you require
and perform. This data may include files, lists of files and other metadata that is available to us
following authentication. We will collect the minimum amount of data necessary to perform the
functions you require through your usage of the Service.

Google Classroom data
If you (as a teacher and user of Google Classroom) instruct our app to synchronize a Class from
Google Classroom, then we fetch information about that Class including the names and email
addresses of members. No other personal information is fetched. These data are then stored on
our systems in the same manner as if you had entered the data yourself. Similarly, other directly
app-relevant data such as Assignments and Submissions may be fetched and stored by the
appropriate users following their authentication with Google. Users may also direct the app to
store data on the Google Classroom servers (such as assignment submissions). Data is only
fetched or stored when directly relevant to the function of the app.

Data that is automatically collected
Persistent login information
Once you have registered and logged into the Service, a small amount of local data is stored in
your browser including cookies, which are used to authenticate your usage of the Service and
provide some security functionality. This data is only used for this purpose and is never shared
with any third party.

Activity logging
Your activity while using the Service will result in information about your activity being stored in
various log files on our servers. This may include your IP address, and the time and date of your
usage of the service. This data may be shared with third-party analytics services providers.

Purpose of collecting data
Operating the Service
All of the data we collect is necessary for us to provide the Service to you and to communicate
with you regarding the operation of the Service, and to tailor the Service to your needs.

Promotional usage (with consent)
If you provide consent (which may be withdrawn at any time) we may use your contact email
address to supply you with marketing information regarding the Service or closely related
products or future products that we may be planning. We may also contact you to solicit
feedback or other responses from you.

Sharing of your data
Sharing with other users
Information you provide through your use of the Service may be shared with other users of the

Service, according to the settings and your choices when using the Service.
Once you have shared information with other users, it may not be possible to delete or remove
the shared information from the Service again. Only share data you are willing and legally
entitled to place in the public domain.
In particular, if you are using the Service as a student in an educational environment and your
account has been created or is administered by a Teacher or other representative of your
educational institution, then any information you provide will be visible to such administrative
users. The same may apply to similar organizational structures.
Please refer to our Terms and Conditions for more detail regarding your and our legal
responsibilities for shared data and related topics, including that of minors.

Sharing with other third parties
We do not sell or otherwise provide any of the data you have provided to any third party for their
use. Some of the data that is automatically collected may be sent to a third party for analytics
purposes.

Your storage on third-party systems
The Service may (under your sole control) store data on third-party systems (such as Google
Classroom and Google Drive) subject to any authentication and authorization that the third party
or you require and perform. Following such storage, this data is considered to be under your
control, no longer to be within the control of DataClassroom, no longer subject to this Policy, and
is solely subject to your agreements with the third-party system provider.

Your choices about your information
Personal Data
You can change your profile settings under ‘Profile’. The only Personal Data we need in order to
provide the Service to you is your email address.
You can change your communication settings under ‘Profile’. Here you can opt-out of
promotional email. You can also opt out by clicking the ‘Unsubscribe’ link in any promotional
email you receive.

Other Data
All other data you provide is processed and stored as part of the operation of the Service and
you maintain full control of this data, except to the extent that you have shared it with other
users (see above, “Sharing with other users”).

Your rights
If you live in the USA or EU, you have the following rights related to your Personal Data:
Right to rectification. The right to obtain rectification of your Personal Data without
undue delay where that Personal Data is inaccurate or incomplete.
Right to erasure. The right to obtain the erasure of your Personal Data without undue
delay in certain circumstances, such as where the Personal Data is no longer necessary

in relation to the purposes for which it was collected or processed.
Right to restriction. The right to obtain the restriction of the processing undertaken by
us on your Personal Data in certain circumstances, such as where the accuracy of the
Personal Data is contested by you, for a period enabling us to verify the accuracy of that
Personal Data.
Right to portability. The right to portability allows you to move, copy or transfer
Personal Data easily from one organization to another.
Right to object. You have a right to object to processing based on legitimate interests
and direct marketing.
If you wish to exercise one of these rights, contact us at info@dataclassroom.com.
If you live elsewhere in the world, we will also make commercially reasonable efforts to extend
the above rights to you.

How we store your data
We store your data on secure servers that are located within the USA. We take commercially
reasonable safeguards and industry best practices regarding security of your data. However, no
security system is impenetrable and we cannot guarantee the security of our systems 100%. In
the event that any information under our control is compromised as a result of a breach of
security, we will take reasonable steps to investigate the situation and where appropriate, notify
those individuals whose information may have been compromised and take other steps, in
accordance with any applicable laws and regulations.

Subprocessors
We use the following subprocessors to perform certain functions:
Amazon Web Services, storage and archival of user data, email transmission.
Google Analytics, analysis of user activity.
MailChimp, email creation and sending.
PipeDrive, user management and marketing communication.
Stripe, subscription payments.

Updates to this policy
We may update this Policy from time to time, and so you should review this document
periodically. When we change the Policy, we will update the ‘last modified’ date at the top of this
document. Your continued use of the Service after any such change constitutes your
acceptance of the new Policy. If you do not agree to any of the terms in this Policy or any future
Policy, do not use or access (or continue to access) the Service.

