
Certify
A secure, transparent and simple solution to anti-counterfeiting



Problems with Existing Solutions

www.perlin.net

Holographic Stickers

Extremely easy and 
cheap to replicate.

RFID Tags

Easy to copy and mass 
produce.

Unique Product Codes

On a database that can 
be hacked and the 

generation of codes 
might be guessed



Problems with the other Decentralised Solutions
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Over complicated and over engineered solutions using AI/ML, image 
recognition and blockchain

Have not solved the issue of replication of QR codes, RFID ids etc. 

Built on private or semi-private blockchains which reduces the 
transparency and viewability of the information. 



Certify - Dual QR Lock
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A specialised public key infrastructure that 
allows for detection of counterfeits in-store and 
after purchase.

Open QR
This QR code allows users to scan and view the 
product information and whether the item is 
genuine or not. This information is stored on the 
Wavelet ledger which is secured and immutable. 

Authenticity QR
This is a secure Keccak 256 private key stored in 
QR form. When this is peeled and scanned, an 
update will be made to the ledger indicating that 
it is open



Certify - How does it stop counterfeits
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Our focus is on stopping the manufacture and sale 
of counterfeits. It is extremely difficult for 
hackers to guess the Authenticity QR code since 
it is a private key created using Keccak 256.

This has been used for the last decade to secure 
the decentralised ledgers and blockchains with a 
currently insurmountable difficulty to hack this.

Users could buy 1 product and mass produce with 
that QR code but when 1 person scans the private 
key to verify the item, the chain is updated no 
matter what - causing every other item to come up 
as a counterfeit. It will also flag device 
locations and other information for further 
action.



Certify - Simple, Secure Architecture
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Random Product ID

Keccak 256

Read Access

Write Access
Only once to change
open to true.

Publish Product Information
Can integrate with Clarify for 
traceability data of product



Certify with Full Traceability
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Immutable
Product Fingerprint

Track both upstream and 
downstream movements of your 
product batches

All stored on an immutable and 
secure ledger giving your 
customers even greater certainty 
on product authenticity.



Certify - Future Work
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Adding device authentication data to the verification mechanism and for 
transfer of ownership

Adding sensor data in the flow of the product for detection of 
counterfeits

Including AI/ML for detection of counterfeits and provide enterprise 
insights on the movement of products and where counterfeits lie.

Increasing the types of markers outside of QR such as dual lock NFC, RFID 
etc.


