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Introduction

Keycloak is an open-source ldentity and Access Management solution for adding
authentication to applications or services. With Ignition, Keycloak functions as an Identity
Provider to authenticate users and define roles to access client/session views.

A major benefit of Keycloak is that this solution provides a strong security option external
of Ignition that functions within a local or on-premise-only network architecture. There are
no requirements to connect to a cloud provider for any additional authentication (unless
desired).

Keycloak also provides easily configurable Two-Factor Authentication (2FA) using either
the Google Authenticator or Red Hat’s FreeOTP authenticator apps (iOS, Android). This
functionality can be used as a second level of authentication to existing identity
management systems, such as Active Directory.
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Running Keycloak as a Docker Container

See Appendix for additional resource links about Docker if needed.
1. Run the following command to start Keycloak Docker container

docker run -p 8080:8080 -e KEYCLOAK_ADMIN=admin -e
KEYCLOAK_ADMIN_PASSWORD=admin quay.io/keycloak/keycloak:20.01 start-dev

2. Once Keycloak is running, navigate to the admin console.
http://localhost:8080/admin

3. Login using credentials defined in Docker run command.
username: admin
password: admin

(MIAKEYC]

Sign in to your account

Username or email

admin
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http://localhost:8080/admin

Configuring and Creating a New Realm

1. Create a new realm by selecting ‘Create Realm’ in the dropdown.

Master

Master

Create Realm

2. Name the realm ‘Ignition’ and click Create.

Create realm
A realm manages a set of users, credentials, roles, and groups. A user belongs to and logs into a realm. Realms are isolated from one another and

can only manage and authenticate the users that they control.

Resource file Drag a file here or browse to upload Browse... Clear

1

Upload a JSON file

Realm name ~* I Ignition

Enabled @ o

Create Cance

3. Select the newly created Ignition realm from the dropdown. In the Clients tab, click
Create client.

Ignition Clients
Clients are applications and services that can request authentication of auser. Learn more [
Manage
—_— Clients list Initial access token
Client scopes Search for client 4 | Import client
Realm roles
ClientID Type Description Home URL

Users
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4. Select OpenID Connect as the Client type. Enter ‘ignition-client’ as the Client ID.
Click Next.

Clients > Create client

Create client

Clients are applications and services that can request authentication of a user.

o General Settings Clienttype @ OpenlD Connect
ClientID * @ ignition-client
Name @

Description @)

Always display in o Off

console (@

Next Back Cancel

5. Set Client authentication to On and Authentication flow to Standard flow (disable
others unless desired), and click Save.

Clients > Create client

Create client

Clients are applications and services that can request authentication of a user.

1 General Settings Client authentication & o on

e Capability config Authorization & 0 Off

Authentication flow Standard flow \:‘ Direct access grants )

[ Implicit flow @ [] Service accounts roles ®
[] ©Auth 2.0 Device Authorization Grant @

D QIDC CIBA Grant
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6. From the Clients list tab, select the new ignition-client.

Ignition Clients
Clients are applications and services that can request authentication of a user. Learn more [
Manage

) Clients list Initial access token
Clients

Client scopes Q, Search for client > Create client Import client

Realm roles

Client ID Type Description Home URL
Users

account OpenlD Connect -
Groups

account-console OpenlD Connect -
Sessions

OpenlD Connect - -
Events

OpenlD Connect - -

OpenlD Connect - -

Configure

7. Select the Roles tab and click Create role.
= @IKEYCL 6]

» Chent details

Ignitic
ignition-client opend connect @ cnsbied
Manage Clients are applications and services that can reguest authentication of a user.
Clients
Settings Keys Roles Client scopes Sessions Advanced
Client scopes

Realm roles c
Users
Groups No roles for this client

S ns You haven't created any roles for this client. Create a role to get started

Create role

Events

» Createrole

Create role

Role name * manager

Description

Save Cancel
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9. Following the same process, create another role called ‘operator’. Two roles
should be available for the client name ‘ignition-client’.

Settings

Clients » Client details

ignition-client ' openid Connect

Clients are applications and services that can request authentication of a user.
Credentials Roles Client scopes Sessions

Q, search role by name

Role name

manager

operator

p-3
a

:

Composite
False

False

10. Once the roles have been created, the client needs to be configured to pass the
roles, along with the response, when authenticating a user.

Navigate to Client scopes > roles.

Spion Client scopes
Client scopes are a common set of protocol mappers and roles that are shared between multiple clients.  Learn more [
Manage
Eha Y Name v Search for client scope s Create client scope Change typeto =
Client scopes
Realm roles ‘7| Name Assigned type Protocol Display order Description
Users \7| ac Default - OpenlD Connect - OpenlD Connec
B [] eddress Optional - OpenlD Connect - OpenlD Connec|
Sessions
[ email Default - OpenlD Connect - OpenlID Connec|
Events 7 —
[] microprofile-jwt ptiona - OpenlD Connect - Microprafile - JY
O |
Configure
[] offiine_ Optional - OpenlD Connect - OpenlD Connec
Realm settings —
Authentication [] phone Optional - OpenlD Connect - OpenlD Connec|
Identity providers ] profile Default ~  OpenlD Connect - OpenlD Connec
User federation o
[] roleist Default - SAML - SAML role list
(Il Default ~  OpenlD Connect - OpenlD Connec|
[[] web-origins Default - QpenlD Connect - OpenlD Connec|
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11. Select the Mappers tab, then select client roles.

Ignition

Manage

Clients

Client scopes

Realm roles
Users
Groups
Sessions

Events

Clientscopes * Client scope details

roles

Settings Scope

:

Search for mapper

Name

audience resolve

realm roles

clientroles

Category
Token mapper
Token mapper

Token mapper

12. For Client ID, select the ignition-client from the dropdown. Next, set the Token
Claim Name to ‘roles’ only, which will make parsing the roles simpler in the Ignition

O

User Attribute Mapper.
Ignition

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings

Authentication
Identity providers

User federation

inductive
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Clientscopes » Client scope details

User Client Role

61026098-b835-4edb-8bc2-62cd23a9b741

> Mapper details

Mapper type User Client Role
Name * @ client roles
ClientID ® ignition-client

Client Role prefix (@

Multivalued @

o On

Token Claim Name &

roles

Claim JSON Type (@

Add to ID token @

Add to access token @

Add to userinfo @

String

o On
o On
o Oon

Save Cancel

inductiveautomation.com
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13. Navigate to the Users tab to create some new users for the Ignition realm. Click

Add user.

Ignition

Manage

Clients

Client scopes

Realm roles

Users

Users

User list

Users are the users in the current realm.

Permissions

Q, Search user >

I:‘ Username

Email

Learn more [

14. Create a new user. Note some of the options for required user actions, such as

O

Users > Create user

Create user

Username *

Email

Email verified (&

First name

Last name

Enabled (3

Required user actions

@

Groups

johnlennon

john@email.com

o Off

John

Lennon

© o

I ISce\ect action

Configure OTP
Terms and Conditions
Update Password
Update Profile

Verify Email

Delete Account
Webauthn Register

Webauthn Register Passwordless

inductive
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15. Once the user has been created, navigate to the Credentials tab for that user and
select Set password.

Users > Userdetails

johnlennon

Details Attributes Credentials Role mapping Groups Consents Identity provider links Sessions

o

No credentials

This user does not have any credentials. You can set password for this user.

Set password

Credential Reset

16. Set the initial password for the user. Leave Temporary set to On. This will force the
user to create a new password on initial login. Click Save.

Set password for johnlennon %
Password * password B =
Password confirmation password B =

Temporary @ o On
Cancel

17. Navigate to Role mapping and click Assign role.

Uszers » User details
johnlennon
Details Attributes Credentials Role mapping Groups Consents Idd]

Q, Search by name < [ ] Hide inherited roles Unassig]

B Name Inherited

B default-roles-ignition False
uma_authorization True
offline_access True
account  view-profile Trus
account Manage-account True
account Mmanage-account-links True
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18. Select the dropdown box to display all available roles.

Assign roles to johnlennon account X
Y Filter by Origin -~ v Q Search by role name 2> 1-10 ~ bd
‘:‘ Name Description
\:\ administrator

19. Select either one or both of the ignition-client roles for the user, and then click

Assign.
Assign roles to johnlennon account
|:\ account Manage-consent ${role_manage-consent}
|:\ account manage-account-links $role_manage-account-links}
|:\ broker read-token %{role_read-token}

[ ] ignition-client manager

|_‘ ignition-client operator

20.This completes the initial setup of the Ignition realm. Next, Ignition will be
configured to utilize this Keycloak identity provider.

NOTE: Please keep the Keycloak admin console open, as additional items will
need to be referenced and added during the rest of the Ignition configuration.
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Configuring Keycloak as Ignition Identity Provider

1. Open the Ignition Gateway page, login, and navigate to Config >Security > Identity
Providers. Select Create new Identity Provider...

Ignition
Y Bl svstem @ Config > Security > Identity Providers
Home Trial Mode 1:59:11 We're glad you're test driving our software. Have fun.

QOverview
i Backup/Restore

Status Ignition Exchange

¢ Licensing

Config Modules
Projects Filter View 20 ¥
Redundancy L.
Name & Type Description
Gateway Settings
default Ignition Automatically generated Ignition |dentity Provider
NETWORKING
Web Server I = Create new |dentity Provider... I
Gateway Network = Import Identity Provider...

Email Settings

SECURITY

General

Auditing

Users, Roles

Service Security

Identity Pro -
Security Levels

Security Zones

DATABASES

2. Select OpenlID Connect 1.0 and click Next.

® Config > Security > Identity Providers > Create New

Trial Mode 1:57:27 We're glad you're test driving our software. Have fun.

SYSTEM
Overview
Backup/Restore
Ignition Exchange O 1gnition

Licensing

Modules

The instance of Ignition hosting this configuration can act as an identity provider. This is useful in cases where no external identity provider is available.

Projects @ OpenID Connect 1.0

Redundancy

OpenlD Connect 1.0 (OIDC) is an authentication layer on top of OAuth 2.0, an autherization framework.
Gateway Settings

NETWORKING Security Assertion Markup Language 2.0

Security Assertion Markup Language 2.0 (SAML) is an open standard for exchanging authentication and authorization data between parties, in particular,

Web Servel N - : - -
b Senver between an identity provider and a service provider.

Gateway Network

Email Settings
Cancel Step1of2
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3. Enterin the Provider Name as ‘keycloak’.

Basic Details

Provider Name *

keycloak

Give the provider a name.

Provider
Description

4. Forthe Provider Metadata, return back to Keycloak and navigate to the Ignition
realm Realm Settings. Click on the OpenID Endpoint Configuration link. This will
open a browser window. Copy and paste the endpoint URL.

NOTE: It is strongly recommended that Require SSL be enabled in Keycloak for all
requests in a production environment.

Default endpoint:

http://localhost:8080/realms/Ignition/.well-known/openid-configuration
{#AKEYCI

Ignition

Manage
Clients

Client scopes
Realm roles
Users
Groups
Sessions

Events

Configure

Realm settings
Authentication
Identity providers

User federation

inductive
automation

O

Realm ID

Display name

HTML Display name

Frontend URL (3

Require SSL

ACR to LoA Mapping
@

User-managed access 0

6]

Ignition

External requests

Key

Type a key

Add an attribute

Off

Endpoints (3 I

OpenlD Endpoint Configuration [

SAML 2.0 Identity Provider Metadata [4

inductiveautomation.com 1-800-266-7798
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http://localhost:8080/realms/Ignition/.well-known/openid-configuration

5. Once the URL has been pasted into Ignition, click Import. Ignition will respond with
a successful or failed import of the metadata.

Import Method From URL v

[ ion/well-known/openid-configu ratiorl ]

URL to the OpenID Provider Configuration document. Typically, iffhe issuer is "https:/fexample.org/foo” then the metadata URL would be
"https://example.org/foo/.well-known/openid-configuration”

Import from URL

6. There are two additional parameters for the provider configuration that need to be
manually entered. These are the Client ID and Client Secret. The Client ID is the
client created in Keycloak, which is called ‘ignition-client’ for this example.

Provider Configuration

ignition-client

ClientID *
The client identifier registered within the identity provider.

Client Secret *

The client secret registered within the identity provider.

The Client Secret is found in Keycloak by navigating to the Clients > ignition-client
> Credentials tab in Keycloak. The Client secret can be copied from here and
pasted back into the provider configuration in Ignition.

= @IKEYCI

Clients » Client details
Ignition

ignition-client ' openid Connect

Manage Clients are applications and services that can request authentication of a user.
Clients [
Settings Keys Credentials Roles Client scopes Sessions Advanced
Client scopes
Realm roles
Users Client Authenticator Client Id and Secret
€]
Groups
Sessions Save
Events
Configure Client secret
Realm settings
inductive ) . .
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7.

8.

Locate the redirect URI located directly above the Provider Configuration section.
Copy this value for use in the next step. Click Save to complete the Provider
Configuration.

o
¥ Most OpenlD Providers will require registering Ignition as a client. After the registration process is complete, the provider will generate a client ID and secret for Ignition,

which is required below. This gives Ignition the ability to communicate securely wi s — Lo — i — ect URIs. This Ignition Gateway's
Redundancy Role is set to Independent. The redirect URI for this Ignition Gatewayffs: http://localhost:8088/data/federate/callback/oidc

Provider Configuration

TP ignition-client

The client identifier registered within the identity provider.

In Keycloak, navigate to the Clients > ignition-client > Settings tab. Paste the
redirect URI from Ignition into the Valid redirect URIs box. Also, add a ‘+’ symbol
into the Valid post logout redirect URIs box. This notifies Keycloak to use the same
list of valid redirect URIs. Click Save to complete changes.

= @IKEYCI

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Sessions Advanced

Ignition

Manage
Clients General Settings Jump to sec
Client scopes

ClientID * @ ignition-client

9 General &

Realm roles
Users Name @ Access se
Groups

Description @ Capability
Sessions

p

Events Login set

Always display in o Off
console (®
Logout se
Configure
Access settings

Realm settings

Authentication Root URL @ B
Identity providers
Home URL &
User federation
Valid redirect URIs (& http://localhost:8088/data/federate/callback/oidc -]
0 Add valid redirect URIs
Valid post logout + e
redirect URIs & o L ., o
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Testing Keycloak as Ignition Identity Provider

1. From within Ignition, navigate to Security > Identity Providers. Use the More
dropdown menu for keycloak and select Test Login.

Filter View 20 7
Name = Type Description Action
default Ignition Automatically generated Ignition Identity Provider which uses the User Source Profile named "default”. | More - |m
keycloak OpenlD Connect 1.0 | More w | m
- Create new |dentity Provider... User Attribute Mapping
= Import Identity Provider... User Grants

Security Level Rules

Test Login

Export

Delete

2. The default Keycloak login screen will appear. Note the ‘IGNITION’ name, which is
referring to the Ignition realm created in Keycloak.
a. Sign in with one of the usernames created during setup.

IGNITION

Sign in to your account

Username or email

johnlennon

Password

inductive
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3. Since this is the initial sign in, a prompt will appear to update the password for this
account. Again, for this example, the initial password credential was set to
temporary, which forces an update to the password. Update the password and
click Submit.

IGNITION

Update password

You need to change your password to activate your

account.

New Password

Confirm password

®

4. Upon a successful login, the response from Keycloak can be seen within Ignition.

Test Results - OpenlD Connect 1.0

|dP Response Data Mapped User Attributes Security Level Grants

{
"idTokenClaims": {
“exp”: 1661367976,
“iat": 1661367676,
“auth_time™: 1661367676,
“jti": "5578Bbcec-TeB87-4alc-b3@f-B88Baecat8es”,
“iss": "http://localhost:888@/realms/Ignition”,
“aud”: "ignition-test",
“sub”: "4ec169B8a-78d8-485a-ba58-89a708a860e9"
“typ": "ID",
“azp“: "ignition-test”,
“nonce”: "eQpWWiHMHDbkOsGbBRihaU6CSe3kyxo6y0-DZCOMATM",
“session_state”: "a5f88228-34ca-4c43-b382-899cd44a291b”,
“at_hash”: "ZfbMg3920VaxBygaF3zCcg”,
“acr®: "1,
“sid": "a5f88228-34ca-4c43-b382-899cd44a291b”,
“email_verified": false,
"roles": [
“manager”
1
“name”: "John Lennon",
“preferred_username”: "johnlennon”,
“given_name": “John",
“family_name": “"Lennon”,
“email”: "johnemail.com”
-

"tokenEndpointRespopnse”: {

inductive
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5. Specifically, note the ‘roles’ token nested in the ‘userinfo’ token. This was
previously configured in Keycloak.

T

"userInfo": {

"roles": [
"manager”
“name”: "John Lennon”,

“given_name": "John",

“sub”: "4ecl1698a-76d8-485a-ba58-89%9a700aB6Beg”

“email_verified": false,

“preferred_username”: "johnlennon”,

“family_name": "Lennon",

“email”: "john@email.com”

6. Navigate to the Mapped User Attributes tab. Notice that only the ID is properly

mapped.

IdP Response Data

D
Username
First Name
Last Name
Email

Roles

Test Results - OpenlD Connect 1.0

Mapped User Attributes

Security Level Grants

Attribute Name Attribute Value

42¢16903-70d8-4853-ba58-B2a7002860e9
4ec1690a-T0dB-485a-ba58-89aT00a860e%

7. To set up the mapping, navigate to Security > Identity Providers. Use the More
dropdown menu for keycloak and select User Attribute Mapping.

Name = Type
default Ignition
keycloak OpenID Connect 1.0

I* Create new ldentity Provider...

I?* Import Identity Provider...

Description

Automatically generated Ignition Identity Provider which uses the User Source Profile named "default”,

Action

User Attribute Mapping

User Grants
Security Level Rules

Test Login

inductive
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8. Map as follows:

a. Username: Type=direct, Source=ID Token Claims,
Path=preferred_username
b. First Name: Type=direct, Source=ID Token Claims, Path=given_name
c. Last Name: Type=direct, Source=ID Token Claims, Path=family_name
d. Email: Type=direct, Source=ID Token Claims, Path=email
e. Roles: Type=direct, Source=ID Token Claims, Path=roles
Type Type
direct hd direct ¥
The type of mapping to apply for usernames. The type of mapping to apply for email addresses.
Source Source
Username * ID Token Claims M Email ID Token Claims v
The name of the attribute source. The name of the attribute source.
Path Path
preferred_username amail
mnute 0 n-wap W
Type Type
direct A direct ¥
The type of mapping ta apply for first names. The type of mapping to apply for user roles.
Source Source
First Name ID Token Claims v Roles ID Token Claims v
The name of the attribute source. The name of the attribute source.
Path Path
given_namea
Type
direct v
The type of mapping to apply for last names.
Source
Last Name ID Token Claims v
The name of the attribute source.
Path
family_name
e e T ——
9. Click Save.

inductive
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10. Test the Login again and navigate to the Mapped User Attributes. Notice the user

info attributes are now properly mapped.

Test Results - OpenlD Connect 1.0

Attribute Name
[[M]

Username

First Mame

Last Name
Email

Roles

IdP Response Data Mapped User Attributes

Security Level Grants

Attribute Value
42c1690a-70dB-485a-ba58-B5aT00aR60e9
johnlennon

John

Lennon

john@email.com

manager

11. If a user has multiple roles, those will appear as a comma-separated list.

Test Resultz - OpenlD Connect 1.0
|dP Response Data Mapped User Attributes Security Level Grants
Attribute Name Attribute Value
1D 6465246a-11c6-493b-8f71-938badb71392
Username paulmecartney
First Name Paul
Last Mame McCartney
Email paul@email.com
Roles manager, operator

12. Verify the Test Logout redirects correctly as well.

“
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13. Ignition will confirm a successful logout.

v Successfully logged out of Identity Provider keycloak.

Filter View 20 v

Name = Type Description

default Ignition Automatically generated Ignition Identity Provider w|
keycloak OpenlD Connect 1.0

14. Finally, the security levels need to be defined in Ignition. The Security Level Grants
in the test login results shows both of the configured keycloak roles.

Test Results - OpenlD Connect 1.0

dP Response Data Mapped User Attributes Security Level Grants

v @ Public
SecurityZones
¥ Ox Authenticated
~ Raoles
manager

operator

These roles need to be added to Ignition’s security levels. Navigate to Security >
Security Levels and add the roles under the Roles branch.

Ignition

© config > Security > Security Levels

Trial Mode 1:46:41 We'reglad you're test driving our software. Have fun.

Ignition Exchange
Licensing
Modules

Projects

Redundancy

Email Settings

SECURITY
General

Auditing

DATABASES
Connections
Drivers + Add Security Level
Store and Forward

ALARMING

General
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15. Once complete, click Save. The new roles should be visible in Ignition’s Security
Levels tree.

Security Levels

80 ruic]

@ Authenticated
+ Roles
P manager
b operator
w SecurityZones

Default
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Configuring Two-Factor Authentication (2FA)

Keycloak supports the use of a one-time password (OTP) via the Google Authenticator or
FreeOTP apps. This feature is fully supported standalone (i.e., on-prem or offline).

1. Enforcing the OTP can be configured for all users or on a per user basis.

To configure an OTP for all users, navigate to the Authentication > Flows >
Browser Flow name.

R /U thentication

Authentication is the area where you can configure and manage different credential types. Learn more [

Manage

. Flows Required actions Policies
Clients

Client scopes Q, Search for flow > Create flow

Realm roles

Flow name Used by Description
Users
Browser | Built-in Browser flow browser based authentication
Groups
Sessions Direct grant | Built-in Direct grant flow OpenlD Connect Resource Owner Grant
Events Registration | Built-in Registration flow registration flow
Reset credentials | Built-in Reset credentials flow Reset credentials for a user if they forgot {
Configure
Clients | Built-in Client authentication flow Base authentication for clients
Realm settings
Authentication Docker auth | Built-in Docker authentication flow Used by Docker clients to authenticate ag
First broker login | Built-in Mot in use Actions taken after first broker login with i4

2. Find the Browser - Conditional OTP step and change it to Required.
NOTE: This will force all users to utilize an OTP with every login.

Username, password, otp and other auth forms,
Required
Username Password Form
~ Browser - Conditional OTP Required -
Flow to determine if the OTP is required for the authentication
Required -
Condition - user configured
Reairad >

inductive
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3. Another option is to set OTP on a per user basis in the Required user actions
when configuring a user. If this is configured, this particular user will be required to
utilize the OTP with each login.

O

Users » Userdetails

Details

Created at *
Username

Email

Email verified 3

First name

Last name

Enabled &

paulmccartney

Attributes

Credentials Role mapping Groups

6465246a-11c6-493b-8f71-938badb71392

Consents Identity provids

8/23/2022, 9:36:09 AM

paulmccartney

paul@email.com

QP o

Paul

McCartney

© -

Required user actions

(3)

Configure OTP X Select action

inductive
automation
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4. In either case, when the user logs in for the first time, the user will be prompted to
set up the Mobile Authenticator (either FreeOTP or Google Authenticator).

NOTE: The FreeOTP or Google Authenticator app must be downloaded on a
mobile device to proceed.

IGNITION

Mobile Authenticator Setup

You need to set up Mobile Authenticator to activate your

account.

1. Install one of the following applications on your mobile:

FreeOTP

Google Authenticator

2. Open the application and scan the barcode:

Unable to scan?

3, Enter the one-time code provided by the application and click Submit ta

finish the setup.
Provide a Device Name to help you manage your OTP devices.

One-time code *

Device Name

inductive
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O

scanned.

The apps have similar interfaces. In both apps, the QR code can be easily

14:34

[

Set up your first account

Use the QR code or setup key in your 2FA settings
(by Google or third-party service). If you're having
trouble, go to g.co/2sv

[®] ScanaQRcode

Enter a setup key

Import existing accounts?

)
\i\

inductive
automation

14:36 wl

FreeoTP + 8 (@

No tokens have been added yet.

Add a token
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6. If the scan doesn’t work, the setup key can be manually entered directly on the
app. Select the “Unable to scan?” link on the login page. This will bring up another
screen with the setup key.

IGNITION 15:24 !
£ Enter account details
Mobile Authenticator Setup
You need to set up Mobile Authenticator to activate your Account
account.
1. Install one of the following applications on your mobile:
FreeQTP
Google Authenticator Key
2. Open the application and enter the key.
NNSE KTDP NZ4H EOQJW OJXG SRSL GQ3D 035X
~ o Time based ~ Add
Scan barcode?
. Use the following configuration values if the application allows setting
them:
Type: Time-based
Algorithm: SHAT

Digits: §
Interval: 30

4. Enter the one-time code provided by the application and click Submit to

finish the setup.
Provide a Device Name to help you manage your OTP devices.

One-time code *

Device Name

7. After the initial setup, the user will be prompted on each subsequent login for an
OTP.

)
8

IGNITION 1512

= Search for accounts

Ignition (johnlennon)

johnlennon = 695 897 ¢

COne-time code
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User Federation - Active Directory

In a scenario where a customer is using an existing external database or directory (like
Active Directory) for user management, but also wants to add in 2FA (two-factor
authentication), implementing the User Federation component of Keycloak is a great
option. Using the following steps, Keycloak can be configured to import users into the
local database and incorporate additional authentication requirements, such as OTP.

1. Select User federation from the side menu.

2. Select the dropdown Add new provider > LDAP.

User federation

User federation provides a

Add new provider ~

Kerberos

LDAP

3. Add the Connection URL of the Active Directory server.
a. For example: Idap.//<myADserverlP>

User federation > Add LDAP provider

Add LDAP provider

General options

Console display name Idap

@

Vendor * (@ Active Directory

Connection and authentication settings

Connection URL * @ Idap://10.10.10.1

Enable StartTLS & o Off

Use Truststore SPI @ Only for Idaps

Connection pooling & 0 Off

Connection timeout

@

Test connection

@ inductive
automation
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4. Next, add in the bind distinguished name (Bind DN) information.

5.

O

Bind type * @

BindDN * ®

Bind credentials * &

simple

CN=John Lennon CN=Users, DC=famousband,DC=com

| Test authentication ‘

In the LDAP searching and updating section, select the desired Edit mode.

There are three modes available for user storage: READ_ONLY, WRITEABLE, and

UNSYNCED.

o READ_ONLY - All mapped attributes are unchangeable from Keycloak.
o WRITEABLE - All mapped attributes (including passwords) can be updated
and synchronized with the LDAP store (AD) from Keycloak, depending on

the LDAP update privileges defined in AD.

o UNSYNCED - All changes to mapped attributes are stored in the local
Keycloak database. Synchronization of those attributes must happen

separately through a different process.

NOTE: Only the WRITEABLE and UNSYNCED modes allow for use of OTP, which
attaches to the user locally stored in the Keycloak database.

a. Forthis example, UNSYNCED will be selected for the mode.
Enter in the full DN of the LDAP tree for the Users.
c. Since Active Directory is being used, the Username LDAP attribute will be

sAMAccountName.
LDAP searching and updating
Editmode * @ UNSYNCED -
UsersDN * (& CN=Users DC=famousband,DC=com
Username LDAP sAMAccountName
attribute * 3
RDN LDAP attribute * cn
UUID LDAP attribute objectGUID
User object classes * person, organizationalPerson, user
€]
User L DAP filter ()

inductive
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6. Click Save to add the new LDAP provider.

7. Select the newly added provider again.

User federation

User federation provides access to external databases and direct

Add new provider « Manage priorities

Idap H

Ldap @ Enabled

8. Select the Mappers tab. Then, select the username mapper.

User federation » Settings
Settings Mappers
Q, Search for mapper - Add mapper
Name Type
creation date user-attribute-ldap-mapper
email user-attribute-ldap-mapper
first name user-attribute-ldap-mapper
ast name user-attribute-ldap-mapper
modify date user-attribute-ldap-mapper
MSAD account controls msad-user-account-control-mapper
username user-attribute-ldap-mapper
inductive ) . .
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9. Modify the User Model Attribute to match the Username LDAP attribute previously
entered during configuration. In this example, that value is sSAMAccountName.

User federation » Settings » Mapper details

username

o sto2 |

Name * @ username

Mapper type * @ user-attribute-ldap-mapper

User Model Attribute sAMAccountName

@

LDAP Attribute (@ sAMAccountName

Read Only ® O on

10. Click Save to apply the new mapper values.

11. Navigate back to the User federation settings. Verify that both the connection and
authentication are successful by clicking Test connection and Test authentication.

O

Connection and authentication settings

ConnectionURL * ® Idap://10.10.10.1

Enable StartTLS @ o Off

Use Truststore SPI (& Only for Idaps

Connection pooling @ 0 Off

Connection timeout

@

Test connection
Bind type simple -
BindDN * ® CN=John Lennon,CN=Users, DC=famousband DC=com

Bind credentials * @&

Test authentication

inductive
automation
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12. Once a successful connection has been established with Active Directory, verify
that the user can be authenticated from Keycloak. Navigate to the Clients > Clients
list > account-console Home URL.

= (GAKEYCL

Ignition Clients

Clients are applications and services that can request authentication of a user. Learn more [4

Manage
5 Clients list Initial access token
Clients
Client scopes Q, Search for client > Create client Import client
Realm roles
Client ID Type Description Home URL
Users
account OpeniD Connect - http:

Groups

OpeniD Connect t - hittp://
Sessions

13. From this screen, click Sign in and enter a valid user within Active Directory to test.
@EKEYCLO

Welcome to Keycloak account management

a 9 =
Personal info Account security Applications
Manage your basic Control your password and Track and manage your app
information account access permission to access your
account
ersonal info Signing in
Device activity Applications

IGNITION

Sign in to your account

Username or email

14. To implement 2FA (two-factor authentication), please review the previous section
for additional setup and configuration. Configuring Two-Factor Authentication.
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Appendix - Resources

Installation:
https://www.keycloak.org/quides#getting-started

Docker:

https://docs.docker.com/get-started/#download-and-install-docker
https://www.keycloak.org/getting-started/getting-started-docker

Two-Factor Authentication:
https://www.keycloak.org/docs/latest/server _admin/#one-time-password-otp-policies

LDAP:
https://www.kevcloak.org/docs/latest/server_admin/#_ldap

https://medium.com/@vyasithkumara/active-directory-as-a-user-federation-in-keycloak-92
6fd7cc3256
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