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e Modern computer networks generate high-dimensional, heterogeneous

Transformed Stage 1: VAE Training

traffic Image
) ] . o Image VAE \
e IDS (Intrusion Detection Systems) must handle evolving and sophisticated —— e sz
- dtandar: econstruction Loss

Cy b ert h reats e OO gy g B o R - KLD Regularization on Latent

............ Space

Stage 2: Diffusion Training

4 )

55116 6 206 2 1 . Latent Space | - MLP denoiser

 Attack classes are often underrepresented - mage | 8 | Extraction | - Trained with _

o ] . 3::: 157:; Z 67: 15, | — T — g E — ESDxe Sl Reconstruction
* Existing generative IDS methods are mostly unimodal e w o e s 8 Bl Final Output
« Unimodal synthesis misses cross-modal relationships R "N B [ e P Tabular VAE E

6 87299058

- Transformer-based Model

88 2933 68 a4 1 1 . *
55555 443 6 63567831 7 2 - Loss: MSE + CE + B KLD
P ro b I e m - B-annealing for stable
—— winin j

« How can we generate realistic and balanced synthetic intrusion data?
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TABLE I
PERFORMANCE COMPARISON OF GENERATIVE MODELS ON CIC-IDS-2017 AND NSL-KDD DATASETS

* How can we preserve relationships across multiple representations?

Hypothesis

Joint modeling of tabular data and transformed images can improve:
1. Realism, Diversity, Coverage

Model Detectability Precision Recall Density Coverage AUC (MLE)
2. Downstream IDS Performance
_ CIC-IDS-2017 Dataset
Key Idea: Compact latent representations preserve key structure and enable
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MAGE-ID Plpellne * MAGE-ID outperformed TabSyn and TabDDPM on both datasets

* Phase 1 - Data Transformation e Best overall balance of fidelity and diversity

O Start with tabular network-flow features e Strong downstream utility for IDS training
O Transform features into images

O Create paired tabular-image samples
P 5Eamp Why MAGE-ID Works

* Phase 2 — Representation Learning (Stage 1)

O Train a Transformer-based VAE (Variational Autoencoder) for tabular * Transformed images preserve feature correlations

data * Tabular and image modalities are learned jointly
O Train a CNN-based (Convolutional Neural Network) VAE for image data * Cross-representation consistency improves realism
O Learn compact latent representations for both modalities * Multimodality improves minority-class coverage

* Phase 3 - Diffusion Modeling (Stage 2)
O Concatenate tabular and image latents

O Model the joint latent space with an EDM-style denoiser

 Add payload, PCAP, and system-log modalities

O Generate coherent multimodal synthetic samples . Extend to temporal modeling
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* Phase 4 — Reconstruction and Evaluation
O Decode latent samples into:
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