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EXECUTIVE SUMMARY

Today’s advances in fifth-generation telecommunications (5G) promise a transformational
technology that is critical to enabling the next industrial revolution. 5G will provide massive benefits
for future economic development and national competitiveness, including certain military
applications. 5G is far more than simply a faster iteration of 4G. The benefits include its high speed,
low latency, and high throughput, which enable data flows at vastly greater speed and volume than
today’s 4G networks. Future smart cities will rely on 5G, autonomous vehicles will depend on this
increased connectivity, future manufacturing will leverage 5G to enable improved automation, and
even agriculture could benefit from these advances. The advent of 5G could contribute trillions to
the world economy over the next couple of decades, setting the stage for new advances in
productivity and innovation.

The United States risks losing a critical competitive advantage if it fails to capitalize upon the
opportunity and manage the challenges of 5G. Today, China seems poised to become a global leader
and first mover in 5G. The United States may be situated in a position of relative disadvantage. The
U.S. government has yet to commit to any funding or national initiatives in 5G that are close to
comparable in scope and scale to those of China, which is dedicating hundreds of billions to 5G
development and deployment. There are also reasons for serious concern about the long-term
viability and diversity of global supply chains in this industry. Huawei, a Chinese company with
global ambitions, seems to be on course to become dominant in 5G, establishing new pilots and
partnerships worldwide.

The stakes are high because 5G will be a vital component of future critical infrastructure, presenting
new risks and novel threats of disruption or exploitation. The current degree of consolidation in the
industry exacerbates the risks of market failure. It is particularly concerning because Huawei’s
products and services have been assessed to be highly insecure, yet remain attractive to certain
countries that fear falling behind in 5G and because of Huawei’s ability to undercut competitors on
price. However, the notion of a “race for 5G” is problematic and can be misleading. To ensure
security will be more important than speed in establishing a durable foundation for 5G’s future.

Although there are encouraging indications the U.S. government is starting to concentrate mote on
5@, the policies to date have not yet proved commensurate with what is at stake. The Trump
administration must also reframe and reorient its approach to competition in 5G, because the notion
of “America first in the race to 5G” is not a winning strategy, nor should the aim of the United
States be to deploy 5G as quickly as possible. U.S. policy should focus on promoting the security,
collaboration, and healthy competition that are so vital to the future of 5G, in close collaboration
with allies and partners.

Such a strategy should recognize that the U.S. government can and must play a critical role in
promoting innovation through investing in 5G as a new foundation for American competitiveness
in the fourth industrial revolution. Moreover, speed must not come at the expense of security, and
future 5G networks should be secure by design from the start. An American 5G strategy should
encompass five main lines of effort.
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1. Prioritize and invest in 5G as a foundation for American competitiveness.

® Recognize the strategic significance of 5G and prioritize policy responses aimed at reinvigorating
American technological leadership.

e Undertake government investment and incentivize private-sector investment in large-scale
construction of 21st-century digital infrastructure, and explore a variety of options for
collaboration between industry leaders and government to promote 5G development.

® Prioritize and accelerate existing initiatives to remove obstacles to commercial innovation,
particularly sharing and, where necessary, reallocation of spectrum.

2. Ensure that future 5G networks will be secure by design from the start.

e Formalize a rigorous process for screening of vendors and carriers for U.S. 5G networks, and
continue to promote collaboration between industry and government stakeholders on options
for risk mitigation and security.

® Explore new approaches to establishing and maintaining greater visibility and situational
awareness over U.S. 5G supply chains and the security practices of vendors and carriers.

® Develop a comprehensive framework for the assessment, mitigation, and management of the
tull range of systemic risks of future 5G networks.

® Recognize the vital importance of technical standards in shaping future technological
developments, and incentivize improvements in security by prioritizing it as a requirement.

e Enhance the security of 5G networks and systems that involve high-risk or untrusted hardware
and devices.

3. Contest leadership and technological innovation in and beyond 5G.

e Explore options to disrupt the status quo and innovate new approaches to 5G and beyond,
including the use of greater network virtualization.

® Intensify support for research for new and innovative techniques to make more spectrum
available, including through spectrum sharing.

e Urgently pursue efforts to build up and expand a healthy supply chain and industrial ecosystem
in 5G.

® Promote the development of robust commercial ecosystems to enable new start-ups to leverage
the full benefits of 5G.

4. Pursue deeper coordination and collaborative innovation with allies and partners.

® Prioritize cooperation with allies and partners to promote secure and collaborative alternatives
for 5G development.

e Ensure that U.S. policies intended to constrain or challenge the global expansion and influence
of Chinese technology companies are carefully balanced, messaged, and coordinated
domestically among relevant stakeholders and internationally with allies and partners.

e Collaborate through NATO and with allies in the Indo-Pacific region to develop a secure and
integrated communications architecture to facilitate information sharing and coordination.
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® Collaborate with partners and allies on investments in the global development of digital
infrastructure.

5. Prepare to leverage the positive and mitigate the negative externalities of 5G for
national security.

® Prepare for the systemic risks of scenarios in which China continues to succeed in becoming a
major player in global 5G networks.

e Evaluate the threats of disruption of critical infrastructure, as well as espionage and exploitation,
involving and targeting 5G.

e Evaluate and experiment with the potential of 5G for defense and military applications.

5G has emerged as a key front in U.S.-China rivalry. Although the advent of 5G could greatly
benefit the global economy and produce positive-sum outcomes, and its realization will require
international cooperation and coordination to sustain global interoperability, it is undeniable the
stakes are high. The outcome of this competition could shift the global center of gravity for growth
and innovation. As a rising power, China has prioritized efforts to challenge American leadership in
innovation. If successful in realizing its 5G ambitions, China could be poised to reshape the
international technological ecosystem and capture major strategic dividends that will enhance its
global power and influence. To compete, the U.S. government can and must contribute to catalyzing
American innovation.
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. THE PROMISE OF 5G

Today’s advances in fifth-generation telecommunications (5G) promise a transformational
technology critical to enabling the next industrial revolution. This new generation of mobile
communications constitutes a vital platform and digital backbone for massive increases in
connectivity that will have far-reaching implications.' 5G is far more than simply a faster iteration of
4G; it represents a paradigm change.” The benefits of 5G include its very high speed, low latency,
and high throughput. While the jump from 3G to 4G enabled the current mobile economy, the leap
from 4G to 5G will open up entirely new economic opportunities and applications. 5G will enable
data flows at vastly greater speed and volume than today’s 4G networks, perhaps 100 or more times
faster.” Future smart cities will rely on 5G, autonomous vehicles will depend on this increased
connectivity, future manufacturing will leverage 5G for improved automation, and even agriculture
could benefit from these advances.* The development and deployment of 5G are rapidly
progressing, with a growing number of 5G pilots worldwide, including 92 pilots expected to launch
in the United States by the end of 2019.” 5G technologies are on track for widespread
commercialization in the 2020s and could generate great value across multiple industries.” American
policymakers must recognize the imperative of leading in and embracing the potential of 5G to
ensure future American competitiveness.

5G has emerged as a new frontier for U.S.-China rivalry. Today, China seems poised to become a
global leader in 5G deployment and could succeed in seizing a key first-mover advantage in this
industry.” The United States may be situated in a position of relative disadvantage, by some
assessments.® However, the state of play in 5G is highly complex, and assessments of who is leading
can vary,” depending upon the metrics considered."” The Trump administration has claimed,
“America is now leading the global race to deploy secure and reliable 5G.”"" Typically, national
competitiveness in 5G can be evaluated based on a number of factors, including the availability of
spectrum, robustness of the overall industry players, investments in the construction of the requisite
infrastructure for 5G, and commercial deployments of 5G networks."” U.S. carriers are moving more
quickly to deploy “nonstandalone” 5G networks that build upon existing 4G infrastructure.” There
has also been recent progress in making greater amounts of spectrum available in the United States,
primarily in the high-band, namely mmWave, range.'* By contrast, China has invested more heavily
in the fiber and physical infrastructure required for standalone 5G, which could require intense
capital expenditures. Chinese companies are primarily pursuing options for 5G involving midband
spectrum, which might prove more promising for large-scale realization of 5G."” In 5G, the first
movers and early adopters may benefit from being able to promote an industrial and commercial
ecosystem designed to build upon their 5G networks."

The question of who develops and controls the core technologies that are foundational for 5G has
great significance for its future trajectory. Today, 5G remains at a fairly nascent stage in its
development.'” 5G is continuing to progress through groundbreaking research and inventions that
resolve complex scientific issues involving speed, capacity, security, and reliability. The technical
standards that will enable interoperability and facilitate the widespread commercialization of these
technologies are still taking shape through the global standards-setting process known as the 3rd
Generation Partnership Project (3GPP), a consortium of telecom associations and other
organizations." When it comes to the foundation of critical technology standards through which 5G
is being defined, only a small subset of companies can be considered among the leading contributors
to these standards based on the capabilities of their technologies, which involve technical documents
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that establish new technology requirements and design solutions to meet those requirements. 5G
standards establish the blueprint of this future communications infrastructure. Currently, in this
process, key leaders include U.S.-based Qualcomm; China’s champion, Huawei;'"” Nokia,
headquartered in Finland; Ericsson, a Swedish company; and Samsung, a South Korean
conglomerate, which are the major contributors to patents and standards. However, few American
companies rank at present among the primary players in the construction of certain requisite
equipment for 5G, particularly radio access networks.”” The current degree of consolidation
exacerbates the risks of market failure.” There are reasons for serious concern about the long-term
viability and diversity of supply chains in this industry.

5G has the potential to provide benefits for future economic development. The advent of 5G may
contribute trillions to the wotld economy over the next several decades,” setting the stage for new
advances in productivity and innovation.” The hitherto unparalleled connectivity that 5G will
provide is integral to realizing the full potential of the “internet of things” (IoT) and artificial
intelligence (AI) technologies in the real world. 5G can enable new industries and contribute to a
dynamic digital economy.** Moreover, 5G networks also possess promising military applications.”
Such increases in speed and connectivity could facilitate data fusion and improved situational
awareness to enhance command and control,” providing significant operational advantages on the
future battlefield.”” Given the importance of 5G for national competitiveness, it is hardly surprising
that 5G is often characterized as a “race,” even an “arms race,” between China and the United
States. However, 5G is more of a marathon, rather than a sprint, insofar as its operationalization will
play out over at least a decade to come. In the process, security will be more important than speed in
establishing a durable foundation for 5G’s future. While the development and deployment of 5G are
endeavors that involve intense rivalries among countries and companies, the realization of 5G
equally requires cooperation and interoperability. U.S. strategy should concentrate on promoting the
security, collaboration, and healthy competition that are so vital to the future of 5G.

Il. THE CHINA CHALLENGE IN 5G

The Chinese government has been actively mobilizing to contest global leadership in 5G, while
rapidly progressing in the nationwide deployment of this foundational technology. While the U.S.
government has only recently started to concentrate on 5G,* the origins of China’s efforts can be
traced to as early as 2007, when the State Council approved a “major special project” on next-
generation telecommunications,” pursuant to the National Medium- and Long-Term Science and
Technology Plan Outline (2006-2020).”" The United States had been relatively dominant in 4G, and
China initially lagged behind and struggled more in 3G and 4G. Chinese leaders have been
determined to leapfrog ahead in 5G through pursuing, and since arguably achieving, a first-mover
advantage.’’ Concurrently, the Chinese government has undertaken significant investments in
building up a more robust digital infrastructure of fiber optic networks that are important to
facilitate the large-scale deployment of 5G.” China’s science and technology plans and research
initiatives, from the 863 Plan to “Internet Plus” and the National Strategic Emerging Industries
Development Plan,” have supported advances in 4G and 5G. In China today, robust activities in
research, development, and commercialization extend across universities, companies, and even a
number of defense industry conglomerates.* Meanwhile, the IMT-2020 promotion group,
established by the Chinese government in 2013, has coordinated efforts among state agencies and
industry stakeholders to support research and development, as well as testing and standards, for
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5G.” The Chinese government has also undertaken a proactive and coordinated approach to
spectrum management and reallocation, involving military and industry stakeholders, to prepare for
widespread 5G deployment through licensing and deconfliction of the requisite spectrum.’ There
are not only no comparable efforts in the United States but also no existing mechanisms to replicate
and implement such a strategy.

China’s efforts in 5G are estimated to amount to hundreds of billions of dollars across a
combination of government funding and commercial investments.” Since 2015, China has outspent
the United States by over $24 billion overall, according to one estimate.” This massive mobilization
of resources has enabled rapid construction of the requisite infrastructure for standalone 5G, such as
base stations, in which China Tower has proved to be a key player.” For 2019, China is planning to
accelerate efforts in 5G and to dedicate 57 percent (or about $146 billion) of $256 billion planned
spending on technology to 5G.* China is also launching a number of pilot projects to explore its
potential across various industries, such as smart transport, industrial internet, and health care. As of
2019, 5G is already entering widespread precommercial deployment in a number of cities, including
Beijing and Shanghai. For instance, the city of Shenzhen, which is home to Huawei, has become a
major center for 5G development, intending to fully deploy 5G by late 2019.* By 2020, full
commercial deployment is on track to launch. ** Seemingly in response to U.S. pressures on Huawei
and seeking to bolster its progress in 5G, the Chinese government has accelerated its timetable for
issuing official licenses to China Mobile, China Unicom, and China Telecom, as well as China
Broadcasting Network Corp., for mid-band spectrum.” Moreover, the Chinese government has
provided carriers with low-cost spectrum and cheap land to facilitate deployment.**

The Chinese government and leading Chinese enterprises are actively promoting commercial
deployment and experimentation with new applications of 5G. By 2025, an estimated 430 million
people in China will have access to 5G, accounting for one-third of the world’s total 5G users."
China is also developing early applications of Al and 5G applications in health care. In March 2019,
the People’s Liberation Army (PLA) General Hospital, in collaboration with China Mobile and
Huawei, engaged in the world’s first remote brain surgery using 5G.* The precise, real-time control
that 5G provides can facilitate telemedicine at greater distances, which enables world-class surgeons
to reach patients in rural or remote regions that lack the requisite medical services.” The Chinese
government is also concentrating on applications of Al in industrial internet, including for advanced
manufacturing.”

China’s attempts to advance 5G still confront certain challenges, notably the discrepancy between
the high expectations for 5G relative to the current maturity of the technology. For instance, despite
the tremendous enthusiasm for its potential, 5G requires significant investments in the near term,
but the future business models that will enable 5G to become profitable for operators remain
unclear. For the 2020 to 2030 time frame, expenditures of Chinese network operators on 5G could
reach $411 billion, according to an authoritative estimate from China’s Ministry of Industry and
Information Technology.”” China’s 5G era may be well underway, but the long-term trajectory of
this state-driven approach to 5G remains to be seen. These sizable investments may be inefficient
but could prove effective in driving development and establishing market predominance
nonetheless.” The United States has yet to commit to any funding or national initiatives in 5G that
are close to comparable in scope and scale.”
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For China, Huaweti is a national champion that has been at the heart of the 5G agenda from the
start. Although it claims to be a private company, an assertion that has been challenged because its
structure of ownership is opaque and contested,”® Huawei has a history of strong state support and
apparent linkages to the Chinese military and intelligence that start with its founder and persist to
the present.” Since 2009, Huawei has invested massively in research and development of next-
generation telecommunications.” The company plans to sustain and increase its investments in 5G
with an annual R&D budget that may exceed $15 billion and could reach $20 billion in the years to
come.” Huawei seems and claims to be on course to become dominant in 5G, establishing new
pilots and partnerships around the world, from Asia to Aftrica and across much of Europe.” The
company is building upon its established presence in 4G networks, which already amounts to nearly
a third of the global telecommunications market.”” Huawei is one of the few players for now that can
provide mature, cost-effective equipment and systems integration for 5G, such as radio access
networks and base stations. Huawei has shipped over 150,000 5G base stations worldwide as of June
2019.” Despite persistent security concerns, Huawei has continued to expand its reach, currently
boasting a total of 50 commercial 5G contracts that span at least 30 countries, particularly a
significant proportion in Europe.” Huawei has also signed a deal to develop 5G in Russia as of June
2019.” In addition, Huawei commands the greatest number of patents in 5G,” which amount to
1,529 in total as of late 2018, with the closest contender, Nokia, holding 1,397 patents.”” However,
estimates vary.” Of course, although these numbers are significant indicators of Huawei’s
prominence in 5G, pure patent counts should not be interpreted as an indication that Huaweti is the
clear leader, despite the company’s claims to the contrary.”* In this regard, although Huawei should
be recognized as a formidable contender, its apparent leadership is hardly unassailable.

China may possess certain systemic advantages in 5G development and particularly deployment. The
Chinese government has facilitated active and highly coordinated engagement in the establishment
of global 5G standatds, particularly through the IMT-2020 promotion group.”” Huawei has clearly
exerted a strong influence in the adoption of standards for 5G, including those that benefit its own
technologies. For example, Huawei particularly advocated for the adoption of Polar Code, a
technique for the channel coding that is necessary to ensure accuracy, efficiency, and redundancy for
data in digital communications.”” Huawei has made 11,423 contributions to 5G standards,” while its
wholly owned subsidiary HiSilicon has added 7,248 contributions, according to estimates from
December 2018.”” This compates with 10,351 from Ericsson, 6,878 from Nokia, and 4,493
contributions from Qualcomm.” It is important to remember that quantity is not always
synonymous with quality or relative impact.” However, these numbers are certainly indicative of
very forceful Chinese participation in the process, which has involved high-level representation from
Chinese companies, their involvement in positions of leadership, and apparent coordination in
promoting certain options.”” By some accounts, Huawei is seen as a constructive conttibutor in a
process that has been fairly collaborative.” Yet there have also been persistent concerns that Huawei
has been attempting to “flood” the process,™ including by taking on a high share of positions in
decision-making on 3GPP panels, to establish unique sway.”

The Chinese government recognizes technical standards as a matter of strategic importance and has
prioritized the promotion of Chinese intellectual property (IP) in the 3GPP 5G standards. This
strong emphasis on shaping standards could facilitate successful deployment and commercialization
of 5G technologies by Chinese companies that then might be poised to capture a sizable share of the
profits and revenues in this critical industry. Moreover, progress in standardization is important to

1152 15th Street NW, Suite 950 Washington, DC 20005 | T:202.457.9400 | F:202.457.9401 | CNAS.ORG/@CNASDC



Securing Our 5G Future: The Competitive Challenge and Considerations for U.S. Policy 10

facilitate interoperability, including the full leveraging of the potential of 5G to create related
products and services. Meanwhile, there are efforts underway to formulate a new initiative, “China
Standards 20357 (H1 [E#57H2035),” which could formally launch in 2020 and is intended to
contribute to China’s emergence as a “standards superpower” (bt 5% E).”” This focus on
standardization, from high-speed rail to artificial intelligence, is intended to increase the overall
quality of China’s economic development while facilitating the “going out” of Chinese companies
and technologies.” An oft-quoted saying emphasizes, “First-class companies make standards,
second-class companies do services, and third-class companies make products.”” This contestation
of standards continues China’s quest to improve its “discourse power” (IFiE ) to exercise a “right
to speak” and global influence commensurate with its growing economic and technological
capabilities.”” In particular, promotion of the “Digital Silk Road” could place Chinese companies,
standards, and infrastructure at the center of the international information technology ecosystem,
while perhaps serving as a vector for Beijing’s global influence.”

Chinese advances in 5G also contribute to military innovation. The PLA aims to leverage emerging
technologies to achieve an advantage in future military competition. In his capacity as commander-
in-chief Xi Jinping, has called upon the PLA to become a “world-class” military (15— ZEB\) by
midcentury.*” 5G will be vital to the process of military “intelligentization” (£ f£ft), which involves
the realization of Al in support of a range of applications and capabilities.*” 5G could be critical to
information support,** creating improvements in data sharing, new mechanisms for command and
control, and enhanced system construction to fulfill future operational requirements,” such as the
military internet of things.* 5G is anticipated to enable machine-to-machine communication among
sensors, drones,” or even swarms on the battlefield, as well as improvements in human-machine
interaction.”® The potential for rapid integration of information and improved communications
could provide key advantages for situational awareness. As China looks to construct a more
integrated information and communications architecture across space- and ground-based systems,
5G could be incorporated.” For instance, there are plans to integrate 5G with BeiDou, China’s dual-
purpose competitor to GPS, to improve position, navigation, and timing capabilities.”” Beyond the
battlefield, deployment of 5G could facilitate China’s model of national defense mobilization,
providing for more “intelligent” approaches to coordinate resources and logistical support to fulfill
the demands of wartime contingencies.” For instance, when Jilin Province carried out a drill for
national defense mobilization, 5G was used to support emergency communications.” Already, some
units in Chinese military and paramilitary forces have started to employ 5G for pilot programs, such
as border security.”

China’s development of 5G will be shaped by the implementation of a national strategy of military-
civil fusion (% [KflE).” There are certain synergies between military and commercial technologies,
including advanced electronics in which elements of the Chinese defense industry, such as the China
Electronics Technology Group Corp. (CETC), have particular proficiency.” Even some military
academic institutions, such as the PLA Strategic Support Force’s Information Engineering
University, have noteworthy proficiency in relevant technological components, especially chips and
advanced antennas.” The Information Engineering University, which contributes to the Chinese
military’s education and capabilities for information operations, is engaged in research on 5G
network security, seemingly in collaboration with Huawei.”” Increasingly, a growing number of
companies, including Shenzhen Kingsignal (415 #),” are pursuing opportunities for expansion into
the military 5G market, including working on military projects.” In November 2018, a2 number of
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industry players established the 5G Technology Military-Civil Fusion Applications Industry Alliance
(GGHEARZE KA N A PR, including ZTE, China Unicom, and the China Aerospace Science
and Industry Corp. (CASIC), a2 major defense conglomerate."” This new partnership aims to foster
collaboration and integration in military and civilian development of 5G.""" Some Chinese telecom
companies are already supporting 5G pilot projects that appear to be intended for dual-use or
military employment.'”

5G RISKS AND SECURITY CONCERNS

The U.S. government has actively sounded the alarm over the risks that Huawei may present, urging
allies and partners to impose a ban against it in order to mitigate the threats of disruption or
espionage through 5G networks.'”” Huawei has faced pushback and scrutiny, and a growing number
of countries have considered—or undertaken in the case of Japan, Australia, and the United States,
among others—a ban or de facto exclusion of Huawei on the basis of varying rationales and
mechanisms, which have predated U.S. action in some cases."™ There are also valid concerns that
the outright exclusion of Huawei may slow and increase the costs of 5G deployment.'”” What has
often been characterized as an American “campaign” targeting Huawei risks backfiring if continued
on its current trajectory, in which U.S. rationales have been perceived as shifting and inconsistent."”
However, a growing number of concerning incidents involving Huawei, including indicators of the
insecurity of its equipment, accusations regarding its theft of intellectual property, and its
involvement in providing surveillance capabilities to governments, continue to be exposed.'”

China’s quest for 5G dominance has played out within a complex technological and geopolitical
landscape.'” Indeed, different countries have their own security concerns and considerations, but
not all share American assessments of the severity of these risks. Insofar as American policymakers
see China as a great power rival and strategic competitor, allowing Chinese companies to play a key
role in American critical infrastructure, or that of U.S. allies and partners, presents grave threats that
are untenable and unacceptable for the United States, not only espionage but also outright
subversion of this critical infrastructure.'” Yet Huawei has continued to expand its global presence,
and the U.S. government has yet to present a viable and attractive alternative to working with
Huawei. Many countries may have sunk costs and be “locked in” already to this choice based on
earlier decisions, which raises concerns about not only security but also fair competition.""
However, it is encouraging to see emerging consensus among like-minded countries about potential
principles and shared approaches to 5G security, particularly through the progress of a recent
conference on 5G security in Prague.'"!

The age of 5G will present new risks and novel threats of disruption or exploitation. 5G involves far
more than just new and faster wireless networks; it will be a vital component of future critical
infrastructure. Consequently, the cybersecurity of 5G networks could prove uniquely challenging,
considering the high levels of complexity and much greater potential for damage in the case of an
attack. Not only the confidentiality of data on 5G networks but also questions of integrity and
assurance will become urgent challenges. Whereas most cyberattacks to date have involved only data
theft, an attack against future 5G networks could cause massive damage that might threaten public
safety and critical industries in future smart cities.'”” The often subpar security of IoT devices, of
which there are an estimated 20 billion globally and growing, also presents serious reasons for
concern. A high proportion of devices on the U.S. market have been made in China by companies
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with very poor track records on security.'””> While vulnerabilities have been and remain a major
concern in the telecom industry for 3G and 4G, the stakes will be even higher for securing 5G
networks at all stages of their life cycles.'™* In some cases, supply chains could be weaponized
deliberately by adversaties that may prefer to “win without fighting.”'"” The exclusion of high-risk
vendors is an important measure to mitigate risk but does not constitute a complete solution.

5G must be designed and implemented with a holistic approach to security in mind from the start.
The development of secure networks must entail more than simply excluding high-risk vendors,
requiring rigorous, ongoing testing and screening. Indeed, careful scrutiny should be extended to all
aspects of the production, construction, and management of these networks, involving screening of
the security of all vendors and carriers. If an end-to-end approach to security is effectively
implemented, 5G could prove more secure than our existing networks and critical infrastructure, but
the consequences of insecurity would be far graver. In public debates on 5G security, the call and
search for a “smoking gun” has been problematic. This framing of the issue has often distracted
policymakers from thinking about the greater challenge of mitigating vulnerabilities that tend to be
pervasive. Bugs can be just as problematic as backdoors. It is inherently challenging to differentiate
an accidental vulnerability from one that is deliberately introduced. The primary difference is intent,
which cannot be discerned from code alone. It is encouraging that the 3GPP’s SA3 working group is
focusing on security, seeking to ensure that such security concerns will shape the development of
standards.'' However, industry and government are just starting to grapple with the full range of
issues in play.

Given the gravity of these security challenges, the apparent centrality of Chinese companies in the
global development of 5G has raised intense concerns. There is a very real risk that vulnerabilities in
networks, whether the result of poor security practices or deliberate introduction of backdoors,
could be weaponized for leverage or coercive purposes, particularly in a crisis or conflict scenario.
Considering China’s history of IP theft and cyberespionage, there is also a real risk such networks
could be exploited for purposes of espionage."'” As a Chinese company, Huawei also would be
subject to a number of legal demands, regulatory requirements, and mechanisms of coercion that are
often ambiguous and expansive.'"® Regardless of whether Huawei’s leadership may wish to disregard
an order from the Chinese government, China lacks an independent judiciary system for company
leaders to plead their case against the government, as Apple did in the United States when it fought
an FBI order to unlock an iPhone. Huawet’s claims that it would “say no” to the Chinese
government are not credible without indications of the company’s actual ability to do so.

Even if Huawei is given the full benefit of the doubt, despite its history and apparent involvement
with the Chinese military and intelligence organizations, Huawei’s products and services have been
assessed to be highly insecure, with a much greater prevalence of vulnerabilities relative to their
primary competitors.'”” Moreover, there are reasons to question whether knowledge of any bugs in
its equipment could be shared more readily with China’s Ministry of State Security (MSS). This risk
may be heightened given the influence of MSS in China’s vulnerabilities database, not to mention
Huawei’s historical and continued linkages to the Chinese People’s Liberation Army, including
military intelligence.” For the United States, these risks and security concerns are inextricable from
today’s geopolitical exigencies, insofar as the U.S.-China rivalry encompasses scenarios for which
there is a nonzero probability of conflict, including over Taiwan. Consistently, Chinese military
writings have highlighted the potential for cyberattacks on critical infrastructure as a prelude to
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outright warfare.'” The presence of equipment from high-risk vendors, such as Huawei, even in
rural telecoms is concerning, considering that some of these networks are near military bases, which
raises risks of espionage or exploitation.

5G security presents a global challenge that will demand creative and cooperative solutions. Huawei
will likely remain a major player in 5G in a number of countries, including some U.S. allies and
partners, that believe the benefits of partnering with it outweigh the risks. Although a criteria-based
calculation of risk provides compelling arguments for exclusion of such highly risky players, many
nations could still continue current collaborations with Huawei in ways that exacerbate global risks
to this emergent ecosystem. Even if the United States were to succeed in fully securing its own 5G
networks, U.S. data and entities may remain reliant, including for military and commercial activities,
upon overseas digital infrastructure that could prove highly vulnerable. The presence of Huawei’s
equipment in the critical infrastructure of U.S. allies and partners, whose support or location as a
staging ground the U.S. military might require to fulfill its treaty obligations in the event of a crisis or
conflict, also creates new risks, to an extent that could undermine U.S. capabilities for command and
control and power projection. As Dan Coats, had warned during his time as director of national
intelligence (DNI), “U.S. data will increasingly flow across foreign-produced equipment and foreign-
controlled networks, raising the risk of foreign access and denial of service.”'**

Consequently, it is in the U.S. interest to develop and promote collaborative approaches to 5G
security with allied and partner nations. Certainly, robust testing and rigorous oversight, such as the
Huawei Cyber Security Evaluation Center that was established in the United Kingdom and
comparable mechanisms created in Berlin and Brussels, constitute one alternative for risk mitigation.
However, no such screening can provide a complete or perfect solution, particularly considering the
inherent complexity of 5G.'* Moteover, no amount of testing can enable full confidence,
particularly when Huawei’s involvement in the operation and maintenance of 5G networks would
provide routine access that could be exploited. Huawei’s apparent failure so far to meet these
security standards and reports of the extent and severity of vulnerabilities in its equipment have not
engendered confidence. There are reasons for skepticism that these paradigms will merit
emulation.'”* Given the stakes, secutity cannot—and must not—be an afterthought in the process,
nor a consideration to be sacrificed for the sake of cost or speed. Those countries that choose less
secure options or prioritize ease and rapidity of deployment may encounter higher risks and greater
costs in the future.

IV. CURRENT AMERICAN POLICY INITIATIVES IN 5G

Although there are encouraging indications the U.S. government is starting to concentrate mote on
5G, policy responses have not yet been fully realized or proven commensurate with the opportunity
and challenge. During the Obama administration, there were early efforts to apply lessons learned
from U.S. success in 4G to progress in 5G. As eatly as 2010, the Federal Communications
Commission (FCC) had issued a memo calling for freeing up 500 megahertz of spectrum for
commercial employment,'” which was followed by a 2013 memorandum to advance spectrum
policy."* In July 2016, the Obama administration also launched the Advanced Wireless Research
Initiative through the National Science Foundation (NSF), which had provided $400 million in
funding for four 5G testbeds and research.””” These policies have been since overridden by new
measures introduced during the Trump administration. Concerningly, near the start of the Trump
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administration, the FCC also repealed a requirement that the FCC had introduced during the Obama
administration,"*® which had stipulated that 5G be secure.'”

The Trump administration has started to concentrate on issues of 5G in response to its potential
economic dividends and intense concerns about the competitive challenge from China. Initially,
policy debates centered upon a plan for the nationalization of 5G networks, which has been
consistently condemned and yet still recurred.” However, U.S. policy has started to progress toward
more practical measures. In October 2018, the White House convened a 5G summit that called for a
National Spectrum Strategy, which will concentrate on improving allocation of spectrum.”" The
National Telecommunications and Information Administration (NTIA) is working with a task force
and seeking comments on the development of this agenda."”” The FCC is also implementing its “5G
Fast Plan,” which is focusing on spectrum issues, updating policies on infrastructure, and
modernizing regulations.'” To date, most of the spectrum that has been auctioned has involved
bands in the mmWave range,”* whereas the spectrum that is most conducive to large-scale 5G
deployment is midband spectrum, which has been less available so far."”” There ate also reasons to
be encouraged about the progtress of commercial deployments of 5G by U.S. companies.'*
However, certain options currently being marketed as 5G are not much faster or more capable than
existing 4G LTE alternatives."”’

5G has become a new driver of concern and competition in U.S.-China relations that has motivated
ever more forceful responses in U.S. policymaking. In May 2019, the Trump administration issued
an Executive Order on Securing the Information and Communications Technology and Services
Supply Chain."”® This measure may provide sweeping authorities to exclude technologies and
transactions linked to “foreign adversaries.” Although details of its implementation remain to be
determined, it is likely that a number of Chinese companies, presumably Huawei among them, will
be constrained by this measure. This latest policy comes in addition to the prior exclusion of ZTE
and Huawei from government contracting, disincentives for U.S. carriers to work with them, and
recently the exclusion of China Mobile from offering services in the U.S. market."” Significantly, the
Commerce Department placed Huawei on its Entity List because of violations of U.S. sanctions on
Iran," barring U.S. companies from working with Huawei or its subsidiaries.'"!

It remains unclear how this measure will be implemented and to what extent U.S. companies will be
partially or entirely restricted from exporting their products to Huawei over the long term. Despite
its attempts to develop indigenous alternatives, Huawei remains highly dependent upon a number of
U.S. and global suppliers, including Xilinx, Qualcomm, and Synopsys.'"* Although HiSilicon has
achieved some initial successes in its own semiconductors, referred to as “spare tires” for the
company,'* China’s difficulty in the manufacture of semiconductors remains a significant
weakness,'** often manifesting in the theft and targeting of foreign IP in this sector.'* If the ban on
sales to Huawei were to be fully enforced, the company would confront a deeply painful pathway
ahead. However, Huawei’s capabilities—and the Chinese government’s determination to support
this “national champion”—should not be underestimated.'** Moreover, the uncertainty about the
implementation of this measure, including because of the partial reprieve initially provided, not to
mention the attempts of companies to circumvent these restrictions, indicates that Huawei may yet
fight through."” At the same time, this measure risks causing collateral damage for a number of U.S.
companies that have relied on sales to the China market for a noteworthy proportion of their
revenues. It will be important to evaluate options to mitigate the potential impact of these negative
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externalities, but the Trump administration has yet to address this issue. Ultimately, the net effect of
this measure may be to accelerate Huawei’s drive to achieve independence from American
technologies.

Beyond these measures, the United States has yet to pursue more proactive policies to promote
long-term leadership in 5G. There has not been extensive U.S. government investment in 5G
technologies to date. Only limited research and development is occurring in American companies
and universities, at least relative to the intensity and magnitude of efforts within China’s technology
ecosystem. The United States had led in 4G and LTE, yet a number of adverse trends in the telecom
industry have weakened key players in the United States and Europe.'* As a result of factors
including deregulation and increased consolidation, unhealthy and uncompetitive dynamics have
damaged the overall vitality of the industry, which some analyses have critiqued as tending toward
oligopoly.'*” These trends have been exacerbated by Chinese industrial policies that have enabled
Huawei to undercut its competitors in price. In the course of its rise, Huawei has received state
subsidies that are estimated to amount to billions, including a $10 billion line of credit from the
China Development Bank that was tripled to $30 billion in 2009 to enable its global expansion." At
present, few U.S. or European companies appear to be well-positioned to compete directly with
Huawei in terms of providing scalable and cost-effective alternatives for certain of the key
equipment, particularly in the radio access network.

However, there are also reasons to hope policy action and effective coordination could contribute to
more favorable outcomes. The capability to shape and promote the development of these
foundational technologies has paramount importance to the future of 5G. To date, American
companies have primarily concentrated on nonstandalone 5G, which builds upon existing 4G
infrastructure and may prove more viable commercially in the near term."”! On the other hand,
Chinese companies are actively pursuing standalone 5G, which could prove more transformative in
the long term."* Given the cost and complexity of 5G technologies, their large-scale construction
tends to require substantial investments beyond what may be incentivized by market forces alone,
particulatly for standalone networks.

V. POLICY RECOMMENDATIONS AND CONSIDERATIONS

The United States must prioritize and pursue a national strategy for 5G. To compete in 5G, the U.S.
government must reframe and reconceptualize its approach. The notion of “America first in the race
to 5G” will not work and is not a winning strategy,"” nor should the aim of the United States be to
deploy 5G “‘as soon as possible.”"** Instead, American strategy must promote a healthy, secure
future in this fifth and future generations of telecommunications through competition and
innovation in collaboration with allies and partners. The U.S. government can and must play a
critical role in catalyzing innovation by investing in 5G as a new foundation for American
competitiveness in the fourth industrial revolution. The United States must move quickly and be
prepared to make significant adjustments, including on the allocation of spectrum. Yet speed must
not come at the expense of security. U.S. policies must concentrate on ensuring that future 5G
networks will be secure by design from the start. This proposed strategy involves five lines of effort.
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1. Prioritize and invest in 5G as a foundation for American competitiveness.

Recognize the strategic significance of 5G, and prioritize policy responses that actively invest in reinvigorating
American technological leadership. The White House should establish an interagency “Task Force on 5G
Strategy” to concentrate on 5G security, deployment, and competitiveness. 5G should be elevated as
a key priority that will require high-level attention and robust efforts and investments to augment
existing initiatives. The United States must learn from its own history of constructive government
involvement in funding and supporting research and development.” The U.S. government must not
merely play defense in reacting to China’s initiatives and advances in 5G, but rather must start
proactively investing in American innovation.

Invest in large-scale construction of 21st-century digital infrastructure and explore options for collaboration between
industry leaders and government to promote 5G development. Although commercial innovations have been
and will remain a critical driver of 5G development, the U.S. government should take a more active
role. The U.S. digital infrastructure required for 5G deployment is inadequate relative to the
demands of 21st-century connectivity.'

o The U.S. government should explore options to assist the construction of 5G networks
in major urban and rural centers. In the process, the United States can leverage new
models of partnership and collaboration, such as funding and empowering state and
local governments, while seeking to incentivize private-sector investment."”’

= The White House should organize an initiative through which cities and
companies could develop joint proposals and receive funding to launch 5G pilots
and projects with a combination of private and government investment.'®

= At the same time, closing the digital divide through investing in expanding
connectivity to rural areas should remain a priority to enable equality of
opportunity."”

o The U.S. government also should stimulate secure 5G deployment through
procurement, including for military bases and training facilities. This initiative can build
upon initial testing.'"

Prioritize and accelerate existing initiatives to remove obstacles to commercial innovation, particularly sharing and,
where necessary, reallocation of spectrum. 5G requires multiple elements of the spectrum, including not
only mmWave but also options for midband (i.e., “sub-6”) spectrum, which is important for
deployment at scale.'”" Currently, the crowded character of U.S. spectrum, including usage by
satellite companies and the military of this midband spectrum, presents significant impediments to
5G deployment and commercialization in the United States. A future U.S. spectrum strategy must be
prepared to take urgent action to address this deficiency. Building upon recent sales of mmWave
spectrum, the U.S. government should pursue options for sharing and freeing up additional
spectrum resources as quickly as feasible.

o Current initiatives such as the FCC’s 5G Fast Plan should be prioritized, sustained, and
accelerated where appropriate,'** particulatly to address the relative disparity in the
availability of sub-6 spectrum.'®

o The U.S. government should prepare to actively engage in the International
Telecommunication Union’s (ITU) World Radiocommunication Conference (WRC-19)
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in October 2019 on the basis of U.S. concerns and priorities about global issues of
spectrum policy and its regulation.'**

2. Ensure that future 5G networks will be secure by design from the start.

Formalize a rigorous process for screening of vendors and carriers for U.S. 5G critical infrastructure, and continne to
promote collaboration between industry and government stakeholders on options for risk mitigation. U.S. policy can
establish a stronger precedent for 5G security through a framework with clear criteria based on
consensus and coordination with allies and partners. To date, the U.S. Department of Homeland
Security (DHS) has initiated an Internet and Communications Technology Supply Chain Task Force
that is starting this process of creating such criteria for assessment of risk, in collaboration with
partners in industry.'® The apparent emergence of initial consensus on these issues among the 32
countries that participated in the recent Prague 5G Security Conference also presents a promising
initiative with momentum that should be sustained going forward.'®®

o The threat criteria to evaluate the risks associated with various vendors and carriers on
the basis of objective standards and considerations should involve: the legal regimes
within which companies operate, including rule of law and protections against arbitrary
exercise of state power; their practices of corporate governance, including any linkages to
foreign governments or military organizations; their ability to meet certain standards of
security in technical evaluations; their transparency regarding responses to requests
received from government organizations; their history of security practices, including any
instances of flaws or vulnerabilities; their track record of adherence to IP protection,
including any incidents of corruption or commercial espionage; and rigorous screening
of the overall security of their supply chains, among others, leveraging automated
techniques where feasible.'”” The vendors and cartiers that are unable to meet certain
standards could be partly or wholly excluded from U.S. 5G networks.

Explore new approaches to establishing and maintaining greater visibility and situational awareness of U.S. 5G
supply chains and the security practices of vendors and carriers. The U.S. government should encourage the
establishment of a mechanism to facilitate the sharing of information and intelligence on 5G security
that might leverage public-private partnerships, among relevant industry and government
stakeholders.'™ Such a center or “fusion point” might facilitate the sharing and integration of
information and intelligence among critical players in the United States and with allies and partners
to overcome existing market failures and regulatory obstacles.

Develop a comprebensive framework for the assessment, mitigation, and management of the full range of systemic risks
to future 5G networks. The U.S. government should build upon ongoing initiatives in the Department
of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) to concentrate on
formulating standards and promoting best practices and methods for security evaluation.'” Future
progress can also leverage the FCC’s initial formulation of best practices for 5G security via the FCC
Communications Security Reliability and Interoperability Council (CSRIC), while reintroducing
security as a requirement for U.S. 5G networks.'”

o For high-risk vendors that already integrated into the U.S. supply chain and telecom
ecosystem, CISA should undertake a systematic assessment of current levels of risk and
potential countermeasures for a progressive transition to vendors with better security,
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including compensation when necessary for replacement of high-risk or insecure

equipment by smaller carriers.'”

Recognize the vital importance of technical standards in shaping future technological developments, and incentivize
improvements in security by prioritizing it as a requirement. China has emerged as a serious contender in this
abstruse and technical, yet highly consequential, aspect of technological development, sometimes
seemingly exploiting the standard-setting process. U.S. leadership in 5G will greatly depend upon
promoting the development of foundational technologies taking shape through 3GPP.'”

o The U.S. government should promote best practices in standardization on the basis of
voluntary and consensus-based processes of governance that center upon the merit of
technologies.'”

= The National Institute of Standards and Technology (NIST) should explore
opportunities to contribute to convening and coordinating standards activities,
including on security. For instance, NIST could expand the mandate and
activities of its existing alliance for 5G networks to explore new options and
directions.'™

o The requirements of cybersecurity and methods to mitigate the risks of disruption must
remain a core consideration, including the continued promotion of security standards for
internet of things devices.'”

Explore innovative solutions to enbance the security of 5G networks and systems that involve high-risk or untrusted
hardware and devices. The United States should actively explore viable options for risk mitigation and
management on future high-risk 5G networks, including the potential for default or standardized

implementation of end-to-end encryption and greater network slicing, isolation, or segmentation.'”

o The U.S. government should support research and projects that promote and
demonstrate such techniques as secure network slicing. The employment of automated
techniques to screen for vulnerabilities in supply chains also appears to be promising. In
particular, solutions that leverage machine learning for intrusion detection on future 5G
networks should be further explored and leveraged.'”

3. Contest leadership and technological innovation in and beyond 5G.

Explore options to disrupt the status guo and innovate new approaches to 5G and for next-generation advancements.
Today, 5G is still taking shape, pursuant to ongoing research and standards development.'™
Consequently, the United States should increase funding for research in next-generation
telecommunications for the long term.

o This supportt for basic and applied research could extend to the establishment of new
“centers of excellence” for advanced telecommunications at selected universities,
augmenting current initiatives and partnerships undertaken under the auspices of NIST,
such as its Alliance for 5G Networks."”

o The U.S. government should provide tax credits for the companies that are investing in
5G research and development.

o The U.S. government should expand and increase funding to the NSF’s Advanced
Wireless Research Initiative," building upon the current project on Platforms for
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Advanced Wireless Research (PAWR),"" and ongoing research funded through the
Office of Naval Research (ONR), among other institutions.'™

o The U.S. government should organize a “5G Futures Challenge” via the Defense
Advanced Research Projects Agency (DARPA) to incentivize innovative alternatives that
may be less dependent on hardware in which Chinese companies have established
advantage.

* For instance, network virtualization for 5G appears promising.'®’ This technique
could possess advantages of lower costs and faster time to market, as well as
potential military applications.'™

o The Office of Science and Technology Policy should commission an independent
assessment of all past and current research programs that the U.S. government and
military research enterprises have funded in this field to identify key gaps and improve
situational awareness of current strengths and weaknesses, in order to evaluate future
priorities and research directions.

Sustain and intensify support for research on new and innovative techniques to mafke available more spectrum,
including via spectrum sharing. Since the availability and challenges of reallocating spectrum remains a
critical bottleneck to 5G development, the U.S. government should redouble current initiatives to
develop new options for spectrum sharing, including through new approaches to coordinate and
deconflict among military and commercial enterprises.

o NSF should consider launching a new program to fund academic research on spectrum
sharing over the next five years. The model of NTIA’s Spectrum Sharing Innovation
Test-Bed should also be expanded to new localities and with new academic partners.'®’

o DARPA’s Spectrum Collaboration Challenge has presented successful examples of new
approaches to improve spectrum sharing,'® leveraging automation and artificial
intelligence to improve adaptability. Future initiatives should continue to build upon its
initial successes.'”’

Promote the development of robust 5G industry and commercial ecosystems. NSF and FCC should jointly
support “5G Incubators” for exploration of and experimentation with promising applications of 5G
in academic research and by start-ups.

o FCC could partner with accelerators to provide local 5G platforms that start-ups could
leverage to develop initial commercial applications, perhaps supported by a combination
of federal and venture capital funding.

o The Department of Homeland Security’s Office of Innovation and Collaboration,
perhaps along with other government initiatives for venture capital, could direct
investment to teams and start-ups with proposals for 5G security solutions and
applications."

Urgently pursue efforts to build up and expand a healthy supply chain and industrial ecosystens in 5G. At present,
there are no American companies in 5G that can compete directly with Huawei in the radio access
network. There are a small number of viable alternatives among current companies. The U.S.
government should explore opportunities to diversify and rebalance its existing dependencies in

1152 15th Street NW, Suite 950 Washington, DC 20005 | T:202.457.9400 | F:202.457.9401 | CNAS.ORG/@CNASDC



Securing Our 5G Future: The Competitive Challenge and Considerations for U.S. Policy 20

supply chains and vendors. It is important to mitigate dangerous dependencies or the vulnerability
that any single player or source of equipment could be compromised by a potential adversary.

o The U.S. government must also promote and incentivize the development of greater
capability for manufacturing of the specialized equipment required, considering the use
of existing authorities, such as the Defense Production Act, where applicable.

o The U.S. government should actively support the Open Radio Access Networking
Alliance (ORAN)), facilitating transitions toward Software Defined Networks (SDN) and
Network Function Virtualization (NFV) that support greater variety or diversification of
the supply chain.'”

4. Pursue closer coordination and collaborative innovation with allies and partners.

Prioritize cooperation with allies and partners to promote secure, collaborative alternatives for 5G development. In a
world of globalized innovation, the development and deployment of 5G must involve and will
require international cooperation. The United States should promote closer collaboration on security
and development among partner nations and trusted companies. In addition, the U.S. government
could expand collaborations with allies and partners on mechanisms for the review of investments
and research partnerships, as well as the introduction of export controls where appropriate for
advanced telecommunications and related technologies.'”

Ensure U.S. policies to constrain or challenge the global expansion and influence of Chinese technology companies are
carefully balanced, messaged, and coordinated domestically among agencies and internationally with allies and partners.
U.S. attempts to highlight the risks presented by the global activities of Chinese technology
companies must remain balanced and bolstered by the available evidence to achieve greater traction
and legitimacy. If American security concerns are perceived as excessive or motivated by
protectionism, then U.S. efforts to highlight real and serious issues may lose ground to Huawei’s
counternarratives and Chinese government propaganda.'”

o To the extent possible, the U.S. intelligence community should share with allies or
declassify and publicly release further evidence for these concerns regarding Huawei.
American messaging can also leverage and highlight the full range of materials in the
open source that reveal incidents of concern, including Huawei’s linkage to a data breach
at the African Union headquarters.'”

o The Five Eyes intelligence-sharing partnership, in conjunction with like-minded nations
that share similar concerns, should explore institutionalizing initiatives to facilitate rapid
sharing of information and threat intelligence on risks involving the telecom industry.

Collaborate throngh NATO and with allies in the Indo-Pacific to develop a secure, integrated communications
architecture to facilitate information sharing and coordination. For the United States, critical competitive
advantage in any future conflict scenario requires capability to fight alongside allies and partners.
However, divergences or asymmetries in trajectories for defense technological innovation could
create new complications for future alliance interoperability, whether for communications in crisis
scenarios or power projection during wartime contingencies.

o The U.S. military should explore options for collaboration with NATO partners on the
development of dedicated 5G networks for secure communication, potentially under the
aegis of the “Connected Forces Initiative.”"”
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o The U.S. military should evaluate options to integrate 5G into the existing information
and communications infrastructure for alliance coordination mechanisms with Japan and
South Korea.'”

Coordinate investments in the global development of digital infrastructure for next-generation connectivity. U.S.
attempts to dissnade nations that are considering working with Huawei are impeded by the fact there are no viable or
positive alternatives. The United States, along with allies and partners, should explore opportunities to
partner on investments in telecommunications infrastructure to provide a viable alternative in price
and accessibility to nations seeking options to build up their digital infrastructure, leveraging existing
initiatives such as the BUILD Act.'”

5. Prepare to leverage positive and mitigate the negative externalities of 5G for national
security.

Prepare for systemic risks of likely scenarios in which China continues to succeed in becoming a major player in global
5G networks. Based on current trends, 5G networks that involve Chinese vendors and equipment will
likely remain on track to become a major element of the global information technology ecosystem.
The U.S. military and government must prepare to operate across and around networks that may be
highly insecure, recognizing the risks inherent in such complex systems. Such adaptation will require
rigorous evaluation of risks and exploration of options for the security and reliability of U.S. data
passing through networks involving highly risky vendors and/or cattiers.

o The U.S. government should explore alternative architectures to enable secure
communications and intelligence sharing with allies and partners around the world
despite riskier conditions, perhaps including improved standards for security, enhanced
encryption, and increased network segmentation.

o The U.S. military must start to evaluate the full range of challenges of operating and
projecting power in a demanding environment lacking access to telecommunications
infrastructure. At worst, the U.S. military could be seriously hindered by such disruption
in ways that could impede or undermine defense mobilization and operations."”

Evaluate the risks of disruption of critical infrastructure, as well as espionage and exploitation, involving and targeting
5G. In the near future, 5G technologies could not only exacerbate the risks of espionage but may
also become the target of industrial espionage. In recent history, China’s attempts to catch up with
the United States technologically have often involved the theft and absorption of foreign
technologies."”” Huawei’s initial success is alleged to have been enabled by an aggressive campaign of
cyberespionage that targeted and undertook IP theft against the Canadian company Nortel, which
contributed to its bankruptcy."”® Although China’s own indigenous capabilities in innovation have
since increased considerably, continued initiatives to access international resources for innovation
remain a priority and active line of effort. For instance, Huawei has actively funded research across a
number of American and international universities, which has started to provoke some concerns
about how such academic partnerships might be exploited to access innovative advances.'”

o Given this track record and reasons for future concern, the DNI should commission a
comprehensive assessment from a counterintelligence perspective of the range of risks to
American and allied telecom companies and universities.
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Evaluate and excperiment with the potential of 5G for defense and military applications. The speed and
connectivity that 5G enables will be vital to future battle networks. For instance, the Chinese
military and defense industry have been actively exploring 5G, including through some initial pilot
programs. The introduction of 5G for training purposes may support new techniques in live, virtual,
and constructive (LVC) training that could be critical to preparing for future high-end conflicts.*"

o The U.S. military should establish a target and time frame to introduce 5G pilots on
bases and training facilities with the aim of integrating this next-generation connectivity
into future command, control, communications, computer, intelligence, surveillance and
reconnaissance (C4ISR) architectures and current training environments.

= The National Training Center, as well as Army Futures Command and similar
service-specific initiatives, such as AFWERX and the NavalX Agility Office,
could organize war games, simulations, and exercises to test new concepts of
operations and capabilities that could be enabled by 5G.*"!

o U.S. military research enterprises should consider scaling up current support for research
related to 5G, exploring opportunities to expand collaboration with academic and
industry stakeholders.

* The Defense Innovation Unit and Strategic Capabilities Office should prioritize
or introduce projects evaluating near-term and long-term options that might
leverage commercial advancements in these technologies. Of course, the
introduction of a new, untested, and perhaps vulnerable technology for military
command and control also could create new risks, such that effort should
proceed with great attention to concerns about assurance.

VI. CONCLUSIONS AND IMPLICATIONS

5G has emerged as a key front in U.S.-China rivalry. Although the advent of 5G could greatly
benefit the global economy and produce positive-sum outcomes—and its realization will require
international cooperation and coordination to sustain global interoperability—it is also undeniable
that the stakes are high. The outcome of this competition could shift the global center of gravity for
growth and innovation. As a rising power, China has employed a strategy that has prioritized efforts
to challenge American leadership in innovation. If successful in realizing its 5G ambitions, China
could be poised to reshape the international technological ecosystem. China has recognized this
technological transformation as a histotic opportunity to “surpass at a turning point” (& i %),
through investing heavily in a new domain of technology in which the United States does not
possess and may not be able to achieve decisive leadership.””® 5G is so critical because it will prove a
vital platform to realize the full potential of a range of frontier technologies, particularly artificial
intelligence and all its multifaceted applications, which will converge and intersect in ways that may
prove exciting and sometimes unexpected.

As the United States looks to embrace this fourth industrial revolution, the American approach must
concentrate on proactively investing in and promoting future American competitiveness. It is critical
to progress beyond the defensive or reactive responses to Chinese initiatives that have dominated
recent U.S. policy conversations. Instead, U.S. policies and strategy for innovation must center on
the basic and fundamental prerequisites that have contributed to America’s history of success in
science and technology. At first glance, the capacity for coordination and national mobilization that
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are characteristic of an authoritarian approach to technological development may appear appealing
and unachievable in the U.S. political economy. However, some of the most successful elements of
China’s present policies reflect adoption of approaches that are informed by a close study of and
learning from the history of American innovation.*” The combination of state-driven priorities and
market-oriented competition have contributed to China’s successes, despite obvious inefficiencies,
but the apparent incursion of the Party-state upon the tech sector that is occurring under Xi Jinping
as General Secretary of the Chinese Communist Party risks undermining future innovation.

Ultimately, the United States ought not to envy or seek to emulate China’s model but should
recognize that certain approaches to technology strategies can be effective if implemented in a
manner that concentrates on catalyzing healthy competition. The U.S. government should
contribute toward the future vitality and dynamism of American innovation through sustaining and
increasing investment in basic research. Clearly, talent is also at the core of this technological
competition. It will be critical to continue to expand opportunities for science, technology,
engineering, and mathematics (STEM) education, while also recognizing the importance of
immigration as a source of comparative advantage. Concurrently, significant investments in digital
infrastructure will be vital for America’s capability to leverage the full dividend of this fourth
industrial revolution. The best responses to the challenge of competition with China must start at
home. The United States should embrace this competition as an impetus for its own revitalization.
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