
Your own personal guardian 
 
Clones, robots, alien shapeshifters, or disembodied consciousnesses take over people’s identities 
in shows like Star Trek and Doctor Who.  They can then take over the lives of the people they’ve 
duplicated, particularly when they have access to their memories. How can anyone defend 
himself when he can’t tell friend from foe? 
 
 If he has the perceptiveness of  the doctor,  he will know that the one who looks like his 
companion is not if she exhibits unusual behavior. Something as subtle as a remark that shows 
the absence of a character’s usual sympathy make it obvious to him that the one before him is an 
imposter. Then he confronts the fake and demands the release of his friend. All is restored, and 
we can cue up the ending credits.   
 
In real life, most of us don’t fear having someone else show up in person claiming to be us. But 
we are concerned about identity theft.  Our digital world makes it all too easy for the bad guys to 
hack into personal information posted online, as well as financial information that we can think 
is secure.  The cost of identity theft can be huge when hackers get access to our credit cards, 
debit cards, and bank accounts.   
 
That very real danger came home to millions of people this past December when it came to light 
that customers who shopped at Target stores between November 27 and December 15th could 
have had their credit and debit cards hacked.  While previous estimates put the number of 
affected people at  40 million, the  figure has now  risen above 70 million shoppers. The personal 
information the exposed to hackers includes names, addresses, email addresses, and phone 
numbers.  
 
While technology seems to be the cause of the problem here, IBM sees it as the solution. In its  
“5 in 5: Innovations that will change our lives in the next five years,” it presents solutions 
predicated on the assumption that “cloud computing, big data analytics and learning 
technologies” will enable a truly customized experience for people in the realms of shopping, 
education, health, city life, and security. The key to security will be a digital guardian, which 
“tracks several different security anomalies.” IBM calls it Steve in the explanatory video. 
 
If there is no issue of copyright infringement, they really should have called him “the doctor.”  
He protects those under his guard rather like the last of the Time Lords does his companions. 
Because he knows their habits so well, he recognizes the anomalies that pop up when someone 
else is taking over their identities. In science fiction the alien-made clone will slip up in not 
showing  her origin’s family feelings, and in real life the identity thief will show his hand when 
he slips up by charging a hot dog on a vegetarian’s account.  
 
While IBM presents all this as good, the protection takes on almost parental authority, “as it 
understands what you secure and how, it can even make decisions for you.” Granted it does add 
the qualifier, “per your instructions and permission, but the illustrative example seems to be on 
the basis of what it expects based on past behavior. 
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 “Not trying to buy a jetpack because you’re afraid of heights? Your digital guardian will know 
this, and won’t let this daredevil with your credit card buy it either.” 
 
Well, what if you’ve been afraid of heights but want to break out of your fears? Would it not 
allow you to charge an amusement park ticket because it considers that out of character? And to 
return to the example of the hot dog, which is featured in the video, what if you decide to buy it 
for someone else, a friend or a homeless person who is not a vegetarian? You may even decide to 
buy the jetpack that you would never use as a gift for someone else. 
 
A system that tries to get too protective can become inconveniently intrusive. Years ago already, 
my credit card tried to be smart in disallowing its use because it registered two charges at the 
same gas station on the same day. As it happened, both my husband and I took in our cars that 
day for gas, and getting the account locked was a bit of a pain. 
 
The digital guardian will have to set up to achieve that delicate balance between having 
someone’s back and becoming overly controlling. Even Time Lords have some difficulty with 
that.  


