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How third-party audits are the key to successful compliance in a 
rapidly changing cybersecurity environment.
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Defining and Setting Up 
Compliance With the 
Cybersecurity Maturity  
Model Certification (CMMC) 
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What is the CMMC and why do I 
need it?
The Cybersecurity Maturity Model Certification (CMMC) is a unifying 
standard that was designed by the United States Department of Defense 
(DOD) to gauge contractor and subcontractor compliance with a number of 
cybersecurity frameworks including: 

 ▪ National Institute of Standards and Technology (NIST) 800-171 and    
   (NIST) 800-172

 ▪ Federal Acquisition Regulation (FAR) 

 ▪ Defense Federal Acquisition Regulation (DFARS)

 
The goal of using CMMC is to implement a tiered approach towards 
securing sensitive defense information accessed by contractors that make 
up the Defense Industrial Base (DIB) supply chain.  

Complying with the various frameworks and becoming certified through 
CMMC allows organizations to: 

 ▪ Verify security strategy 

 ▪ Uncover flaws in hardware as well as software 

 ▪ Undergo effective security training 

 ▪ Highlight new technology vulnerabilities

 ▪ Bid on lucrative DOD contracts

The specific steps required to satisfy these achievements will result in a 
product that is fully compliant with CMMC audit processes.
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Revised Standards Means 
Revised Compliance 
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Regular cyber hygine must  
be implemented
While it is easy to sit down and talk about CMMC at the theoretical 
level, the reality is that the framework changes according to new 
developments in the cybersecurity world. These circumstances are 
far from stagnant and require a robust third-party audit process 
that can handle new changes like the revised CMMC the DOD 
implemented in 2020. Any company that bids for lucrative DOD 
contracts is now required to comply with this updated model. 

Unfortunately, many small and medium-sized organizations may 
not understand the full impact and importance of the CMMC. In 
fact, the results say there is much to be improved when it comes 
to cybersecurity hygiene itself. Katie McCullough, OneNeck CISO, 
advises starting with a strong foundation. “If you don’t look at 
your full control set, you’re going to get blinded by something. You 
have to focus on overall good hygiene. And you’ve got to know 
where you’re at, holistically in tight alignment with your control 
framework.” 

40% of cyberattacks target 
SMBs, and up to 

50% of SMBs experience 
a breach each year.

Gabriel Bassett et al., “2021 Data Breach Investigations Report.”  
Verizon. May 2019.
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Small and medium-sized  
business cybersecurity struggles 
Smaller companies typically struggle with properly funding and staffing 
security teams to sufficiently protect data, systems, and IP. This is primarily 
because qualified talent with the necessary experience is scarce and expensive. 
Additionally, resources for organizations bidding on DOD contracts are finite. 
Repurposing internal resources and cross-training staff to perform complex 
auditing functions can be next to impossible. 

More specifically, the cost of cyberattack analysis, mitigation, and eradication 
can run from the low hundreds of thousands to millions of dollars. If the 
requisite steps aren’t taken, organizations can expect a recurrence and pay even 
heftier fines in damages from regulatory commissions. 

Some other direct costs of a cyberattack include: 

 ▪ Operational disruption and lost productivity: The cost of the time spent 
to handle a cyberattack can be empirically calculated. The shorter the time 
spent dealing with the breach, the lower the cost.

 ▪ Damage to business reputation and customer relationships: A 
cyberattack not only lowers reputations, it can also hinder future DOD 
contracts.

 ▪ Downtime: As a result of the unexpected/unplanned downtime, 
organizations in the midst of cyberattacks can face millions of dollars in 
lost revenue.

 ▪ Compliance Violations: As we mentioned earlier, a cyberattack could 
result in compliance violations that may result in even greater fines.

$4.87M

$5,600

$3.86M

the average cost of a breach with 
a lifecycle over 200 days

Cost of a Data Breach Report 2021.” IBM. July 2021.

the average cost of one minute 
 of downtime.

Lerner, Andrew. “The Cost of Downtime.” Gartner. July 2014.

the global average cost of a  
data breach

Cost of a Data Breach Report 2021.” IBM. July 2021.
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How to Effectively Approach 
the Challenge of CMMC 
Compliance 
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Maintaining continuous  
cyber hygiene
Cyber hygiene for the CMMC audit isn’t just a one-
time review that starts as quickly as it ends. It should be 
viewed as an ever-evolving framework that iterates upon 
previous rounds of review. It requires a deep dive into stale 
organizational processes while communicating with existing 
team members to identify potential vulnerabilities. 

Once a solid framework has been implemented, 
maintaining the processes involved will lead to compliance 
with CMMC and DOD contracts. Getting there will first 
require the organization to identify and understand the role 
of each maturity level in the CMMC. 
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3 Levels of the CMMC

The latest version (CMMC 2.0) has three maturity levels with a number of controls designed to address the tiered 
approach to auditing contractor compliance with NIST 800-171 and NIST 800-172. Each level of CMMC compliance 

pertains to the sensitivity of the work pertaining to the specific DOD contract. The more sensitive, the higher the level of 
compliance. CMMC 2.0 streamlines the program reducing the number of levels from five to three.

*Overview of CMMC 2.0 and what has changed from previous version.

Advanced
CMMC Level 2 requires Level 1 controls and includes 110 
practices that align with NIST SP 800-171. This level is 
intended for companies involved in the storage, processing 
or transmission of Controlled Unclassified Information 
(CUI). Triennial third-party assessments are required for 
prioritized acquisitions while annual self-assessments must be 
completed for non-prioritized acquisitions.

Expert
CMMC Level 3 requires Level 2 controls while additionally 
including a subset of NIST 800-172 requirements. This 
level is intended for companies working under the highest 
priority programs with CUI. Triennial assessments will be 
performed by government officials.

1

3
LEVEL

LEVEL

2
LEVEL

Foundational
CMMC Level 1 requires a basic level of cyber hygiene 
and performance. It consists of 17 practices and an 
annual self-assessment. The level is intended for the 
protections of Federal Contract Information (FCI). Level 
1 corresponds to the basic safeguarding requirements 
specified in 48 CFR 52.204-21.
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Steps to becoming CMMC ready
CMMC readiness begins with understanding the current state of the organizational 
vulnerabilities through extensive assessments that can pinpoint trouble spots. Once this has 
been completed, the company can prioritize which steps need to be taken in order to mitigate 
risk and comply with the audit. As we mentioned earlier, this can be done by partnering with an 
certified third-party expert for an unbiased, comprehensive risk assessment. 

How can I start preparing to achieve CMMC 
compliance?
Achieving compliance with CMMC is a fairly complex process that requires the organization 
to take multiple considerations like bias and experience into account. By turning to an internal 
auditing process, it can be easy to overlook key things that are done on an everyday basis that 
are not compliant with the CMMC framework. 

Instead, organizations should look for an unbiased, certified third-party opinion 
that can assess the overall cybersecurity maturity of the organization. In fact, 
having a certified third-party assessment is required of companies looking to 
obtain lucrative DOD contracts. 

Additionally, partners with experience working across DFARS regulations and 
the NIST 800-171 and NIST 800-172 framework can efficiently and effectively 
analyze security gaps that need to be addressed. These organizations have the 
tools that can measure the most important metrics needed for compliance. This 
will, in turn, reduce the time in getting up to speed with what is required to 
become compliant and obtain those coveted contracts before competitors. 

While it is possible to develop an internal audit review, the complexities inherent 
in doing so as well as the potential for bias can lead to wasted time as well as 
the risk of failing the audit. 
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Finding the right partner
Preparing for the CMMC with an audit from a third-party expert 
is a prudent method vendors can use to identify and assess 
current pain points and vulnerabilities prior to the test. 

OneNeck’s services team can help accomplish this goal by 
testing the organization’s current environment, identifying 
gaps in methodologies, poor documentation, or outdated 
technology. Once a vulnerability in any of these areas has been 
uncovered, OneNeck will help vendors implement the proper 
controls according to the CMMC tier level as defined within the 
contract.*

With a team of proven cybersecurity experts, OneNeck can 
help vendors develop a roadmap for scalable cybersecurity 
assessments that can evolve with the everchanging cybersecurity 
landscape.

* OneNeck is not accredited to run the official CMMC assessment and certify the vendor is CMMC compliant.
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Security gap analysis
Evaluating and analyzing the current state of 
your cybersecurity environment is only the start 
of your journey towards CMMC compliance. 
OneNeck can also recommend actionable 
steps that prioritize critical vulnerabilities while 
completely revamping the organization’s security 
posture.

Staying one step ahead
Discovering what vulnerabilities exist in your 
environment can put you many steps ahead of 
would-be attackers. This can be done through 
vulnerability assessments as well as expert-driven 
penetration testing that determines whether 
unauthorized access is possible. 

Once the assessment and/or test has been 
done, OneNeck can measure the severity of the 
vulnerabilities before recommending steps on how 
to address them.

04
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OneNeck has your back
By understanding and analyzing your current security 
environment, you can save the time, money, and stress 
required to deal with cyber vulnerabilities after they have 
already found their way into your network. 

By partnering with a securely-architected hybrid IT solution 
provider like OneNeck, you can focus on your business while 
remaining safe from the potential risks.  

Attempting to audit your environment for CMMC 
compliance without a third-party assessment can be a 
recipe for disaster. Contact us today for a free consultation 
to learn more about how OneNeck can provide a 
comprehensive CMMC readiness assessment, no matter 
where you are in your security journey. 

Keep Moving Forward. 
855.ONENECK 
oneneck.com

WE GOT YOUR BACK.
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