
Since 2009, there has been an increase in regulatory activity on cryptocurrencies. The fiat
financial sector conventionally reserves it as illicit and risky. The dawn of virtual currencies has
been met with mixed reception. Approximately 7% of consumers in the US now use or own
cryptocurrency. Some countries across Latin America, Asia, and Africa have even higher rates
of cryptocurrency holdings and now use it as a means of exchange, not solely for investments.

In January of 2020, Poloniex disclosed a data breach and forced a mass password reset for
users after credentials were leaked across social media. In July of that same year, a
77-year-old-woman lost more than $12,000 in a Bitcoin scam, Chicago Tribune reported. Later
in November, Akropolis suffered a flash loan attack, and $2 million in cryptocurrency was stolen.
The company later offered the hacker a 'bug bounty payment' in return for the stolen funds.

Know-Your-Customer (KYC) identity verification procedures have become essential to
Anti-Money Laundering (AML) and Combating Financing of Terrorism (CFT) to curb
crypto-associated crimes. KYC is a process that only identifies and verifies the customers of
financial institutions based on their profile.

As these financial crimes evolve along with crypto, the effort of regulatory bodies in monitoring,
addressing and enforcing restrictions follows closely. As related companies and financial
institutions modify their disposition towards these criminal practices, AML’s stance has likewise,
Internationally, the most prominent monitoring body is the Financial Action Task Force (FATF)
which is an inter-governmental policymaking body whose purpose is to establish international
standards, and to develop and promote policies, both at national and international levels, to
combat money laundering and the financing of terrorism.

Technology such as Blockchain can’t be blotted out of existence on the premise that it’s a harbor
for cyber-crime and other fraudulent practices. Regulations would have to be adapted to the
ever-changing nature of digital assets because as it stands it is already revolutionizing the way
we lead life.

FTX is regulated with the interests of its users at heart. Jurisdictions regulating trading, deposits,
withdrawals, and other functions have been put in place to this effect. This helps fight criminal
activity and also shores up investor confidence.


