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Growing threats to enterprises are coming from outside and inside the organization. 

While no company wants to have a rogue employee on their payroll, news reports 

detailing the leak of top-secret NSA documents have raised awareness of just how 

dangerous threats that originate from within an organization can be.

 

While the majority of companies are cognizant of the potential risks associated with 

insider threats, relatively few have systems in place to prevent them from happening. 

Research conducted by enterprise data security firm Vormetric in conjunction with 

industry analyst firm Ovum discovered that only nine percent of businesses feel safe 

from insider threats.1 Their concerns are not without merit. A recent poll of 300 IT 

decision-makers found that 83 percent of respondents experienced a data security 

incident in the past year. 58 percent of those believed an insider was at fault while seven 

percent placed the blame on former employees.
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EXECUTIVE OVERVIEW

Predictive Science has launched a new product called Predictive 
Shield that leverages the power of big data to identify internal security 
threats and warn of potential crises even before they occur. 
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The U.S. Chamber of Commerce estimates that 75 percent of all employees steal at 

least once, and that half of these steal repeatedly. The Chamber also reports that one 

third of all U.S. corporate bankruptcies are directly caused by employee theft and that 

20 percent of every dollar earned by a U.S. company is lost to employee theft 4.

Half of employees who left or lost their jobs in the last 12 months kept confidential corporate data, and 40 

percent plan to use it in their new jobs, according to a global survey from Symantec 3. 

STATISTICS FROM A CISCO WHITEPAPER 2 ON THE TOPIC BEARS FURTHER WITNESS TO THE 
PREVALENCE OF INSIDER THREATS:

20 percent of IT professionals said disgruntled employees were their biggest concern in the insider threat arena.

Employee reasons for keeping their corporate devices when leaving a job included needing the device for personal use (60 percent), 

getting back at their companies, and a belief that their previous employers would not find out.

11 percent of employees reported that they or fellow employees accessed unauthorized information and 

sold it for profit.



A domestic or foreign business competitor or foreign government intent on illegally acquiring a company’s proprietary information and trade secrets may wish to place 

a spy into a company in order to gain access to non-public information. Alternatively, they may try to recruit an existing employee to do the same thing.

COMPETITOR ESPIONAGE

A disgruntled employee may seek to gain financially through illicit actions that involve corporate resources. Employees with a spiteful agenda and a profit motive can 

use their insider status to engage in activities that cause even greater financial loss than external threats. Legitimate network access and stewardship of devices such 

as laptops and smartphones make it simple for disloyal employees to leak corporate data.

DISGRUNTLED EMPLOYEES

Incidents of employees taking proprietary information when they believe they will need to search for a new job based on a pending lay-off have increased.

EMPLOYEES SEARCHING FOR JOBS

INSIDER THREAT SOURCES

According to an FBI report 5, the primary reasons employees steal company data include, “financial need, revenge, dissatisfaction 

with a job or coworkers, allegiance to another company, thrill of potentially being caught, ego, desire to win approval, peer 

pressure, addictions and family problems.”

Even though employee rationales for stealing information seem many and varied, according to Cisco6, insider threats can 

generally be aggregated into one of three categories: 
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EXAMPLE THREATS

An employee at Holy Cross Hospital in Ft. Lauderdale, FL, 

accessed information from about 9,900 patients between 

November 2011 and August 2013. 8

A judge awarded DuPont nearly $1 billion in damages after a 

former employee was found to have shared confidential 

information with a competitor. 9

An insider linked to a breach at British telecom Vodafone was 

blamed for the loss of 2 million records. 7

An employee at Two Sigma Investments, LLC was charged by 

New York prosecutors with stealing computer data from the 

company. 11

An intern at a primary care clinic was caught using a cell 

phone to illegally photograph patient's social security 

numbers and other information. 12

Recently, Zynga and Kixeye, competing developers of online 

games, settled a lawsuit out of court in which Zynga claimed 

that former employees uploaded 760 Zynga files to a 

Dropbox account prior to leaving their employment and 

going to work for Kixeye. 10

THE LIST OF INCIDENTS IS SEEMINGLY ENDLESS AND NEW STORIES MAKE THE HEADLINES ALMOST DAILY.
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DATA CONSOLIDATION AND ACCESS RISKS
Following 9/11, Congress passed the Homeland Security Act of 2002, which 

created a single department charged with the prevention of terrorist attacks and 

protection against threats to the United States.14 The law required that data from 

each of the 22 agencies making up the newly formed Department of Homeland 

Security (DHS) be consolidated into a single enterprise-wide IT infrastructure that 

supported all of the Department's strategic goals and objectives. Government 

employees, contractors and other personnel were granted access to this data 

based on their security clearance and need to know. Even though the department's 

CIO was primarily responsible for supervising use and operation of DHS 

information, the burden of adhering to usage policies was placed on the back of 

individual users.15 Therein lies the problem. More access by more people equates to 

increased risk that insider threats will occur. Enterprises that follow similar practices 

would be well advised to understand that, lacking appropriate security measures, 

data consolidation combined with more ubiquitous access to information can 

foster an environment where malevolent activity can proliferate. 

According to the U.S. Department of Commerce, employee dishonesty costs 

American business in excess of $50 billion annually.13 However, it is difficult to set 

an exact monetary value on the loss of data used for malicious purposes. For 

example, what is the cost to a company to relinquish its competitive advantage 

due to the theft of critical data or leak of M&A plans before they were made 

public? The loss of customer credit card information is even worse, due to the 

fact that it carries both a regulatory fine and loss of consumer confidence. 

FINANCIAL IMPACT OF INSIDER THREATS

STEPS COMPANIES ARE TAKING TO MITIGATE INTERNAL THREATS
In an effort to alleviate such threats, enterprises spend billions arming themselves 

with a wide array of data security apparatus such as intrusion detection systems, 

video surveillance devices, employee access controls, computer firewalls, data leak 

prevention, and threat detection software. It is not enough just to be able to assess 

threats when they emerge, which is why a growing number of companies are 

looking to big data as a solution. Gartner predicts that, by 2016, 25 percent of large 

global companies will have adopted big data analytics for at least one security or 

fraud detection use case, and will achieve a positive return on investment within 

the first six months of implementation. 16



INTRODUCING PREDICTIVE SHIELD, 
A BIG DATA SECURITY PRODUCT

Predictive Science has launched a new product called Predictive Shield that leverages the power of big data to 

identify internal security threats and warn of potential crises even before they occur. 

By continuously monitoring the fire hose of information pouring from social media and the web at large, it 

provides sophisticated predictive models that can help stem the tide of insider threats, mitigate loss and protect 

your company’s brand integrity in the eyes of the consumer.
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HOW PREDICTIVE SHIELD WORKS

Funneling data from a growing list of more than 25 profile rich data 
sources, Predictive Shield provides security detection, risk assessment 
and predictive early threat warnings. 

Using sophisticated content classifiers, natural language processing, and neural 

networks, Predictive Shield’s real-time data processing engine listens to conversations 

taking place on social media, identifies potential risks, and reacts to threats to prevent 

a future crisis. Predictive applications developed with best of breed data tools, 

intelligently written proprietary algorithms and machine learning processes do the 

heavy lifting for you, resulting in fewer false positives, greater accuracy and faster 

results. Our team of data scientists, which represent some of the brightest minds in the 

IT field, is committed to driving internal threat detection initiatives forward for your 

organization. At every step, we ensure that your team benefits from the data expertise 

we bring to the table.
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PREDICTIVE MONITORING AND MITIGATION

Predictive Shield monitors a wide array of social media channels looking 

for profile-based threats, categorizing sentiments and watching out for 

your company’s interests.  

EVALUATE IMPACTS AND PREDICT OUTCOMES

Our Predictive Data Engine ingests, analyzes and develops actionable 

models of social conversations to provide event pre-cursors, show threat 

intensity levels, and recommend mitigation steps. 

ASSESS SENTIMENT 
AND IDENTIFY THREATS 

Predictive Shield collects huge volumes of information analyzing keywords 

and phrase usage, as well as context surrounding relevant content on social 

networks, blogs, and forums. It tracks sentiment and topics at the discussion 

and individual level in order to assess prevailing moods, as well as to uncover 

specific conversations of interest. With the data assembled, our algorithms 

identify potential threats that require attention. Our technology efficiently 

assesses a plethora of social chatter, continually categorizing individual bits 

of information into trends, ranking them in order of importance to your 

company and prioritizing them according to the threat level.

RICH VISUAL SECURITY DASHBOARDS, 
REPORTS AND APIS

Your company has access to rich visual dashboards that provide security 

teams with full monitoring capability allowing them to view results 

prioritized by threat levels, identify and create detailed profiles of individuals 

posing a threat, and monitor conversations in real-time. 

Predictive Science provides executives, managers and practitioners with 

best of breed tools to quickly view, share and export analytics across the 

enterprise. Built on next gen innovation, our supported API’s allow simple 

integration and data share capabilities.

Predictive Science provides executives, managers and practitioners with best of breed tools to quickly view, share and export ana-

lytics across the enterprise. Built on next gen innovation, our supported API’s allow simple integration and data share capabilities.



Considering a career change as evidenced by online profile 

changes.

Intending to sell information to a competitor, a new employer or 

foreign country.  

Disgruntled and have expressed ill will against the company 

through postings on job boards, 

social channels.

Making profile changes or who have increased the level of chatter 

about business on LinkedIn and other social networks.  

Emotionally unstable and, therefore, pose a threat including 

physical and/or non-violent behavior
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PREDICTIVE SHIELD USE CASES

Predictive Shield can track all of your company’s employees, those who will be included in a round of lay-offs, those within a particular division or 

department, new employees, or whatever criteria you provide. 

"We fully understand the challenges enterprises face when it comes to managing risks associated with insider threats and have dedicated the best and brightest to 

solve these problems. Companies that use a data-driven approach, which takes into account the vast amount of information available through social media, stand to 

gain the upper hand in their fight against such criminal activity.”

- PREDICTIVE SCIENCE CEO AND CO-FOUNDER STEVE TEDJAMULIA

WITH OUR INNOVATIVE MULTI-CHANNEL SOCIAL LISTENING ALGORITHMS, PREDICTIVE SHIELD CAN UNCOVER RISKS 
TO YOUR ORGANIZATION BY IDENTIFYING PEOPLE WHO ARE:



GET PREDICTIVE SHIELD NOW

The power of Predictive Shield lies in its ability to harness big data analytics and multi-channel networks of 

organizational data, as well as massive amounts of social conversation, listening and monitoring, and deliver 

powerful predictive threat assessment and early warning capability. Security teams can use their existing 

monitoring tools, and add a layer of real-time social network intelligence to get a 360-degree view of potential 

threats to enterprises. 

Predictive Shield provides more than threat detection and assessment. It can be the deterrent that averts crises 

before they occur. Contact us to learn more about how Predictive Shield can protect your company, its 

executives, employees and critical data.

1-888-836-4188 predictivescience.com

PREDICTIVE SCIENCE
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