
This is not what we expected from the future. 
 
50 years ago, the future was pictured as enormous cities crowded with skyscrapers and flying 
cars, robots helping humans in their everyday chores and holidays on Mars. Fast forward to 
2018, and we are routinely spammed with ads, fake news, data harvesting apps and other 
truth-bending and trust-disrupting tools. It feels more like bad science fiction on a dystopian 
reality.  
 
Sure, we have made huge progress with the Internet, artificial intelligence and technology as a 
whole. But in recent years, it seems like what initially started as a goodwill project - to connect 
people, democratise information and make life easier - is degenerating into manipulating reality 
for political and economical gain. Deepfakes are just the latest development in this technology 
of deception.  
 
What are Deepfakes?  
 
They are video, generally of pornographic nature, generated by seamlessly attaching public 
figures’ faces to actors’ bodies. Well, they must obviously look fake, you might be thinking. The 
answer is yes, they did until about a year ago, when the technology behind these videos started 
to exponentially grow, when a user published the results of his experiments online.  
 
The level of realism of these videos has since then extraordinarily improved, thanks to a 
software now available online and free for everyone to use. The computer downloads thousands 
of images and hours of footage of the chosen person, available online. The algorithms then 
study and “learn” their faces to the last detail, in order to be able to mimic their facial features 
and expressions, creating unbelievably accurate fakes. All of this can be done from your home 
PC.  
 
From pornographic scam to threat to democracy 
 
The technology behind Deepfakes was actually invented to enhance the quality of dubbing for 
the entertainment industry. But as usual, great inventions in bad hands can cause great 
damage. From Hollywood through pornographic scams, deep fakes have now landed on the 
political scene.  
 
A number of videos have surfaced using politicians as test subjects. Buzzfeed experimented 
swapping actor Jordan Peele’s face with Barack Obama’s in an impressively realistic video, 
where the former US President calls Donald Trump “dipshit”. Now, you will be forgiven if, at first 
sight, you mistake these videos for being real: the technology is still raw, but it is advancing 
rapidly and it is already remarkably accurate. 
 
The Belgian political party behind the “experiment” that saw Trump insulting Belgium about their 
climate change policies - although he did not really say that - surely did not suspect so many 

https://www.youtube.com/watch?v=cQ54GDm1eL0
https://www.facebook.com/Vlaamse.socialisten/videos/10155618434657151/


would believe the joke, as the Guardian reports. The creators of the video - an act of 
propaganda to raise awareness about climate change - were convinced that it was blatantly 
fake. But they were plainly wrong, as the social media team was inundated with reports from 
confused citizens.  
 
This proves how easy it is to fall into the trap, and as the technology advances, we are all the 
more susceptible to this kind of deception, which seriously threatens to confuse and divide the 
public, even more than fake news did, consequently harming democracy. For Jeremy Khan, 
Bloomberg Tech Reporter, deepfakes are “like fake news on steroids”, while according to 
Professor of Law, Danielle Citron, deepfakes are amplifying the phenomenon known as the 
liar’s dividend: “When nothing is true then the dishonest person will thrive by saying what’s true 
is fake.” 
 
A guide to recognising deepfakes 
 
You don’t need to be a programmer to spot deepfakes. Similarly to fake news, some research 
and common sense are enough to spot the fake - even for those of us that are less accustomed 
to high tech. We know it can be hard enough to navigate the maze of information present online, 
especially having to question and analyse everything. So we have compiled a list of tips to help 
you spot deepfakes. 
 

1) Seeing isn’t believing  
 

First rule: do not believe everything you see online. This works with anything, from the Abraham 
Lincoln quote your sister-in-law shared on Facebook, to that video of PM Theresa May dancing 
- oh wait that was true. Anyway, whenever you see online material that might or might not be 
fake, stop and think. Do not share it or jump to conclusions about it, as this is most probably 
going to cause further damage. It’s the power of the mass: the more people believe something, 
the harder it is to prove that it is not legitimate. So do not feed this mechanism, do your research 
first, and if you cannot find evidence against it, go ahead and share it.  
 

2) Check the source 
 

This is a critical step. Most times it is enough to check the source to decide the truthfulness of 
the information. Is the source a reputable publication or news outlet, like a national broadsheet 
or TV channel? Or is it a blog with an obscure name like “truefacts.net”? If you are not sure 
about the respectability of the source, make a quick search online and you will be able to verify 
judging by what others say about it or if the website in question has a history of publishing 
fakes.  
 

3) Is it elsewhere on the Internet? 
 

https://www.theguardian.com/technology/2018/nov/12/deep-fakes-fake-news-truth?CMP=fb_gu&fbclid=IwAR1dP24UhU9YS2KftWJbZmo8GUgjwaqZtGqeQupCfrqWWjdEyHExxCsZx8A
https://www.bloomberg.com/news/videos/2018-09-26/it-s-getting-harder-to-spot-a-deep-fake-video-video
https://www.theguardian.com/technology/2018/nov/12/deep-fakes-fake-news-truth
https://www.theguardian.com/commentisfree/2018/jul/22/deep-fake-news-donald-trump-vladimir-putin


If the video you came across is only present in aforementioned obscure blogs, then it probably 
is a fake. It is worth checking major news sites as well to see if the video has been reported on 
as a deepfake. Checking YouTube could be a good idea as well: comments can be a good tool 
to have an idea of what others think about it. If you are still not entirely sure, do not hesitate to 
get in touch with publications or the readers’ editor, they might be able to help you confirm the 
veracity of the footage.  
 

4) Compare to verified material  
 
If everything else failed to reassure you of the truthfulness of the video, you can start doing your 
own comparison. Especially if you’re dealing with a video of a politician, it is fairly easy to find 
more online footage. Compare your presumed fake against real footage of the subject: look for 
movements of the face and listen to their voice. If something doesn’t look or sound right, then 
it’s probably a fake.  
 

5) Check the mouth  
 
As a last resource, check the mouth. At this stage in the technology, the movements of the 
mouth are usually a good indicator of fakeness. If the lips and teeth are not perfectly aligned, it’s 
a sign of alteration. Also observe the mouth movements compared to the rest of the face. If the 
mouth appears slightly “disconnected” from the rest of the face as the subject speaks, then the 
video is undoubtedly fake.  
 

Join our FamTech community and share ideas on 
how to protect your family and yourself from online 
fakes! 
 

Worried about fake news and deep fakes and want to learn 
more about strategies to protect your family and yourself from 
these online phenomena? If you want to chat about all things 
family and technology with a whole group of like-minded 
parents, head over to our closed FamTech community and join 
us as we: 
 

● Discuss the journey of parenting in a digital age 
● Share the latest on all things family and technology 

https://famtech.mn.co/share/o9CeGgqZPwqmsIk6?utm_source=manual


 
We can’t wait to hear your thoughts! 
 
 
 
 
 
 
 
 
 
 
 

 
 


