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AIOps Brings Calm 
to Overwhelmed 
IT Ops Teams



If you think 
you’re hearing 

the term artificial 
intelligence (AI) 

everywhere, 
it’s not your 

imagination. 

Although some companies touting AI capabilities might be 
exaggerating their own prowess, AI’s ability to transform business, 
as well as the way most people live, is real and accelerating.  

According to Accenture’s “ExplAIned: A Guide for Executives,” AI is 
a “big deal” on par with such life-changing innovations as electricity 
and the internal combustion engine. Accenture contends that there is 
no commonly held definition for AI because it’s actually a collection of 
technologies “that can be brought together to enable machines to act 
with what appears to be human-like levels of intelligence.”

AI has been in use for decades, and reports that AI is about to change 
the world have appeared before. The difference today comes from 
recent developments in supporting technologies — including cloud, 
increases in computing power, open-source software development, 
advancements in machine learning (ML) and deep learning algorithms, 
and an explosion of data that can be used to train AI. 

The hype around AI is not overblown, asserts Andrew McAfee, 
principal research scientist at the Massachusetts Institute of 
Technology (MIT), in an interview with McKinsey Publishing. Rather, 
many organizations could be undervaluing its potential impact. “Even 
though they see a lot of disruption coming, I still think that many really 
smart, well-managed companies are underestimating the scale, 
scope and speed of disruption this time around,” he says.
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https://www.accenture.com/us-en/insights/artificial-intelligence/artificial-intelligence-explained-executives
https://www.mckinsey.com/business-functions/mckinsey-analytics/our-insights/competing-in-the-ai-economy-an-interview-with-mits-andrew-mcafee


t
IT Ops on the 
Firing Line

t he rapid development of AI technologies is both propelling 
and propelled by the larger trend of businesses evolving 
into digital organizations, which is widely seen as essential 

for the growth and future survival of any enterprise. 

According to Jeanne Ross, principal research scientist for MIT’s 
Center for Information Systems Research, digital transformation is 
being enabled by “a host of powerful, accessible and potentially 
game-changing technologies like social, mobile, cloud, analytics, 
internet of things, cognitive computing and biometrics.”

These new technologies multiply the complexity and volume of the 
work that must be handled by IT operations.

To help IT Ops organizations manage this barrage, solution providers 
are building new IT Ops platforms powered by AI and machine 
learning (ML), called AIOps. AIOps, like IT Ops, is a diverse discipline, 
so there are AIOps tools available today for incident and problem 
management, IT operations analytics, infrastructure management and 
capacity management, among other functions.
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https://sloanreview.mit.edu/article/dont-confuse-digital-with-digitization/


“AIOps platforms combine big data and 
machine learning functionality to support 
all primary IT operations functions through 
the scalable ingestion and analysis of 
the ever-increasing volume, variety and 
velocity of data generated by IT.”

- Gartner Research

“AIOps platforms combine big data and machine learning functionality 
to support all primary IT operations functions through the scalable 
ingestion and analysis of the ever-increasing volume, variety and 
velocity of data generated by IT,” explains the “Market Guide for 
AIOps Platforms” by Gartner Research. 

Meanwhile, IT Ops and Network Operation Center (NOC) technicians 
and engineers are under pressure in many enterprises to do more with 
less. A 451 Research survey of IT infrastructure teams found that 64% 
had seen an increase in their workloads in the prior 12 months. 

“IT Ops is in a world of pain because of overwhelming IT data,” 
observes Assaf Resnick, CEO of BigPanda, an Autonomous 
Operations platform. “BigPanda’s AIOps platform is laser-focused on 

the correlation and automation layer in the ITOps stack,” he adds. “It 
helps overwhelmed ITOps teams autonomously detect IT incidents 
and helps them investigate these incidents by autonomously surfacing 
the probable root cause of those incidents.” 

“ITOps teams, particularly those managing complex environments, 
find themselves struggling to do root cause analysis in the midst of 
seemingly endless alert storms,” says Nancy Gohring, senior analyst, 
application and infrastructure performance for 451 Research. “To 
solve this problem, they’re looking for tools that can identify related 
issues and help pinpoint the cause. Tools that make use of machine 
learning or artificial intelligence technologies may be best suited to 
delivering these capabilities.”
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https://www.gartner.com/en/documents/3892967
https://www.gartner.com/en/documents/3892967
https://451research.com/
https://www.bigpanda.io/


aAIOps Begins to Take Hold
a lthough AIOps tools were used by fewer than 10% of 

enterprises in 2018, there will be a significant shift by 
2020, when approximately 50% “will actively use AIOps 

technologies together with application performance monitoring (APM) 
to provide insight into both business execution and IT operations,” 
writes Charley Rich, senior director analyst for Gartner.

One of the most difficult challenges for IT Ops is managing systems 
across multiple environments, as 451 Research found. More than 
seven in 10 survey respondents expect to be supporting hybrid 
environments into the future, “with 62% planning to support an 
integrated on-premises and off-premises IT environment, and an 
additional 9% expecting to run workloads in both environments 
without integrating them,” according to Gohring’s report.

“Environments are getting more and more complex and dynamic,” 
explains Stefan Apitz, an independent technical advisor currently 

working with BigPanda who brings experience from prior leadership 
positions at Oracle, Box and LinkedIn, among others. “With the 
adoption of cloud, containerization, serverless platforms, etc., the 
notion of humans being able to handle observability across these 
systems is false. Automation in combination with advanced learning 
capabilities is essential.”

Because AIOps tools are able to ingest event data from multiple 
sources and multiple vendors across the entire enterprise, they can 
filter through alerts to determine when multiple signals indicate a 
single problem and identify the probable root cause with speed and 
accuracy human beings could never match. For example, BigPanda’s 
Open Integration Hub offers ready-to-use connectors and APIs that 
ingest events from any source, correlate them with data from third-
party tools and then share the correlated incidents with appropriate 
responders inside the organization’s collaboration, ticketing and 
notification systems. 
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https://www.gartner.com/en/documents/3878965
https://www.linkedin.com/in/stefanapitz/


m
Key Benefits 
of AIOps

m anual or rules-based automation solutions can’t scale 
to manage the complexity, diversity and volume of data 
involved in managing IT Ops in the modern technology 

environment. In contrast, ML becomes “smarter” as it consumes and 
processes more data.

As Ray Kurzweil, best-selling author, inventor, futurist and AI guru, puts it: 
“There's a motto in the field that says life begins at a billion examples.”

While advancements in pre-AI technologies proceeded in a linear 
fashion, AI is a breakthrough technology that provides exponential 
improvements, providing better performance over time as it “learns” 
from its successes and mistakes. Here are four important ways AI and 
ML can make an impact in IT Ops:
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https://www.ted.com/talks/the_ted_interview_ray_kurzweil_on_what_the_future_holds_next/transcript?language=en


ML helps humans detect 
problems as they start 
to develop, before they 
snowball into crippling 
outages and disruptions. 

• Noise reduction: Alerts produced by disparate and 
disconnected systems are coming at NOC teams like water from 
a firehose, making the noise IT Ops must deal with increasingly 
unmanageable. AIOps quickly and automatically correlates related 
alerts into the same incident, dramatically reducing alert noise.

• Detecting outages, disruptions and problems: By collecting 
and mapping alerts to service-topology in real time, ML will pick 
up on insights and patterns that would be hard or impossible 
for humans to identify. This means that ML helps humans detect 
problems as they start to develop, before they snowball into 
crippling outages and disruptions. 

• Surfacing probable root cause: Finding the root cause of a 
problem makes it easier for human teams to investigate and 
resolve it. “When you can’t isolate root causes quickly, the MTTR 
(Mean- Time-To-Repair/Resolution) clock runs out,” says Resnick. 
“That makes customers unhappy, your internal business units 
unhappy and your leaders unhappy.”

• Reducing tickets: By reducing noise, intelligently correlating 
many different alerts into a single IT incident and adding 
appropriate business context, ML helps the service desk deal 
with fewer tickets and resolve the remaining tickets much faster 
than before. 
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d
Minimizing Risk While 
Deploying AIOps

d
eploying any new technology within an enterprise is 
inherently risky, and from that perspective AI and ML are 
no different.

What is different, however, is the exponential advancement of AI 
technologies, meaning that the value of AI/ML multiplies over time. 
In the past, waiting to be a “fast follower” might have worked for the 
majority of enterprises because “first movers” absorbed the brunt of 
the failures in the early stages. By resisting or delaying AI adoption 
today, enterprises allow competitors that deploy AI to get so far ahead 
that catching up becomes impossible. 

In addition, Apitz points out, the combination of technologies IT Ops 
will be required to support “will only get more complex” over time.

AI and ML are not really new, so enterprises aren’t experimenting with 
an unproven technology. In business functions where AI has been 
deployed, 41% of respondents to a global survey by McKinsey said 
they had gained significant value, and 37% had seen moderate value.

8

https://www.mckinsey.com/featured-insights/artificial-intelligence/ai-adoption-advances-but-foundational-barriers-remain


By resisting or delaying AI 
adoption today, enterprises 
allow competitors that 
deploy AI to get so far 
ahead that catching up 
becomes impossible.

When it comes to IT Ops, a wait-and-see position on AIOps can 
neutralize the investments an enterprise is making in the cloud and other 
modern technologies. If new technologies can’t be kept up and running, 
the business units that rely on IT won’t be able to reap their full value.

Enterprises can manage risk and allow IT Ops teams to adjust to new 
workflows by implementing AIOps in a phased approach.

“Transformation initiatives benefit from starting small, capturing 
knowledge and iterating from there,” according to “How to Get Started 
With AIOps,” a Gartner blog post. “Take the same approach to 
incorporating AIOps for success.”

The 451 Research report outlines four steps the firm has seen 
organizations take as they implement AIOps:

• “By examining existing processes, teams can discover the most 
repetitive actions they work on and those that take the most time.”

• “Begin by automating these activities, often starting with those 
that are related to non-business-critical workloads to build 
confidence in embracing automation techniques.”

• “Once they succeed with initial automation applications, begin 
to expand to additional and increasingly complex uses, with the 
goal of automating most predictable tasks.”

• “Eventually [move] toward more autonomous IT operations.”

“As you adopt AIOps, just be sure to start in the area where the pain is 
the most severe. For most organizations, this is in the correlation and 
automation layer — the layer that sits between the monitoring tools 
layer and the ticketing and collaboration layer,” Resnick advises. “This 
solution makes sense of the incoming flood of alerts, cleans it up and 
provides humans with context-rich actionable insights that can quickly 
improve KPIs (Key Performance Indicators).” 

Even though crawl-walk-run pacing is the recommended method for 
implementing AIOps, that doesn’t mean that the time-to-value is slow, 
however. In fact, pragmatic AIOps solutions can be up and running 
within an organization within eight to ten weeks, and they will begin 
moving KPIs in the right direction soon after. 
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https://www.gartner.com/smarterwithgartner/how-to-get-started-with-aiops/
https://www.gartner.com/smarterwithgartner/how-to-get-started-with-aiops/


a
For BigPanda, a core component of its 
autonomous operations platform is its 
unique implementation of ML called 
Open Box Machine Learning.

Perils of the Black Box

a s vendors offering AI solutions move into IT operations, 
decision makers face the challenge of choosing the best 
partner, a decision that also comes with risks.

One characteristic of many AI solutions being offered today — the 
“black box” — is a serious risk, and it’s hampering AIOps adoption 
in many enterprises. “Many of today’s AI applications created to-date 
are black boxes in terms of their decision-making, meaning they’re 
unable to explain their reasoning,” according to an Accenture Labs 
report titled “Understanding Machines: Explainable AI.” 

The report notes that “an inability to explain the rationale behind 
decisions is acceptable when the impacts of AI decisions are relatively 

trivial, such as a recommendation on Spotify. However, in many other 
applications — especially business situations where an explanation 
of the underlying reasoning is critical for decision makers — machine 
learning’s lack of explainability is a huge barrier to the adoption of AI.”

For BigPanda, a core component of its autonomous operations 
platform is its unique implementation of ML called Open Box Machine 
Learning. “Open Box means that IT operations users are able to 
visualize and understand the machine learning logic that drives its 
intelligent automation processes,” says Elik Eizenberg, BigPanda’s 
cofounder and chief technology officer. “In addition, users can control 
and customize its automation logic by adding the situational, historical 
and business knowledge that is unique to their organization.”
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https://www.accenture.com/_acnmedia/PDF-85/Accenture-Understanding-Machines-Explainable-AI.pdf


eConclusion
e nterprises across industries and nations understand that 

becoming a digital organization is imperative, and most 
organizations are at some point on the path of adopting 

cloud, AI and ML, mobile tools and applications, and other modern 
technologies. 

Tasked with monitoring, maintaining and integrating new technology that 
is cropping up throughout the enterprise — while continuing to support 
critical home-grown and legacy systems — leaders and personnel in 
IT Ops are struggling to keep their heads above water. In many cases, 
they must handle the increasing workload without additional help or 
while dealing with headcount reductions. The volume of data, alerts and 
breakdowns is reaching the point where humans can’t handle the load, 
regardless of how many people are put against the task. 

AIOps promises to reduce alert noise; detect outages, disruptions 
and problems; identify the root causes of incidents and problems, and 
reduce service desk ticket volumes.

While AI technologies are proving their value in numerous 
applications, easing any remaining concerns about their reliability 
and staying power, there are always risks involved in deploying new 
technologies. It’s especially important for IT and IT Ops leaders 
to select the right AIOps vendor partner to enable them to drive 
innovation, mitigate the risks of adopting AI and ML, and see the 
results that AIOps promises in weeks — not months or years.
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learn more

Trusted by some of the most demanding 
organizations in the world, including Intel, 
United Airlines and Turner Broadcasting, 
BigPanda AIOps is the fastest, most effective 
and least-disruptive way to adopt AIOps. 

Powered by Open Box Machine Learning, BigPanda correlates IT noise into 
insights, automates incident management and unifies fragmented IT operations. 
Overwhelmed and understaffed IT Ops and NOC teams use BigPanda to detect, 
investigate and resolve IT incidents faster and more easily than ever before.  

Learn more here and request a BigPanda demo that’s customized for your environment.  

https://www.bigpanda.io/?utm_medium=in_doc&utm_source=ciodive
https://www.bigpanda.io/?utm_medium=in_doc&utm_source=ciodive
http://start.bigpanda.io/WF-Demo-Request_Demov2.html?utm_medium=in_doc&utm_source=ciodive
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