
Rebilly.com

Shut Down by Your
Payment Gateway?
Here’s How to Stop
Losing Money
...and how to prevent it from happening again



It’s one of the emails you hope to never receive. During your morning 
email check, you see that you’ve got an email from your payment 
gateway. Your account is suspended. You can’t process any payments 
through it right now. And if that’s the only payment gateway you’re using, 
that means you aren’t making any money.

Obviously, you need to fix this, ASAP. First, let’s cover what to do if you’ve 
been suspended by your payment gateway and can’t accept payments 
right now:

In this guide, we'll go over each of these in depth, starting with...
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Set up another payment gateway
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Get your data
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Set up another payment gateway

Your primary goal right now is to minimize your downtime and get back 
up and running. With that in mind, you need to set up another payment 
gateway and integrate it with your subscription billing tool.
When you’re looking at a payment gateway, be sure to take the following 
into account:

The payment methods and currencies you 
want to accept. The goal here is to cover as 
many payment options and currencies as 
possible, without overwhelming your 
customers with too many options. 
Depending on your niche, you might need 
less common payment options — bitcoin, for 
example — to match your customers’ 
preferences.

The rates the payment gateway charges. Is 
it a flat fee per month, per transaction, a 
percentage fee, or a combination of the 
above?

Contracts & payment terms. Do you have to 
commit to a minimum number of months or 
transactions per month?

Ability to export customer data. Can you 
export it yourself? Do you have to contact a 
company representative and have them 
send it to you?

Customer support. What are their hours? 
How fast do they respond? What channels 
are available — can you call in case of an 
emergency, or are there only chat/email 
functions?

Whether or not they offer an Account 
Updater feature. This is a feature that 
attempts to automatically update expired 
card details, which can help with reducing 
involuntary churn. (If you’re looking for 
another way to reduce involuntary churn, 
check out our smart retries and renewals 
features.)

Deposit turnaround time. How long does it 
take for payments to hit your bank account 
and how often are they deposited?

Customer data. Do you have access to your 
transaction and customer data? Make sure 
that you’re working with a payment gateway 
that won’t hold it hostage (and that you’re 
using a billing software that securely vaults 
your payment card data, so that you have it 
when you need it).
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Set up another payment gateway
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Obviously, right now, you might not have the time to do a full 
cost-benefit analysis for every payment gateway. Just make sure to 
check the basics so that you aren’t unpleasantly surprised in a 
month or two.

Set up another payment gateway

At Rebilly, we strongly recommend having more than one payment 
gateway at all times. That way, you won't be left without the ability 
to process transactions if one payment gateway fails. (Just one 
reason we support 60 payment gateways and counting!) Once you 
get the immediate emergency here fixed, you should pick a second 
payment gateway and set that one up as well. Now, in the future, if 
something like this happens again, you can completely avoid 
downtime.

https://www.rebilly.com/gateways/


Appeal your suspension

Once you’ve got a payment gateway up and running and are accepting 
payments again, you can investigate why you were shut down. In most 
cases, you can contact customer support via email or phone, or they 
might even have a specific set of steps you can follow to lift limitations 
(like PayPal does). You’ll still want to set up another gateway in the 
meantime, in case of permanent suspension or slow resolution.

Get your data

Even if you can’t process your sales right now, you should be able to log 
in and export your data as a CSV. 

Why download your customer data? You might already have access to 
it all via your subscription billing tool, but you want to make absolutely 
sure that you don’t lose valuable information like customer name, 
location, and email, how long they’ve been a customer, total CLV, etc. 
Having easy access to that data makes it easy to, among other things, 
optimize your marketing — it’s one reason we work hard to have robust 
reporting features.
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Sometimes, especially if it happens without little or no notice, the reason 
that an account gets suspended isn’t clear. Most of the time, it’s because 
fraudulent activity or suspected fraudulent activity was detected — 
oftentimes, an account will be suspended for appearing “high risk.” 

Another factor is the industry that you’re in. The major payment 
gateways often have lists of verticals they don’t support, and if they 
realize your business is in one of those verticals, you’ll be automatically 
shut down. Typically, the lists include businesses in the following areas: 

Make sure you aren’t shut down again

IP infringement: Intellectual property or property rights infringement, 
and counterfeit or unauthorized goods. 

Regulated or illegal products or services: Gambling, adult content 
and services, and any other products or services that are normally 
regulated.businesses that have a higher than average amount of 
chargebacks or customer disputes. 

Products or services that are otherwise restricted by financial 
partners: Drug paraphernalia, multi-level marketing, 
pseudo-pharmaceuticals, substances designed to mimic illegal drugs, 
and video game or virtual world credits. (In many cases, this includes 
hemp derivatives and CBD oil, even though the 2018 Farm Bill has 
been signed into law and legalized on a federal level in the United 
States.)

High risk businesses: Often a catch-all term which applies less to a 
specific industry, and more to businesses that have a higher than 
average amount of chargebacks or customer disputes. 
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Double-check to make sure that the payment gateways you’re using 
don’t have restrictions around verticals or industries that your business 
operates in. 

Outside of industry or product-specific bans, two of the biggest factors in 
account suspension (or an account being judged “high risk”) are 
customer disputes and refund requests, also referred to as 
“chargebacks.” 

The good news is, that’s something you can work to improve. There will 
always be some percentage of customers that are unhappy and want 
their money back, but you can take specific steps to reduce your 
chargebacks.
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Here’s a checklist to get started:
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The best, most proven way to reduce friendly fraud is to deliver so much 
value to your customer that they have no remorse. No customer remorse = 
no chargeback.

Check the TC-40 reports. When Visa, Mastercard, American Express, 
Discover, and other major credit card brands (aka “card schemes”) detect 
fraud, they report it in TC-40 reports. Often, these are large fraud rings that 
haven’t turned into chargebacks, but are expected to. Get ahead of it, before it 
costs you.

Take action on transaction response codes. A “stolen card” response code 
can mean either that your customer’s card was stolen, or that they were the 
thief. Don’t wait for a chargeback to find out which one. Reach out to 
customers about uncertain transactions before you fulfill them, to prevent 
unnecessary fees and penalties. 

Answer the phone quickly, every time. Resolve every issue — even if it means 
a refund — before it becomes a chargeback. Use good inbound call center 
software, monitor your service levels and resolutions, and be vigilant about 
setting high customer service expectations. 

Audit your customer experience. Follow your customer’s journey — from 
encountering your advertising or affiliate campaigns, through the shopping 
and buying process. Identify where you may have gaps that may underwhelm, 
confuse, or mislead the customer, so that you can close them. 

Audit your cancellation and downgrade processes, too. How easily can 
customers cancel your service? If you make it hard to cancel, they’ll 
chargeback every time — and not just a single transaction, but often months 
of recurring subscription fees. Keep as much as you can by making it easy for 
them to choose a reduced-cost offering, or cancel altogether.

https://en.wikipedia.org/wiki/Card_scheme


Try Rebilly Free

Getting suspended by your payment gateway can be a nerve-wracking 
experience, but these tips will help you get back on track to smooth 

subscription sailing. Best of all, they’ll lessen the chance of future shutdowns 
and keep your payments running, just in case it happens again. 

If you’re looking for a subscription billing solution to manage multiple payment 
gateways, reduce chargebacks, and automate responses based on transaction 

response codes, make sure to check out Rebilly: 
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