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Filling the 
CYBERSECURITY
Ranks

C
ybersecurity professionals are 
in short supply.

Even in cyber-rich San 
Diego — where the U.S. 
Navy has its information 

technology command — there are 
challenges to fill-
ing jobs, local ex-
ecutives said.

The region has 
about 7,500 cy-
bersecurity jobs, 
and half are with 
the Navy com-
mand called SP-
AWAR, said Ken 
Slaght, co-chair 
and president of the Cyber Center 
of Excellence, a San Diego industry 
group.

San Diego tends to play “second 
fiddle” to regions such as the Bay Area 
and greater Washington, D.C., the 
home of the National Security Agen-
cy, Slaght said.

“We do find that many candidates 
don’t have the cybersecurity back-
ground that we prefer, but it doesn’t 
mean some skills can’t be learned,” 
said Anna Keeve, a spokeswoman for 
ESET. The international company, 
which offers IT security software and 
services, has its North American head-
quarters downtown.

High Learning Curve

Cybersecurity is a highly techni-
cal industry with high learning curve, 
Keeve said, adding that the topic of 
a cybersecurity “skills gap” always 
makes its way into conversations 
during industry conferences. 

There are 4,200 cybersecurity jobs 
available in San Diego County and 
31,700 available in California as a 
whole, according to the Cyberseek.org 
website. The Washington, D.C., metro 
area beats out all of California, with 
41,700 jobs available. The Cyberseek 
site, which features maps showing the 
greatest need for cybersecurity profes-
sionals, is a combined project of the 
U.S. government and the private sec-
tor.

Frost & Sullivan reported in June 
that globally, there will be shortage of 
1.8 million cyber workers by 2020. 

A worker with a CISSP certificate 
(that’s certified information systems 
security professional) coupled with 
some real-world experience has some 
real value in the market, said Jason 
Galetti, president of Sentek Global, 
whose primary client is the military.

A mid-level CISSP certificate-hold-
er can command $90,000 a year or up, 
the Sentek representative said. Cyber-
security is very certificate driven, said 
Sarah Burns, director of research and 
evaluation at the San Diego Workforce 
Partnership.

Sentek has about 100 employees in 
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Universities 
Step Up With 
Cybersecurity 
Training
Schools Offer Variety of 
Programs to Help Fill Need 
for Talent in an Important, 
Growing Sector
n By EMMET PIERCE

San Diego County universities have 
launched cybersecurity degree programs to 
meet the growing demand for experts who 
can prevent online attacks and information 
theft.

“There is virtually no business that 
doesn’t require cybersecurity and someone 
to take care of it,” said Gordon Romney, di-
rector of the University of San Diego’s Cen-
ter for Cyber Security 
Engineering and Tech-
nology. “The job post-
ings continue to grow. 
It’s difficult to meet the 
need. Anyone getting 
into this field will have 
job security for at least 
the next 20 years.”

A Strong Sector
Cyber security is one of the San Diego 

region’s strongest economic sectors, “but 
we are behind the power curve on talent,” 
said Ken Slaght, a retired rear admiral who 
serves as co-chair and president of the non-
profit San Diego Cyber Center of Excellence 
(CCOE). 

According to a 2016 study conducted for 
the center, cybersecurity has a $1.9 billion 
impact on the San Diego region’s economy. 
The study found that the region had 7,620 
direct cybersecurity jobs, an increase of 
nearly 15 percent from 2014. 

Universities as Resources
Unfortunately, there aren’t enough cy-

bersecurity experts in the field to keep up 
with the demand for combating online 
crimes. To reverse this trend, the center is 
tapping into the region’s education system. 

“All the universities are aware this is a 
growing market,” Slaght said. “They are 
stepping up to the plate.”

An increase in the cybersecurity work-
force can’t come soon enough. “The num-
ber of attacks that occur daily that origi-
nate from rogue nations is phenomenal, 
said Romney. “It is affecting Americans 
in all walks of life. It is only going to get 
worse. We’re trying to improve our control 
over it, but it’s tough.”

 
A Center for  
Cybersecurity Training

San Diego has become a center for cy-
bersecurity training because of the strong 
presence of the military and defense con-
tractors, Romney said. Many of USD’s 
cybersecurity students work at such firms 
as Cubic Corp., Qualcomm Inc., Northrop 
Grumman, Science Applications Interna-
tional Corp. (SAIC), and the Space and Na-
val Warfare Systems Command (SPAWAR), 
he noted. Others are military personnel or 

Continued on next page

Gordon Romney

San Diego (including 80 at SPAWAR’s 
Old Town campus), and about 180 in 
total. Obviously seeing potential in the 
federal market, Sentek opened an of-
fice this year in Tysons Corner, Virgin-
ia, near Washington, D.C.

SPAWAR is short for Space and Na-
val Warfare Systems Command.

With a very low unemployment rate 
in San Diego, and even less unemploy-
ment among cyber professionals, em-
ployers can have a hard time staffing 
jobs in Southern California, accord-
ing to Galetti and Scott Handley, who 
handles recruiting for Sentek.

Texas Vs. California
California can be a tough place to 

hire, said Galetti, with its cost of liv-
ing, state income tax and real estate 
prices. He said that potential employ-
ees getting out of the Navy, and per-
haps starting a family at the same time, 
are likely to take offers in lower-cost 
areas, such as Texas.

Cybersecurity firm Forcepoint em-
ploys 175 people in San Diego (its local 
office was once the headquarters for a 
publicly traded company called Web-
sense, which was acquired and moved 
to Texas). Employees at the Sorrento 
Valley office focus on developing web, 
email and cloud security products.

Forcepoint has offices in 50 cities 
and the cost of living in San Diego is 

Ken Slaght



veterans who are developing skills they 
can use in the civilian workforce.

The first wave of cybersecurity grad-
uates from USD and other local schools 
now is beginning to reach the workforce. 

USD has more than 140 students en-
rolled in its online Master of Science in 
Cyber Security Operations and Leader-
ship program. About 60 students are en-
rolled in USD’s classroom-based Cyber 
Security Engineering master’s program. 
Both programs began in 2015. There 
have been nine graduations from both 
programs so far, but another 80 gradua-
tions are expected in the spring.

Competition for Talent
Training people to fight cybercrime is 

only half  the battle. Slaght said another 
challenge is to prevent local cybersecu-
rity graduates from being lured away to 
higher paying jobs in Northern Califor-
nia. Internet technology firms such as 
Google and Apple “offer extraordinary 
salaries and the companies here can’t 
compete on that level,” he said.

What San Diego firms can do is make 
sure graduates understand that North-
ern California has a higher cost of living 
and a less inviting climate, he said. He 
noted that people don’t need a master’s 
degree to work in cybersecurity.  

“Cyber has a whole educational con-
tinuum,” he said. “It starts after high 
school, where you can go online and 
earn a certificate or two. Then you get an 
associate degree. You can work and do 
this at night, then move up to a four-year 
degree.”

Military Presence
National University was among the 

first schools in San Diego County to 
offer a master’s degree in the cyber pro-
tection field, beginning in 2011. A bach-
elor’s degree program was launched 
there in 2017. The programs, which are 
available online or in the classroom, have 
about 300 active students and several 
hundred alumni. About 70 percent of 
cybersecurity students at National Uni-
versity are present 
or past members of 
the military.

Chris Simpson 
is director of the 
National Universi-
ty Center for Cyber 
Security And Infor-
mation Assurance. 
He noted that the 
school has been rec-
ognized by the National Security Agency 
and Department of Homeland Security 
as a Center of Academic Excellence in 
Cyber Defense Education. 

At California State University San 
Marcos, about 15 students now are en-
rolled in a classroom-based cybersecuri-
ty master’s program. 

An online version of the program soon 
will open, said Teresa Macklin, chief  in-
formation security 
officer and associate 
dean for instruction-
al and information 
technology services. 
The degree program 
began in the fall of 
2015 and produced 
10 graduates in the 
spring of 2017. It is 
expected to grow as 
businesses strive to fend of cyberattacks, 
she said. 

Macklin noted that companies that 
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Cyber Security
SIX BEST PRACTICES TO PROTECT YOUR COMPANY’S fiNANCES
By Steve Espino, Banner Bank

PAID CONTENT

The ease with which we access 
information and process 

transactions today was unfathomable 
just a handful of years ago. Technology 
is so integrated with our business and 
personal lives, we often rely on it in 
ways that are now second nature.

As much as most of us enjoy digital 
convenience, it carries the potential 
for others to access our personal and 
financial information with criminal 
intent. To counter this, banks are always 
on high alert when it comes to cyber 
security.

As a bank, we invest millions annually 
in technology, monitoring and training 
to protect clients’ data. Of course, 
security only works in partnership. 
We need you to exercise good cyber 
practices. If you own or manage 
a business, the best way to avoid 
becoming a victim of a cyber-heist is 
to keep would-be criminals out of the 
computer you use for online banking. 

Here are six best practices to tighten 
security on your side of the equation:

DIGITAL FACTORS
Use a dedicated computer to access 
online banking – Your company’s 
designated machine or machines should 
be restricted from visiting all but a 
handful of sites needed to interact with 
the bank and manage your finances. 
This can be done using custom firewall 
rules and host files, or services like 
Open DNS. The dedicated system 
works only if you access just your 
bank’s site from locked-down, dedicated 
machines. Making exceptions—even 
occasionally—undermines the whole 
approach.

Patch software in a timely manner– 
Cyber criminals look for ways to 
exploit system weaknesses using 
viruses and malware, so it’s important 
to install patches and updates from your 

operating system provider 
and software vendors. 
If you’re not receiving 
notices, mark your 
calendar with reminders 
to routinely check for 
updates and patches.

Protect computers 
and networks – Install 
security and antivirus 
software that protects 
against malware, or 
malicious software, which can access a 
computer system without your consent. 

Back up important systems and 
data – Backing up the data on your 
work computers should be part of every 
company’s cyber management routine. 

HUMAN FACTORS
Control access to data and computers 
and create user accounts for each 
employee – Limiting access or use of 
business computers to a small group 
of authorized individuals is one of 
the simplest, most powerful ways to 
heighten security.

Facilitate secure employee practices 
and training – Implement policies for 
your team on topics such as appropriate 
internet use, and set consequences for 
violations.

Make sure employees, consultants or 
vendors who must access your network 
do so using a secure connection. I can’t 
emphasize enough the importance of 
avoiding public Wi-Fi when accessing 
your online banking.

Train team members about the dangers 
of suspicious emails asking them to 
click on a link, open an attachment 
or provide account information, all 
of which can open the door to shady 
dealings. 

Encourage employees to validate email 
requests to wire funds. Cyber criminals 

have become adept at creating requests 
for funds that appear to come from 
inside the company, from the CFO or 
CEO. Let team members know it’s 
smart to question such requests without 
replying directly to the email.

As you aim to fulfill these best 
practices, count on your bank to 
be a helpful resource. They should 
offer programs such as Positive Pay 
to safeguard your company from 
unauthorized transactions, tokens for 
heightened security when logging into 
business accounts, and security alerts in 
your online business banking.

It’s also vital to educate yourself using 
a range of resources. You’ll find helpful 
publications collected by my colleagues 
at BannerBank.com. Simply click 
on the Business Solutions/Services/
Fraud Prevention tab to access the 
information.

Steve Espino 
is Senior Vice 
President and San 
Diego Commercial 
Banking Division 
Manager at Banner 
Bank.Reach Steve 
at 858-625-8860 

or steve.espino@bannerbank.com. 
Bannerbank.com. Member FDIC.
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Universities:
Photo by  
Jamie Scott Lytle

“There is virtually 
no business that 
doesn’t require 
cybersecurity and 
someone to take 
care of it,” says 
Gordon Romney, 
director of the 
University of San 
Diego’s Center for 
Cyber Security 
Engineering and 
Technology.

Teresa Macklin

develop new products need cybersecu-
rity experts to keep their trade secrets 
safe. Businesses in the health care field 
must keep the personal information of 

patients confidential. Attorneys and 
accountants are expected to keep their 
client information secure from cyber 
thieves. Retail outlets that accept credit 

cards have a responsibility to protect 
their customer’s payment information.

“There is no place where cybersecuri-
ty isn’t relevant,” she said.
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Nominate Today!
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June 7, 2018

Hyatt Regency La Jolla  
at Aventine

3777 La Jolla Village Drive,  
San Diego, CA 92122

4:00  -  5:00 p.m. Networking  
5:00 - 6:00 p.m. Awards Program  

 6:00 - 7:00 p.m. Networking

Special Awards Reception with  
hosted hors d'oeuvres and no-host bar

This event recognizes our local industry leaders’ great achievements within their companies 

and in the community. The winners and finalists are lauded for demonstrating determination 

and insight yielding huge successes for their organizations. These executives have taken 

the lead in driving their businesses and the local economy. The San Diego Business Journal 

honors these CEOs by hosting an exclusive reception and awards program to honor the 

winners, finalists and guests. 

An independent panel of judges will select winners in the following categories:

Public Company (publicly traded) • Privately held Company 

Nonprofit Organization (e.g., 501(c)3) • Business Nonprofit (e.g., credit union) 

Government Agency • Family-Owned Business • Education

Nomination Deadline: April 22, 2018
Nominate or order tickets online at: www.sdbj.com/bizevents/

Ticket price includes a 26-week subscription to the San Diego Business Journal ($20.00 allocated to the subscription).  
Current subscribers may gift their subscription to a colleague.

Event Information: Contact the Events Department at 858.277.6695

Presented by In Association WithGold Sponsor
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Cybersecurity:
really no different from other major metro-
politan areas around the world, said Kris-
tin Machacek Leary, the company’s chief  
human resources officer.

Recruiting Veterans
As an MSSP (or managed security ser-

vices provider), Carlsbad-based Proficio 
offers outsourced cybersecurity services 
to mid-sized and large companies (For-
tune 100 firms can afford their own cy-
bersecurity in-house). CEO Brad Taylor 
said his company has good luck in hir-
ing and training veterans. The business 
is planning the first of what it hopes are 
several evening “boot camps”: four-hour 
sessions to familiarize veterans leaving 
the service with opportunities in the ci-

vilian world. 
Veterans have the appropriate mindset 

for cybersecurity, Taylor said: they want 
to fight the good fight, look for bad guys, 
confirm they are indeed the bad guys 
and call in an airstrike.

Proficio moved from Irvine to Carls-
bad to get better access to talent, Taylor 
said. It recently outgrew its first Carls-
bad building.

Webroot Chief Technology Officer 
Hal Lonas said his company is at 75 
employees and has enough room on the 
floor of its University City high-rise for 
100. He estimated the company will fill 
that space by the end of the year.

Lonas said his company recruits by 
offering internships to students at UC 
San Diego’s Jacobs School of Engineer-
ing and San Diego State University. An 
occasional, 12-hour “hackathon” event 
brings in students who know code. 

During that time Webroot gauges their 
interest in an internship or work.

“We really like the San Diego talent 
pool,” Lonas said.

Need for Pipeline
More employers need to open their 

doors for internships, said Peter Call-
strom, CEO of the San Diego Workforce 
Partnerships, adding that the communi-
ty needs to create a pipeline of cyberse-
curity workers.

Webroot provides cybersecurity for 
small and medium-sized businesses — 
entities not massive enough to be called 
enterprises.

Slaght that in 2018, said his industry 
group will try to get cybersecurity em-
ployers to warm up to the idea of pro-
viding apprenticeships for students who 
may not have the desired four-year de-
gree and five years’ experience. SPAWAR 

is getting more receptive to apprentice-
ships, Slaght said. (As a Navy rear admi-
ral, Slaght commanded SPAWAR prior 
to his retirement from the military).

As for the students who are beckoned 
by more money in the San Francisco Bay 
Area or Washington, D.C.? Slaght invit-
ed students to do the math on how much 
their greater salary will actually buy in 
San Francisco. And he offered an air-
line ticket to the nation’s capital during 
a January ice storm, so students can get 
a taste of the commute to work. 
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