
How to Categorize  
Risk in IoT 
Defining use cases for IoT deployments  
lays the foundation for an end-to-end  
cybersecurity strategy that cuts across a  
broad and ever-changing threat landscape
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Overview
The purpose of this paper is to help readers understand 
the various attributes of Internet of Things (IoT) de-
vices and the use cases that are important to consider 
in any enterprise risk-categorization exercise. It is not 
intended to be prescriptive but, rather, instructive for 
those seeking a better understanding of the IoT and its 
associated risks. 

Introduction 
In nearly every industry, the IoT is poised to radically 
change the way companies produce, and people consume, 
products and services. Like the Internet and the PC be-
fore it, the IoT promises to greatly improve the way we 
work and play. 

IoT devices, combined with global broadband communica-
tions networks and big data analytics, promise to reduce 
resource utilization and improve supply chain efficiency 
while simultaneously improving the quality of the goods 
sold and services provided. Already, the IoT is beginning 
to upend the business and operating models of mature 
industries like manufacturing and agriculture. 

Given the breadth of potential applications (many as yet 
unknown) and device types—from simple sensors that 
passively monitor an environment to complex networked 
systems such as autonomous cars traversing the world’s 
highways—the IoT is poised to bring new order and pre-
dictability to an often-chaotic world.

However, as the IoT enables new ways to bridge the digi-
tal and physical worlds, the cybersecurity risk landscape is 
also expanding. Cyber risk is no longer confined to enter-
prise data or systems, where organizations have tradition-
ally focused their cybersecurity investments; hackers are 
also targeting devices outside traditional perimeters. 

The sheer volume of IoT devices, coupled with the spec-
trum of capabilities they can provide, greatly increase 
potential vulnerabilities. Add to this the impact multiple 
compromised devices can have on the Internet or a sin-
gle device can have in the physical world, and it becomes 
easier to understand the growing challenge to cybersecu-
rity practices.  

It’s time, therefore, for organizations to reconsider tra-
ditional risk management strategies and practices in the 
context of this expanding threat landscape. 
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Categorizing Risk 
Determining the appropriate level of security controls 
for a given product or service is largely dependent on 
its associated risk categorization. For obvious reasons, a 
risk with a potential loss-of-life impact requires a greater 
level of security than the risk posed by a compromised 
asset-tracking tag on a pallet of toothpaste. However, 
rather than focus solely on outcomes, which are unpre-
dictable, it’s better to consider specific use cases for IoT 
devices and services. 

Using risk categories to drive security-level discussions 
and decisions helps to eliminate security control inconsis-
tencies. It also provides a means to develop templates and 
tools that organizations can use to make the application of 
IoT security controls, policies, and procedures repeatable. 
Risk categories can also reduce the guesswork involved 
when creating security models for an increasingly diverse 
and interconnected landscape of products and services.

An important first step in categorizing IoT risk is to define 
it. In broad terms, IoT risk is determined by the potential 
impacts of a compromised device—be they operational, 

regulatory, physical (safety and security), or material. IoT 
risk varies greatly by deployment and differs somewhat 
from traditional IT risk, which generally has focused on 
the prevention of network intrusion and data exfiltration 
from beyond the corporate firewall. 

The IoT also differs from traditional IT in large part be-
cause of its connectivity model. Many corporate IT in-
frastructures are designed as quasi-private networks with 
minimal touchpoints to the outside world—specifically, 
the Internet. Security in these networks is generally en-
forced at the network edges, and on internal network end 
points such as PCs and connected printers, by monitor-
ing for and blocking inbound attacks.  Well-established 
best practices and technologies are readily available to 
help organizations counter these threats.

How to Categorize Risk in IoT

Rather than focus solely on 
outcomes, which are unpredictable, 
it’s better to consider specific use 
cases for IoT devices and services.

–
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The IoT environment, on the other hand, utilizes diverse 
connectivity models and non-traditional devices, often 
running stripped-down versions of open source or pro-
prietary operating systems and applications that may 
not support established cybersecurity safeguards around 
confidentiality, integrity, and availability. These safe-
guards include technologies such as data encryption, 
authentication and access controls, and automated soft-
ware patching or updates. 

While these IoT devices offer flexibility and interoperabil-
ity, they also expand an organization’s attack surface. In 
addition, the sheer number of IoT devices already in place 
or being deployed (Gartner predicts that more than 20 
billion connected devices will be in operation by 20201), 
presents a target-rich environment. 
 

Real-World Consequences
Given these considerations, categorizing IoT risk in the 
context of broader IT, operational technology (OT) such 
as industrial control systems, or business risk requires an 
understanding of the real-world consequences of a com-
promised IoT device. Some applications of IoT, for exam-
ple, will be in environments where a single incident may 
be catastrophic. The use case of the device or the service 
it provides drives risk categorization and, therefore, the 
associated security controls to manage that risk.

Factors such as where the IoT devices are physically de-
ployed and what the product or service does are typical 
risk categorization considerations. Other variables in-
clude whether the business itself will be impacted if an 
IoT device or the service associated with it is impaired or 
compromised, or, lastly, what other parties—such as cus-
tomers—could be impacted. 

For instance, if intruders compromise a smart thermostat 
so that it provides inaccurate temperature readings, the 
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• Is it active or passive? (see sidebar “Passive vs. Active Devices”)
• Is it physically secured or easily accessible?
• How does it communicate?
• How is it powered—by battery or hardwired? 
• Is it upgradable? Patchable?
• What is the shelf life of the device?
• Can the device be authenticated by the network?
• Can access to the device be authenticated?

• What is the purpose of the device? 
• What data does it collect, transmit, or analyze?
• Is any of the data it collects personally identifiable  
  information (PII)?
• How does it interact with other devices or systems? 
• Can it manipulate something in the real world? 
• Can it be manipulated remotely?

• What could happen if a device’s data were inter-
cepted, or if the device was re-programmed to send 
inaccurate data? Is there potential for loss of life? 
Property damage? 

• Would business operations be impacted if an IoT-based 
device or service were impaired? If so, for how long? 
How would we recover operations?

• What other parties, including employees, customers, 
or business partners, might be affected if a device is 
functionally impaired?

• Could the device become part of a botnet?

Device characteristics:

Intended usage:

Potential unintended usage if compromised:

Questions to Ask
To begin understanding how to categorize IoT risk,  
consider these questions: 
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service becomes functionally impaired. If the thermostat is 
in an office full of paper-based supplies, then the associat-
ed risk of material loss is low. But if the thermostat controls 
coolers at a meat storage facility, then the risk of product 
loss caused by rising temperatures becomes substantial. 

Taking this example a step further, consider the down-
stream impact on consumers who purchase and consume 
improperly stored meat. A resulting outbreak of salmo-
nella poisoning could create a public health crisis, poten-
tially leading to lawsuits, regulatory actions, and reputa-
tional damage, putting the business itself at risk. 

By exploring these examples, one can begin to see the in-
tegrated nature of IoT risk for all manner of organizations, 
extending well beyond the potential data loss normally 
associated with IT operations.  

Two Use Cases: Simple and Complex
To demonstrate how an IoT risk assessment might take 
shape, we offer two sample use cases: a simple device in the 
form of an asset-tracking collar often found on livestock, 
and a complex device in the form of a smart electric meter.

Each use case is representative of the process an organization 
may undertake to categorize risk across its IoT devices. It is 
important to remember, however, that even a simple device 
can have significant impact on an organization, depending 
on its usage. This is why risk categorization should focus less 
on technology and more on the use cases and the outcomes 
should the technology be compromised in any way. 

How to Categorize Risk in IoT

Passive vs. Active Devices 
A key characteristic to consider when establishing an IoT 
risk category is whether a device is active or passive.  

Active devices collect data and then, generally, do some-
thing with it. For example, they can cause a traffic light 
to change or perform on-board processing before sending 
data to the cloud for further analysis. They are often 
connected to a network of other devices either locally or 
across the Internet. 

Passive devices, on the other hand, don’t do much except 
collect data and send it somewhere. These devices may be 
networked or require someone to download data locally.  

By exploring different examples, one can 
begin to see the integrated nature of IoT risk, 
extending well beyond the potential data 
loss normally associated with IT operations. 

–
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Simple Use Case: Cattle Tags 
Asset-tracking tags are considered “simple” because 
they are typically low-power devices that have little 
available memory or on-board processing power. This 
class of devices generally performs a very limited num-
ber of functions. A cattle-tracking tag transmitting the 
location of free-ranging livestock is a good example of a 
simple device. 

For this example, our device performs one task: trans-
mitting location data. Having little on-board processing 
power, if compromised, it likely presents limited value to 
hackers, even though the tracker may send out high vol-
umes of location information that cover a wide geograph-
ic area and many thousands of animals. Although the loss 
of location data could be costly to a rancher—particularly 
if the cattle are stolen—the ripple effect of such an event 
would likely be limited.

These factors would place this device into a low-risk cate-
gory of IoT device.

Complex Use Case: Smart Meter
A good example of a complex device is a smart electric 
meter. A typical smart meter has much more processing 
power and memory than an asset-tracking tag. It com-
municates using any number of networking protocols 
(Ethernet, IP/TCP, Wi-Fi, ZigBee, Bluetooth, etc.) or 
hardwired interfaces such as a USB port. It has unlimited 
power because it is connected to the grid. 

While a smart meter could conceivably perform a wide 
range of functions, typically it is used to monitor electric-
ity usage and transmit that data back to the utility. Utili-
ties use this data to bill customers, balance electric loads 
across the grid, and optimize pricing. Smart meters are 
produced by many different manufacturers and are in use 
by power companies around the world, and therefore are 
crucial to everyday activities. 

How to Categorize Risk in IoT

Common Attributes of Simple Devices 
• Operate on very low power

• Long lifecycle – up to 20 years on a single battery

• Little to no on-board processing power

• Memory capacity measured in KB

• Incapable of over-the-air updates to firmware or software

• Collect and send data on a small number or parameters

• Often send information in short bursts to save energy  
  before shutting down again

• Do not support common security algorithms such as  
  data encryption
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If compromised, these devices could be disconnected 
from the utility, cutting power to the source. A compro-
mised meter also could be used to communicate back to 
the utility, potentially resulting in a wider impact2. 

Attacks on electric utilities have been a growing concern 
since suspected hackers took down parts of the Ukrainian 
power grid in 2015 and 20163. Smart meters represent 
another potential attack point.  

Because of these scenarios, smart meters are attractive 
targets for bad actors. The ripple effect of a compro-
mised smart meter—or hundreds of thousands of smart 
meters—could be catastrophic, leading to the prospect of 
power outages affecting millions of people. 

The data these devices generate could also be of consid-
erable value. Just knowing how much power a person or 
business consumes may not be all that useful. Criminals 
could, however, analyze the data to determine when own-
ers are away—thus finding the best targets and times for 
a break-in. 

Like other types of IoT devices discussed in this paper, 
smart meters represent potential opportunities for ex-
ploitation—with risks that may be quite serious. Com-
panies utilizing smart meters, therefore, should use a 
risk-informed security analysis to enhance their security 
and use on a network.

Creating a Risk Management 
Framework for IoT
Building out these types of use cases can serve as a tem-
plate for a broader IoT risk assessment framework. It’s im-
portant to remember that managing risk of any kind, and 
IoT risk in particular, is never a one-and-done exercise. Af-
ter first determining the risk category for new IoT devices or 
services, it is crucial to revisit this exercise on a regular basis. 

How to Categorize Risk in IoT

 Common Attributes of Complex Devices 
• Higher power requirements via battery or tethered 

power supply

• Unlimited processing power and memory (both  
RAM and non-volatile)

• Includes an operating system 

• Runs complex security algorithms such as encryption 

• Can host network authentication and user access  
controls such as certificates and passwords

• Can track and report on multiple parameters

• Can monitor and report on conditions continuously

• Utilizes multiple communications networks and  
protocols including hardware access ports

• Can be updated over-the-air
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About the IoT Cybersecurity Alliance
Our mission in creating the IoT Cybersecurity Alliance is to forge a community where industry-leading cybersecurity and IoT experts come to-
gether with the intent of demystifying IoT security, collaborating to address real-world IoT security challenges, fostering a security-first IoT pos-
ture, and providing educational tools to share best practices and thought leadership.

Changes to the IoT devices (e.g., device firmware up-
dates), the local area networks (e.g., protocol updates 
or changes), and the applications with which the devices 
interact, create an ever-changing attack surface that re-
quires constant monitoring to help maintain a strong for-
ward-leaning security posture.
 

Conclusion
The growing number, types, and use cases of IoT devic-
es can significantly elevate risk across an organization. 
Compared to the traditional risks IT cybersecurity teams 
manage, IoT risk may be unfamiliar. Couple that with the 
newness of these devices, a lack of device-level standards 
for security, the myriad networks and protocols they use 

to communicate, the stripped-down operating systems 
they run, and the out-of-the-way places they are de-
ployed, and it becomes clear that organizations should 
take a disciplined approach to risk categorization and mit-
igation across the entire IoT ecosystem. 

Defining a set of use cases—and associated risks—helps 
security teams assign the appropriate policies and con-
trols as part of an end-to-end IoT security strategy. This 
approach will help organizations begin to capture the ben-
efits of IoT while helping to reduce any potential threats 
to the business and its people.
 

For more on this topic, visit www.iotca.org.
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