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INTRODUCTION  

U.S. COMPANIES  
AND GOVERNMENT 
AGENCIES ENDURED

IN 2016, A 45 PERCENT 
INCREASE FROM 2015. 

1,093
DATA BREACHES

This handbook will 
outline what agencies 
must do to prepare, 
respond and adapt, 
and the strategies, 
tools and approaches 
they must leverage 
to build lasting IT 
resiliency within  
their organizations.

I n January 2017, a hacker held 
computer servers hostage 
at a Los Angeles community 

college, which led the school to 
pay a $28,000 ransom to unlock 
the data and continue operations 
for its 20,000 students.1 In March, 
hackers infiltrated the database 
of a government vendor that 
housed information on thousands 
of job seekers across 10 states, 
allowing them to access Social 
Security numbers, birthdates 
and other personal information.2 
And in June, several state 
governments were victims of a 
hack that posted pro-terrorist 
messages on their websites.3

The list goes on.

In 2016, U.S. companies  
and government agencies  
endured 1,093 breaches —  
a 45 percent increase from 
2015.4 The public sector, in 
particular, is a prime target for 
cyber attacks as government 
agencies collect more data to 
meet increased citizen demands 
for more efficient public services. 
And although agencies are 
upgrading their systems and 
adopting modern technology 
solutions like the cloud, many 
still rely on legacy systems 
that weren’t built to combat 
modern cybersecurity threats. 

Implementing an IT resiliency 
strategy — with the ability to 

maintain an acceptable level of 
service despite challenges to 
normal operations — is one way 
agencies can combat today’s IT 
security threats and better protect, 
store and manage ever-increasing 
volumes of data. IT resiliency 
involves three distinct phases: 
prepare, respond and adapt.  
During the first phase, agencies 
lay the foundation for resiliency.  
In the second, they institute 
best practices and strategies to 
respond to threats. And in the 
third, agencies reach a greater 
level of IT and data maturity to 
implement a long-term plan. 

Agencies can’t successfully 
navigate these phases alone. 
Achieving IT resiliency requires 
the right mix of staff education 
and training, organizational 
flexibility, investment and 
strategic partnerships. 



PREPARE  
Phase 1:

P hil Bertolini, deputy county 
executive and CIO in 
Oakland County, Mich., 

knows IT resiliency doesn’t 
happen overnight. It often involves 
some false starts and plenty 
of calculated trial and error.

“For years, you were able to put 
doorways and roadblocks in place 
to keep people out, but soon they 
found ways around and were able 
to penetrate your networks and 
systems,” Bertolini says. “They 
just got better at it. We, as an 
organization, had to get better too.”

Bertolini says part of getting 
better is understanding 
your organization’s current 
IT maturity level.

“Most governments ask three 
questions when looking at 
cybersecurity. The first is what do 
you have? If you don’t understand 
what you have, you can’t go 
any further, so we had to find 
everything we had in place — all 
the doorways, all the monitoring, 
whatever it may be,” he says. 

“The second part is understanding 
what you need, so we had to 
prioritize the most important 
things we could do to keep us 
secure,” Bertolini adds. “The third 
one is, how do you get help?”

To better prepare for IT resiliency 
in phase one, there are some 
things governments can first do 
in house, including training staff 
about the best practices necessary 
to prepare for potential threats 
and putting expanded storage and 
solutions in place to keep data 
safe. Information governance also 
is a critical part of these efforts.

THE IMPORTANCE OF 
INFORMATION GOVERNANCE
An important subset of overall 
IT governance, information 
governance helps agencies 
understand what data they have 
and where it’s located as the first 
step toward properly securing 
it. Government agencies store 
inordinate amounts of structured 
and unstructured data. When 
agencies keep unstructured data, 
they rarely have a future use 

for it. State and local agencies 
need solutions that provide 
them with greater visibility into 
and control over their data.

“Every customer I engage with 
has an issue with data in their 
environment growing rapidly 
every year, and of course, that 
drives up the cost of managing 
that data. There are also issues 
around risk — the more data 
they have, the more risk they 
have,” says Greg Carter, an 
information availability architect 
with Veritas Technologies, a 
company that provides software-
defined storage technology 
and other solutions to help 
government agencies better 
manage and secure their data.

To gain visibility into their 
data, agencies can use a data 
visualization tool. This will help 
them understand what data they 
are protecting, where it’s located 
and who owns it. It will also identify 
potential opportunities to decrease 
data volume and thereby reduce 
storage costs and potential risks.5 
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Before state and local agencies can 
achieve IT resiliency, they must have 
visibility into their data. This requires 
automated solutions that give agencies 
more insight into potential risks and their 
overall exposure. Veritas’ suite of products 
helps organizations increase data visibility 
and improve IT risk management.

 DATA INSIGHT: Provides analytics, 
reporting and tracking for data use and 
security for organizations that manage 
enormous amounts of data. Data Insight 
also integrates with archiving and security 
platforms to prevent data loss, drive cost 
savings and compliance, and improve 
overall information governance.

 INFORMATION MAP: Enables data 
visibility in a fragmented IT ecosystem. 
Information Map is a data visualization tool 
that gives customers a comprehensive 
view of structured and unstructured data, 
what data should be protected, what 
shouldn’t and where agencies can save by 
moving to lower-cost storage. 

 ENTERPRISE VAULT: Helps agencies 
simplify and reduce the cost of information 
retention, management and discovery. 
Based on each customer’s requirements 
and needs, Enterprise Vault scans 
applications and automatically migrates 
information to an archive to improve 
regulatory compliance.

 E-DISCOVERY PLATFORM: Helps 
agencies isolate relevant information 
they need to access. This solution allows 
customers to better control their data and 
generate insights that improve service 
delivery and reduce the costs of storage, 
backup and server maintenance. 

 VERITAS INFOSCALE STORAGE: 
Enables storage flexibility by supporting 
a range of storage devices, operating 
systems and virtualization technologies. 
Agencies can allocate and manage storage 
using a single tool that is interoperable and 
vendor-independent.

SOLUTIONS  
FOR INCREASED  
DATA VISIBILITY

to cybersecurity, which includes 
regular computer-based staff 
training and education. Bertolini 
says the county has taken other 
steps to bolster security, including 
removing administrator rights so no 
one can load external applications 
onto their network (an effort 
that also helps the county deal 
with shadow IT). The county has 
experienced several ransomware 
incidents, so employees are 
strongly encouraged to back 
up their computers to ensure 
their work product is safe. 

To further secure its data, 
Bertolini says his agency also 
abides by standard practices for 
good IT services management, 
all of which will help it build 
better governance.

“Our governance structure 
around data is in its infancy 
right now, but the governance 
structure for how we manage IT is 
very mature,” he says. “We’re an 
ITIL shop (Information Technology 
Infrastructure Library), so we use 
the ITIL principles when we’re 
doing service center or change 
management. We try to use best 
practices everywhere we can.” 

Bertolini says a combination of 
evolving cybersecurity threats 
and constituents’ increased 
expectations will continue to guide 
IT operations for government 
agencies, so these organizations 
must take steps to prepare and 
bolster their IT infrastructure.

“We have a whole generation 
of people who don’t know how 
to do business with government 
except for on a computer,” he 
says. “We have to be able to play 
in that world, so sustainability 
and resiliency is very important.”

“ For years, 
you were able to 

put doorways and 
roadblocks in place 
to keep people out, 

but soon they found 
ways around and 

were able to penetrate 
your networks and 

systems. They just got 
better at it. We, as an 
organization, had to 

get better too.”  
 

— Phil Bertolini, Deputy  
County Executive and CIO, 

Oakland County, Mich.

Once agencies have this 
visibility, they can take action in 
several ways, including moving 
information to lower-cost storage 
or deleting it if the information 
is no longer useful or necessary 
from a compliance perspective. 
Agencies also should have 
technology solutions in place 
that allow them to easily search 
data and isolate relevant 
information that may be required 
for pending litigation or to meet 
regulatory requirements.

Oakland County has done 
a lot of this legwork already, 
Bertolini says. The agency’s 
IT infrastructure leverages a 
combination of on-premises and 
secondary data centers and 
cloud services to manage data 
and expand storage capacity.

Training staff and strengthening 
IT policies also helped the 
county make progress toward 
a comprehensive information 
governance strategy. The county 
has a $55 million annual IT budget, 
and $1 million of that is dedicated 



G aining visibility into their 
data will help state and 
local agencies better 

prepare to protect it, but they 
also need to develop a plan to 
respond when the inevitable 
happens. Strategies that focus 
on backup, recovery and 
continuity of operations are 
integral to response efforts if 
there’s a data breach or extended 
downtime of critical systems.

In the public sector, there’s a wide 
range of response readiness, 
according to Scott Warmbier, a 
senior principal systems engineer 
at Veritas. Agencies that are 
heavily virtualized may have 
traditional backup and recovery 
methods, like duplication, tape 
or disk-based backup, “but they 
really haven’t taken the next 
step to automate their business 
continuity efforts,” he says. 

Much of the challenge for public 
sector agencies has to do with 

the legacy systems they rely 
on — it’s difficult to modernize 
your backup infrastructure when 
the foundational system isn’t 
compatible with new technology. 

Agencies need to transition 
from a backup infrastructure 
that’s just adequate to solutions 
that are equipped for large-
scale recoveries. Ransomware 
and other cybersecurity threats 
should be treated as business 
continuance events, since 
these threats require more 
than simply restoring a server 
or a large group of files.

MOVING TOWARD A MODERN 
BACKUP INFRASTRUCTURE
To boost their backup 
infrastructure, agencies need 
to determine what kinds of 
systems and data need protection 
and understand how well — 
or how poorly — current IT 
solutions address this business 
requirement. Modernizing an 

RESPOND 
Phase 2:

“ Most of our security, 
whether it was endpoint 

protection, policy processes 
or change management, was 

somewhat federated within 
the organization — even 
simple things like how to 
disable certain accounts 

during the onboarding and 
offboarding process or  
how to react if you are  

a target of ransomware.  
We wanted to remove the 

theory behind it and make  
this plan actionable.”  

 
— Bryan Sastokas, CIO and Head of 

Technology and Innovation,  
Long Beach, Calif.



One agency that is taking a different approach 
to cybersecurity is the city of Long Beach. Bryan 
Sastokas, the city’s CIO and head of technology and 
innovation, says his agency has transitioned to a 
cloud-first strategy, going from an IT infrastructure 
that entirely operated in a physical environment three 
years ago to one that is increasingly virtualized and 
now 30 percent cloud-based. 

“The cloud does add value and it does incur a cost, 
but we see this as an efficiency game,” Sastokas says. 
“Availability, uptime, some of those non-quantifiable 
numbers are difficult to show cost savings for, but we’re 
showing this from an efficiency and disaster recovery 
standpoint and in our service levels.”

Long Beach also launched a $30 million  
enterprise resource planning (ERP) project  
that is primarily cloud-based, but the most  
innovative approach the city has taken to  
reinforce its data security and response plan has 
been to reimagine the traditional role of the chief 
information security officer (CISO). Earlier this year, 
Long Beach created a new Cyber Risk Division and 
transformed the CISO position into a new role called 
the cyber risk officer (CRO). The new CRO is tasked 
with integrating more automation into the agency’s 
IT processes and leveraging new technologies to 
increase efficiency and mitigate risks.

“Most of our security, whether it was endpoint 
protection, policy processes or change management, 
was somewhat federated within the organization — 
even simple things like how to disable certain accounts 
during the onboarding and offboarding process or how 
to react if you are a target of ransomware. We wanted 
to remove the theory behind it and make this plan 
actionable,” Sastokas says. 

The new approach is a sea change for an agency 
that just a few years ago was considering outsourcing 
its technology operations before a new, tech-forward 
mayor was elected and Sastokas was recruited to 
rebuild the organization. 

A NEW APPROACH IN LONG BEACH
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The city of Long Beach, Calif., 
changed its approach to 

resiliency and disaster 
recovery under CIO and 

Head of Technology 
and Innovation 

Bryan Sastokas. 



agency’s backup infrastructure 
also requires time and resources, 
so it’s crucial for organizations to 
view it as a long-term investment. 

“Backup and recovery isn’t 
normally thought of until it’s 
required or needed, so it’s 
important to raise awareness 
within an agency that it’s 
something that may not be a 
profit center or something that 
won’t pay a lot of dividends until 
it’s required,” Warmbier says.

Agencies also must realize the 
data protection landscape is 
changing, and that simply moving 
data from one on-premises 
location or from one server to 
another is no longer enough 
to protect it. Hackers are 
increasingly finding ways to 
circumvent protection measures 
and access valuable data, 
so agencies must establish 

a backup infrastructure that 
allows them to quickly locate 
and recover information 
across different on-premises 
and off-premises locations 
and storage environments. 

Modern data protection solutions 
should allow agencies to reduce 
unnecessary protection for 
lower-level data, and prioritize 
data that’s most valuable and 
mission-critical. They should  
also enable centralization,  
so no matter where data is 
stored — in the private or  
public cloud, hybrid multi-cloud  
environment or on-premises —  
it is under one unified system. 

In addition, a modern backup 
infrastructure should integrate 
with solutions that offer visibility 
into unstructured data, so 
agencies can better understand 
their risks. But an even more 

proactive measure is to reduce 
the likelihood of a backup 
recovery scenario in the first 
place, which agencies can 
achieve by leveraging a platform 
that offers an automated process 
to easily move large amounts 
of both physical and virtual 
systems to another location. 

No organization plans to be the target of a cyber- 
security attack, but agencies should be prepared for 
the possibility. Every agency must have a response 
strategy to reduce planned and unplanned downtime 
and automate disaster recovery. Veritas offers backup 
and recovery solutions to help the public sector meet 
this challenge: 

 NETBACKUP: Offers unified data protection for 
cloud, virtual and physical environments. It eliminates 
the complexity of point solutions and infrastructure 
management and offers scalability to reduce storage 
sprawl and associated costs. This solution also can 
serve as a foundation for enterprise data management 
by integrating with Veritas Information Map or Data 
Insight for increased data visibility and with the  
Veritas Resiliency Platform for service continuity.6  

 VERITAS RESILIENCY PLATFORM: Enables 
agencies to manage different information  
environments using a single, automated solution.  
The platform offers a unified approach to improve  
the predictability and resiliency of an organization’s 
entire IT ecosystem, with:

• Visibility and tracking of Recovery-Time  
Objectives and Recovery Point Objectives  
from a single, web-based dashboard; 

• The ability to move workloads between 
on-premises centers and the cloud or  
between clouds in a single click; 

• Simple integrations as the IT environment  
changes; 

• Compliance tools that enable audit reporting  
and the ability to test new features without  
service disruptions.

INTEGRATED, SCALABLE BACKUP AND RECOVERY SOLUTIONS

MODERN DATA 
PROTECTION 
SOLUTIONS SHOULD 
ALLOW AGENCIES TO 
REDUCE UNNECESSARY 
PROTECTION FOR 
LOWER-LEVEL DATA, 
AND PRIORITIZE 
DATA THAT’S MOST 
VALUABLE AND 
MISSION-CRITICAL. 



Nobody understands the 
importance of IT resiliency 
better than an IT leader 

who has successfully recovered 
from a data security breach. In 
2012, hackers gained entry into 
the state of Utah’s Medicaid 
servers, exposing the personal 
data of 122,000 residents and 
costing the state $9 million in 
credit monitoring, security audits 
and system upgrades.7 

Dave Fletcher, Utah’s chief technol-
ogy officer, says the hack taught the 
state a valuable lesson that it has 
used to strengthen its IT security.

“We’ve implemented a lot of ex-
pensive processes to adapt and 
ensure we don’t have the same  
security issues in the future,” Fletcher 
says. “But the security threat envi-
ronment is constantly evolving, so 
this is — and probably will continue 
to be — the biggest challenge.”

BUILDING A FLEXIBLE 
FOUNDATION FOR THE FUTURE
Data has increased government 
transparency and allowed many 
state and local agencies to deliver 
better and faster services to citi-
zens, but it also has made long-term 
management more challenging. For 
agencies to achieve continuous 
resilience, their IT systems must be 
flexible and adaptive, especially as 
new security threats emerge. How-
ever, Veritas Information Availability 
Strategist Doug Snyder says this 
isn’t always an easy transition.

ADAPT 
Phase 3:
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“ We’ve implemented a 
lot of expensive processes 
to adapt and ensure we 
don’t have the same 
security issues in the 
future. But the security 
threat environment is 
constantly evolving, so 
this is — and probably  
will continue to be —  
the biggest challenge.”   
 
— Dave Fletcher, Chief Technology 
2τFHU��8WDK

“The public sector has never been 
tasked with being highly available or 
highly performing, and now they’re 
being asked to make this leap at the 
same time they’re being told to look 
at the cloud and other technologies. 
That adds to the complexity and to 
the issues,” Snyder says. 
 
Implementing end-to-end automa-
tion for all IT processes — where 
allowable — can help. Agencies 
should also seek a software-de-
fined storage solution that can put 
a wrapper around their manual 
processes for failover, disaster 
recovery, application and online 
storage replication, and make these 
processes as close to single-click 
as possible.

The ideal storage solution should 
offer data protection and high 
performance for applications, 
enough flexibility to integrate 
next-generation protocols and 
the ability to operate in different 
information environments.

The state of Utah has adopted the 
cloud and consolidated to modern-
ize its IT infrastructure, improve secu-
rity and storage management, and 
deliver better constituent services. 

“When we consolidated our IT 
just over 10 years ago, one of the 
first things we did was consolidate 

our data centers. We had 38 data 
centers and we consolidated them 
into two locations — a primary and 
a secondary,” Fletcher says. “That’s 
also when we virtualized all our 
hardware and went from about 2,200 
physical servers down to less than 
500. We also developed a hybrid 
cloud strategy in 2009 and started 
with some software-as-a-service and 
platform-as-a-service initiatives.”

Fletcher says his agency, which pro-
vides comprehensive IT services to 
the state’s other departments, has a 
private cloud it can quickly provision 
to reduce overall storage costs. This 
is critical considering the state’s 
experimentation with voice-enabled 
devices, its usage of the Internet 
of Things to connect and automate 
parts of its transportation network, 
and in general, the vast amount of 
mobile and online services Utah 
provides its citizens.

But all this complexity has to be  
managed, and Fletcher’s agency  
skillfully does it by being laser- 
focused on security. 

“Whenever we set standards for 
merging technologies, we always 
perform a security review for 
those technologies and provide 
input,” Fletcher says, adding that a 
cross-functional team that includes 
the agency’s CIO, himself and other 

members of senior management 
come together to review and sign off 
on new technologies before a new 
security standard is implemented.

“We’ve got a fairly lean but robust  
governance structure,” Fletcher says. 

The agency also has hired more IT 
security staff, conducts a security 
audit every year, has implemented 
a strong mobile security program 
and requires annual cyber training 
for every employee — all of which 
serve as the foundation for long-
term resiliency. 

Even with these efforts, Fletcher real-
izes his agency may have to live with 
increasing IT complexity to deliver the 
best service. As long as its security 
measures continue to be as robust as 
they are today, this shouldn’t be an 
insurmountable challenge.

“Being able to tie together all 
of the services that you need to 
provide across multiple clouds, the 
issues that you have because of 
this and connecting data between 
hundreds of data sources — there 
are complexities with all of that,” 
Fletcher says. “But we want to elim-
inate the complexity for the end 
user. Whether that’s the citizen or 
the user in an agency, our goal is 
to make it as simple and as friction-
less as possible.” 
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CONCLUSION 
Agencies must prepare, respond 
and adapt to build long-term IT re-
siliency. Modern technology will be 
part of the solution and help them 
move away from legacy systems 
that require manual work to auto-
mated IT processes that lead to 
greater data visibility, protection and 
lower storage costs. However, a 
cultural shift needs to happen within 
the public sector, too.

We’re already starting to see 
examples of this, whether it’s Long 
Beach’s new Cyber Risk Division or 
Oakland County’s and Utah’s great-
er adoption of the cloud and willing-
ness to make strategic, long-term 
investments. But Oakland County’s 
Phil Bertolini says there are two oth-
er important things agencies need 
to achieve continuous resilience: IT 
solutions that are built for longevity 
and that evolve with the business, 

and a true understanding of IT’s 
value within the larger organization. 

“If you’re strategic to the organi-
zation, if you’re making decisions 
at the highest level and if you’re 
ensuring that technology is an en-
abling force to help deliver service, 
then the whole posture and percep-
tion of IT changes,” Bertolini says. 

As agencies work to become more 
resilient, they also shouldn’t forget 
that IT resiliency is a means to a 
greater end goal: better citizen 
service. 

“Everything we’re doing is for the 
citizen,” Bertolini says. “And if we 
keep our eye on that ball, if we know 
why we exist to serve, then it will be 
much easier for us to build technol-
ogies that enable good and resilient 
business practices.”
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Veritas Technologies enables organizations to harness the power of their 
information to drive business success, with solutions designed to serve the 
world’s most complex, heterogeneous environments. Veritas works with state 
and local governments to help them improve data availability and unlock 
insights into their data to reduce risk and increase compliance.

From traditional data centers to private, public, and hybrid clouds, Veritas 
helps organizations protect, identify, and manage data regardless of their 
environment. Veritas’ products for backup and recovery, business continuity, 
software-defined storage, and information governance help automate 
information management so organizations can focus on enhancing the  
citizen experience. https://www.veritas.com/

Carahsoft Technology Corp. is the trusted Government IT solutions provider, 
supporting an ecosystem of manufacturers, value-added resellers, system 
integrators, and consulting partners committed to helping government 
agencies select and implement the best solution at the best value. 
The company’s dedicated Solutions Divisions proactively market, sell and 
deliver VMware, Symantec, Veritas, Adobe, F5 Networks, Open Source, HPE 
Software, SAP, and Innovative and Intelligence products and services, among 
others. Carahsoft is consistently recognized by its partners as a top revenue 
producer, and is listed annually among the industry’s fastest growing firms 
by CRN, Inc., Washington Technology, The Washington Post, and Washington 
Business Journal. www.carahsoft.com

The Center for Digital Government, a division of e.Republic, is a national 
research and advisory institute on information technology policies and best 
practices in state and local government. Through its diverse and dynamic 
programs and services, the Center provides public and private sector leaders 
with decision support, knowledge and opportunities to help them effectively 
incorporate new technologies in the 21st century. www.centerdigitalgov.com.
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