Preventing the Next
Data Breach in Health
Care Organizations

A HEALTHCARE DIVE PLAYBOOK

H

ealth care organizations are slowly waking up to a troubling new
reality: Criminals increasingly see web applications as a promising
path to lucrative patient records. Why are web apps so tempting?

Because they can often be breached without setting off intrusion-detection
alarms or getting flagged by anti-virus software.
Read on to learn more about the health care web-application ecosystem
and potential HIPAA audit concerns. This playbook will outline potential
vulnerabilities and offer guidance on securing health care apps to prevent
expensive data breaches.
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Introduction

C

riminals’ hunger for patient data goes beyond identity-theft schemes of
a few years ago. Now they’re stealing patient records to create phony
treatments and file fraudulent claims worth hundreds of thousands of

dollars. The going rate for a single patient record is $50 on the black market1,
and resourceful intruders are stealing them by the thousands.
Health care leaders who want to know more about this emerging threat
need to understand three key factors:
1.

The health care app environment is extremely
complex and difficult to secure in an era of health
care companies trying to keep a tight lid on costs.

2. Security audits are becoming more likely
as federal regulators grapple with growing
cyber threats — and audits themselves do not
necessarily improve security.

The going rate for a
single patient record
is $50 on the black
market, and resourceful
intruders are stealing
them by the thousands.

.
3. The vulnerabilities in health care web apps are much more widespread
than many people realize – many doctors, nurses, and non-IT personnel
are writing their own apps.
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This playbook will delve into these challenges to help health care leaders see
what’s at stake with application vulnerabilities.

1
Cost and complexity in the
health care app ecosystem

I

n April 2016, the FBI warned the health care sector that cybercriminals
are targeting some of the industry’s most-used applications2. Apps are
appealing targets because they can allow criminals to creep in unnoticed

by standard defenses like firewalls, intrusion detection devices, and antimalware scans3. Addressing this risk poses a challenge because the health
care app ecosystem is extremely complex.
“A large health care provider probably has over a thousand apps,” says
Jeannie Warner, CISSP, Security Manager at WhiteHat Security, which
specializes in scanning and testing applications for cyber threats.
That’s a thousand places for a clever intruder to sneak in. Of course, criminal
hackers can’t look everywhere, but Warner said her company’s scans noted
that most of its health care clients had an average of five major application
vulnerabilities on their websites, and each one was an average of 400 days old.
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"There's just not been enough money, time and
resources left over to truly focus on information
security or cyber security.”
Ryan Witt, Cyber security consultant

As the health care industry transforms from a care-based model to a
results-driven model, it is investing heavily in apps for telehealth, electronic
recordkeeping, patient portals, IP-enabled devices and much more. All that
focus has had one unfortunate consequence:
“There's just not been enough money, time and resources left over to truly
focus on information security or cyber security,” says Ryan Witt, a cyber
security consultant with extensive experience in the health care sector.
Budgetary restraints in health care IT security underscore this challenge.
Forrester Research noted early in 2016 that health care companies in the
U.S. face “intense pressure” to not only cut expenses but also to make
people healthier4. Another Forrester report noted that IT security pros at
one health care provider said, “they must continually fight for every dollar
of their budget” because security is seen as a hurdle to innovations that
improve health care5.
App-security expertise is rare and expensive. And there’s another
challenge: rising compliance scrutiny for health care organizations.
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2
More security audits for
the health care sector

T

here’s no doubt that hacker attacks on health care organizations
have surged in recent years. This increase is bound to bring more
security audits in the health care sector.

Data from the U.S. Department of Health and Human Services’ Office of
Civil Rights Breach Portal reveals the scope of this surge. According to
the Breach Portal, IT/hacker incidents accounted for just 9 percent of all
breaches in 2011. In 2016, IT/hacking more than tripled to 33 percent of total
breaches.

According to the Breach Portal, IT/hacker incidents
accounted for just 9 percent of all breaches in 2011.
In 2016, IT/hacking more than tripled to 33 percent
of total breaches.
OCR regulates health care security under the HIPAA, the Health Insurance
Portability and Accountability Act. OCR can impose stiff fines on health
care organizations that fail to comply with its rules — the biggest of 2016 hit
$5.55 million6 — further complicating the IT cost picture.
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In an interview with HealthITSecurity.com, compliance expert Anna Spencer
advised health care leaders to become more familiar with HIPAA audit
protocols, “which offer a great window into the types of documentation and
activities OCR expects to see when it assesses compliance with HIPAA.”7
Spencer noted the OCR puts a priority on being able to see:
•

Specific IT policies and in-depth risk assessments

•

Evidence of security activities including screen shots and meeting minutes

•

Reports on risks to electronic personal health records

•

Reports on system vulnerabilities delivered to management and IT
personnel

Experts agree that health care
companies which thoroughly document
their response to cyber threats —
particularly their risk assessments —
will stand a better chance of passing an
HIPAA audit8.
Health care leaders need to keep in

“There are better, more
robust frameworks
that focus much more
on battening down the
hatches to where your
data is truly safe.”

mind, however, that satisfying HIPAA
regulators is not nearly enough to keep

Ryan Witt, Cyber security consultant

critical apps secure.
“HIPAA compliance is good for making sure you've got your backside
covered, but it's not good in terms of mapping onto and safeguarding your
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data,” Witt says. “There are better, more robust frameworks that focus much
more on battening down the hatches to where your data is truly safe.”
Witt says cybersecurity frameworks developed by the National Institute
of Standards and Technology and the Health Information Trust Alliance
provide much more robust security guidance.
The challenge is that health care companies can think they’re doing
everything right and still suffer costly hacks if they overlook vulnerabilities in
their web apps.
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3
Addressing vulnerabilities in
health care applications

C

yber security consultant Witt senses deep anxiety among chief
information security officers these days. “I've had more than one
CISO say to me, very recently, ‘It's going to get worse before it

gets really worse in health care.’ ”
The SamSam exploit illustrates why they are
uneasy. Hackers used a testing tool for the
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“The SamSam exploit has absolutely no user input whatsoever,” Jeannie
Warner of WhiteHat Security says. “There is no social engineering. It was not
at first detected via antivirus, and some versions still are not. It's basically a
pure-play server attack.”
Firewalls couldn’t catch the hack because the hacker’s network packets
looked like everybody else’s and targeted something unusual, Warner
says. The hack did not use phishing to get people to give up their log-in
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credentials. It did not create network-traffic anomalies that intrusion detection
software would catch.
The essence of app-security vulnerability is this: Somewhere in the
development of an application, somebody forgets to apply proper security
controls and keep all their tools up to date.
“Web-based applications, including mobile apps, are particularly
vulnerable because application developers are typically not security
experts,” IDC Health Insights said in a 2016 report9. “Furthermore,
development teams are under significant pressure to release code quickly

“Web-based applications,
including mobile apps, are
particularly vulnerable
because application
developers are typically
not security experts.”

to meet aggressive deadlines, leaving little time for building in security in
the first place and testing the code adequately for security vulnerabilities.”
Health care IT leaders understand the risks facing their industry, but it’s
taking them a while to come to grips with application security vulnerabilities.
A 2016 survey of health care IT professionals by SANS found that app
security came in last in a list of 13 key security priorities10. The top three
priorities are addressing new threats like zero-day attacks, protecting
integrity of patient data and securing supporting infrastructure.

IDC Health Insights

Insecure apps undermine all these priorities — and many more.
Of course it’s easy to say “Everybody make your apps more secure.”
Getting it done is much more problematic. A 2016 Ponemon Institute survey
of IT and IT security pros found that roughly two-thirds of respondents
said that application-layer attacks are harder to detect and more difficult to
contain than network attacks11.
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So, what to do next? Warner and Witt recommend the following to health
care providers who want to make their apps more secure:
•

When developing internal apps, build security into the development
process. This costs a bit more in the short run but it can save a fortune in
the long run.

•

Have a third party scan your apps for potential vulnerabilities and fix
them as soon as possible.

•

Consider implementing a web application firewall.

•

Monitor the security of your mobile and third-party apps and upgrade/
patch as soon as possible.

•

Make sure somebody is accountable for the security of web
applications.

•

Adopt the best practices of OWASP, the Open Web Application
Security Project12.

•

“Security is kind of
like the bedrock
foundation of enabling
the transformational
agenda in health care.”

Lobby your organization’s board of directors to commit more
resources to cyber security.

Ryan Witt, Cyber security consultant

Witt notes that transforming the industry hinges on people trusting their
doctors and the companies they work for. “Security is kind of like the
bedrock foundation of enabling the transformational agenda in health care.”
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CONCLUSION
Confronting the risks in
health care apps

N

etworked applications are the crucial link in innovative new technologies
that will help us live longer and control health costs. Yet they will also be
the weak link if they’re vulnerable to malicious attackers.

Health care providers that make the right short-term investments in app
security will enjoy countless long-term dividends. Their patients’ vital data
will stay secure and their financial prospects will be much stronger because
they’re reducing the risk of expensive fines and embarrassing breaches.
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WhiteHat Security combines advanced technology with the expertise
of its global Threat Research Center team to deliver application
security solutions that reduce risk, reduce cost and accelerate the
deployment of *secure* applications and web sites. The company’s
flagship product, WhiteHat Sentinel, provides dynamic, static and
mobile application security testing.
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