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State governments say kill switches can thwart thieves — 

but not everyone agrees 

 

It happened to 22-year-old teaching assistant Sarah Reed last 

Thanksgiving. 
 

Reed was on a Hong Kong subway when she used her 
smartphone to find directions to a restaurant. By the time she got 
there, her jacket pocket was open and her smartphone was gone. 

 
For 23-year-old writer Abby Carney, it was at a café. A 
panhandler used a newspaper to discreetly swipe her iPhone 
from the table. 

 
“It wasn’t until two or three minutes later I realized my phone was 
missing,” she says. 



 
Carney and Reed are among millions of Americans who have 
experienced smartphone theft. According to Consumer Reports, 
smartphone theft is on the rise: 3.1 million Americans had 
smartphones stolen last year, up from 1.6 million in 2012. 

 
These thefts are so rampant that some states have enacted 
legislation to protect consumers. This year, both Minnesota and 
California  passed laws that, beginning in July 2015, will require all 
smartphone manufacturers to incorporate an anti-theft feature 
called a kill switch into their phones. California’s law also 
mandates the automatic activation of kill switches on every new 
smartphone. The feature will allow consumers to remotely disable 
their devices if they are lost or stolen. Advocates say these laws 
protect consumers’ personal data and could curb the increasing 
number of violent cell phone thefts across the country (about 40 
percent of all US robberies now involve a mobile phone). Others 
say state legislation isn’t necessary because smartphone 
companies already have voluntarily agreed to create anti-theft 
tools. 

 
In April, CTIA-The Wireless Association announced that Apple, 
Samsung, AT&T and others had committed to making 
smartphone anti-theft tools available for download or to 
automatically incorporate them into phones. CTIA says these 
efforts provide adequate consumer protection. 

 
“If technology mandates are imposed on a state-by-state basis, 
the uniformity is threatened since the wireless industry, which 
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manufactures and distributes smartphones nationally, does so to 
provide security and choice regardless of where consumers live, 
purchase or use their smartphones,” CTIA’s vice president of 
external and state affairs Jamie Hastings said in a statement to 
The Open Standard . “State-by-state technology mandates stifle 
innovation to the ultimate detriment to the consumer.” 

 
Though many smartphones have GPS tracking — the “Find My 
iPhone” app, for example — security experts say some 
consumers do not activate the technology or aren’t even aware of 
it, and that’s why kill switch legislation is necessary. Sometimes 
“government intervention can be the catalyst for security 
invention,” said McAfee online security expert Robert Siciliano. 

 
“When companies are not required to do it, then they don’t,” 
Siciliano explained. “When government devises legislation, that’s 
when they act.” 

 
“There’s a lot of financial loss when a phone is stolen,” he added. 
“There’s the potential for data breaches, identity theft, negative 
online reputation and physical violence. Anything that would make 
a stolen phone useless to a thief is a good thing.” 

 
Samir Gupte, a senior product manager for Lookout, a mobile 
security company that creates applications for consumers and 
companies to protect their devices from theft, loss and security 
threats, said it’s good that government agencies are raising 
awareness about smartphone theft prevention. However, he 
noted kill switch laws can only do so much. 



 
“There’s a lot of talk about kill switches being the silver bullet 
solution,” Gupte said. “We really don’t think there’s a single silver 
bullet solution to this problem. There needs to be something that 
involves all the major parties in manufacturing and selling a 
phone, and it needs to be something that doesn’t get in the way of 
users. A well-designed solution that is actually adopted in the 
market is going to require all these different parties working 
together. ” 

 
For consumers who have experienced smartphone theft, the best 
option may be a combination of consumer precaution and 
technology. Rachel Bryant, a 43-year-old construction worker in 
Lexington, Ky. whose phone was stolen when she was mugged at 
knifepoint nearly a year and half ago, says though she didn’t 
experience identity theft after the incident, a kill switch could 
disincentivized thieves from committing these crimes. 

 
“If the kill switch turns the phone into a paper weight that will 
never work again no matter what they do, it may deter theft to a 
degree,” she said.  

 
 

 
 

 
 

 

 



 

 

    
 


