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Introduction 

In the digital and mobile age, the way we operate our 
businesses incessantly changes at a previously unimaginable 
pace - and corporate security is obligated to keep up. We live 
in a world of numerous risks and perennially evolving 
threats, ranging from hacker attacks to workplace violence 
to constantly changing compliance regulations. 

While many of these dangers are so volatile that it's 
impossible to prepare for them, others are known trends 
that savvier corporate leaders know how to defend. Vigilant 
contingency planning is critical – not only to safeguard 
against emerging or pervasive threats, but also to ensure 
business continuity when disaster strikes. 

Below are five threats, all significant in potency and 
prevalence, which you need to consider to better protect 
your company in 2015. Read on to gain insight into the 
nature of each one and the best ways to make sure your 
company remains unscathed. 



 
Mobile Device Threats 

As empowering as smartphones and tablets are, the 
proliferation of personal mobile devices in the workplace 
translates to major potential corporate liability. 

The use of personal devices for work serves many purposes. 
First, since employees are already comfortable with their 
personal devices and integrate them seamlessly with their 
non-work lives, having the option to connect to work-related 
tech resources adds to both productivity and the feeling of 
freedom. Moreover, when team members use their gadgets 
for work, corporate hardware budgets gain breathing room, 
often leading the C-Suite to view BYOD ("bring your own 
device") policies as a solid win-win. 

But improperly monitored mobile devices in the workplace 
can result in data loss, regulatory compliance violations and 



security breaches. Prior to the BYOD trend, IT departments 
formatted, distributed, supported and serviced all devices. 
That spelled uncompromised control and risk mitigation. 
Today, however, a whole host of devices from various 
locations, servers, operating systems and security settings 
are being thrown into the mix, opening companies up to 
menacing security risks. 

Expert Advice on Mobile Threats 

Addressing security for your team's many disparate 
mobile devices starts with a thorough security risk 
assessment. This methodical process enables experts 
to identify the most significant potential threats and 
expose weak points in the data exchanges involved. 

Implementing mobile security and encryption 
solutions, creating comprehensive policies for best 
practices surrounding mobile device use, monitoring 
use and developing security awareness programs to 
educate employees are critical subsequent measures.



Inconsistent Security Standards 

Due to the pressures of financial performance expectations, 
today's enterprises are party to frequent mergers and 
acquisitions, resulting in the need for new umbrella entities 
overseeing multiple facilities. 

Often times this results in each 
formerly independent subsidiary 
maintaining its own preexisting, 
formerly distinct, security 
infrastructure and standards, 
resulting in potential liability 
exposure and operational 
inefficiencies. 

Similar issues can arise when companies grow rapidly, 
opening new offices that operate independently for different 
business units and operational teams. With so many moving 
parts, the potential for weak points in the growing 
company's overarching security plan can grow as well, and 
maintaining uniform standards can become a major 
challenge. 
 



Expert Advice on Security Standards 

Documentation and unanimous buy-in are the keys 
to security consistency. Cultivating consensus on 
security issues should be part of the fabric of your 
company's culture. When everyone is on the same 
page theoretically, the security process can run as 
smoothly as any other operational procedure. 

If you’re potentially facing a merger in the months 
ahead, it’s critical to minimize risk by getting your 
house in order first. Double check that your pre-
merger environment adopts and implements 
consistent security standards and systems across the 
entire current portfolio of units and facilities. 
Managing this process now will not only improve 
your existing security posture but will also reduce 
the complexity of the inevitable post-merger 
integration. Once the initial standardization process 
is complete, even if the company’s holdings double 
or triple, there will be a pervasive, understood 
standard in place to which the newly acquired 
entities must adapt. 

Security standards that are well documented and 
monitored can be easily reviewed, updated, and 
reconciled with any incoming entities’ policies, 
minimizing oversights and reducing risk. subsequent 
measures.



Physical Security Hazards 

Given the understandable buzz surrounding cyber security 
issues over the last ten years, many enterprises are 
assigning so much security responsibility to their IT 
departments that physical security becomes dangerously 
neglected. Unfortunately, incidents of workplace violence 
are no longer unusual. Although huge strides have been 
made to combat this problem, corporate efforts are often 
over-dependent on automated video surveillance and access 
control systems. 

However, strictly technology-based solutions have their 
weaknesses. Your IT department has never been involved 
with physical security before, so these digital systems are 
commonly deployed with dangerously absent 
comprehensive security strategies, landing squarely in the 
laps of an under-qualified department. Today's risks call for 
a more holistic form of security management, overseen by 
experts in protecting your facilities and data assets from all 
types of  threats. 



Expert Advice on Physical Security 

While information security is a crucial component of 
your security program, it is by no means the only 
element that requires attention. 

An effective security program needs to encompass all 
aspects of risk management – including physical 
security, loss prevention, investigations, fraud 
prevention, emergency management, business 
continuity, and regulatory compliance. 

Having a single point of contact for all security 
functions surely helps create a more comprehensive 
security business plan. But this single point of contact 
must collaborate with both internal and external 
subject matter experts creating a cohesive security 
organization with one strategic mission.



    

Cyber Threats 

Internet-based security breaches are common and potent. 
The FBI found over two million cases of embedded malicious 
software in 2012 alone, both in the form of malware 
(software whose only purpose is to damage or perform 
unwanted actions) and botnets (networks of computers 
commandeered remotely by a cyber attacker). Hackers are 
becoming increasingly sophisticated too, developing harmful 
scripts that can be unwittingly installed when an employee 
accesses a seemingly innocuous website, opens an everyday 
email attachment or plugs in an infected USB device. 

Historically, corporate data was housed securely on in-house 
servers which were controlled by dedicated in-house staff 
reporting directly to a CTO or CIO. Today, however, thanks to 
the adoption of cloud-based servers and the rise of the 
remote work force, data needs to travel across continents 
and connection points. Today's in-house IT teams are 
expected to grant access to a myriad of employee devices 
from an endless number of locations, servers, and operating 
systems, all without compromising security – a tall order 
indeed. 



Expert Advice on Cyber Threats 

Ensuring simultaneous security and accessibility is 
the challenge. In addition to firewalls and anti-
malware software, a comprehensive employee cyber 
security awareness program is one of the most 
effective means of corporate data protection. When 
properly trained, employees can become key assets 
for preventing, identifying, and reporting suspicious 
activity. 

Protecting your company online begins with 
ensuring your employees’ preparedness in keeping 
your networks and devices secure. First, establish 
clear and actionable guidelines detailing which 
programs and applications employees can install on 
all devices used to connect to your network and 
servers. Next, deploy effective password 
management knowledge and tools. Combining 
effective training programs with vigilant 
standardization and oversight will ensure you'll be in 
good shape.



 
Lack of Compliance 

Your company's security solutions need to comply with the 
standards of any number of regulatory bodies, which can 
include both trade groups and governments. Governmental 
compliance is important to your continuing operations in 
your firm's home turf, but even more so as you expand into 
new regions. 

Conducting business overseas, however, is often 
dramatically different from doing business in the US. There 
are numerous risks that must be addressed, ranging from 
compliance with the Foreign Corrupt Practices Act to 



taxation and reporting. While it may seem straightforward to 
research and establish compliance programs for each 
location, many companies are reluctant (or simply too low 
on resources) to do so effectively. De-prioritizing 
international governmental and legal compliance, however, 
can be extremely dangerous, as it can lead to fines or even 
forced closure. 

Depending on your industry, regulatory compliance can also 
make for significant bureaucracy and paperwork, even 
within US borders. The Food and Drug Administration 
recently updated its supply chain security requirements, 
prompting many companies to drastically revamp their 
policies. The North American Electric Reliability Corporation 
(NERC), a nonprofit international regulatory authority, is 
currently in the process of rolling out a new set of physical 
security requirements for the utilities industry. These include 
a new critical infrastructure protection (CIP) standard for 
security. Compliance in nearly every industry is constantly 
evolving, and the stakes are too high to ignore. 
 

De-prioritizing international 
governmental and legal 
compliance can be extremely 
dangerous, as it can lead to fines 
or even forced closure.

“



Expert Advice on Compliance 

The most effective method of addressing your 
company's regulatory compliance needs is to 
undergo a thorough risk assessment. Depending on 
your current and intended expansion locations, risks 
can extend way beyond rejected approval 
applications and penalties at the hands of regulatory 
bodies. Don't fall into the trap of thinking that 
compliance standards are ends unto themselves – 
they're merely sets of measures designed by 
authorities to actually ensure safety. Lack of 
compliance means more opportunities for criminal 
activity, terrorist threats, cyber security threats, 
espionage, fraud, export violations, drug trafficking, 
bribery, tax evasion, forgeries, extortion and other 
activities that can be disruptive and expensive to say 
the least. 

Physical security in especially volatile locales may call 
for measures like enforced "stand-off distances," 
facility fortification and high levels of screening, 
monitoring, and access control. Becoming 
knowledgeable about the specific risks and assessing 
the true cost of dealing with those risks is simply 
good business practice. In addition, it’s paramount to 
partner with a trusted regulatory compliance expert 
for your industry. As regulations evolve and new 
standards are instituted, you need to stay informed 
and agile enough to adapt and remain compliant.



Maintaining Security in an  
Era of Growing Risks 

Security plays a fundamental role in any modern 
enterprise's business vision, and as such, security 
considerations and risk mitigation solutions need to be 
integrated into all strategic business decisions and 
operations. 

It is essential that your company’s comprehensive security 
program commands top-down sponsorship starting with the 
CEO. The wide scope of security concerns calls for a single 
vision and a dedicated body charged with administering the 
plan. Enterprises that successfully leverage third-party 
experts as well as in-house professionals to systematize 
security operations are those that are most likely to flourish 
despite the threats we all face. 



Talk to a Subject Matter Expert 

Speak with your trusted advisors at Securadyne to 
discover the best ways to protect your enterprise and 
drive business productivity through security solutions. 
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