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Increased cybercrime is an unfortunate side effect in the global fight against 

COVID-19. As families and companies seek information and adapt to new forms of 

communication, criminals are seeing new opportunities. Wealth managers are in the 

frontlines of this battle, working to protect client information and assets. Here we 

interview Kate Mulvany, a Partner and Wealth & Fiduciary Advisor at Evercore Wealth 

Management, and Elsa Ferreira, Chief Information Security Officer at Evercore. 

Cyber Smart

Questions & Answers in 
Practicing Self-Defense
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Q: Cybersecurity is a major focus across Evercore and the firm 
has allocated substantial resources to this fight. At this point 
in the pandemic, how are you seeing cybercriminals trying to 
exploit companies and individuals? 

Elsa: It’s certainly a challenging time, and we are marshaling 
significant resources to defend our firm and our clients. We 
know that criminals are increasingly preying on decentralized 
workforces, and on people’s fears associated with COVID-19. 
Phishing emails claiming to provide useful information 
about the virus are on the rise. These malicious emails often 
impersonate regional health organizations and/or pretend to 
provide up-to-date virus statistics, news or testing updates. 

Kate: We are seeing evidence of these increased attempts at 
Evercore Wealth Management and Evercore Trust Company 
too. We are well aware that wealth managers are obvious 
targets, and we are fortunate to be part of a firm with powerful 
resources. 

Q: What is the real purpose of these attacks?

Elsa: The goal of these phishing campaigns is to copy 
passwords and install malware to steal money and personal 
and professional information.

Q: Can you provide a recent wealth management example?

Kate: Sure. Earlier this month I received a client email 
notifying me that they were sending me a Google document. 
As I was not expecting any document from that client and the 
notice seemed odd, I immediately forwarded the email to our 
IT team, which was able to confirm that the client had in fact 
been hacked, and provided the client with specific instructions 
to minimize any financial impact. Next steps were to meet 
with the client (by phone) to establish new procedures around 
money movement requests and general communications. 

Our policies and procedures are regularly tested and reviewed 
and have stood our clients in good stead. We are able to safely 
facilitate money movement for our clients on a daily basis, 
while only accepting instructions to move funds to a verified 
account on file. Instructions are verified verbally. Additionally, 
any payments to third parties (attorney escrow accounts for 
home/business transactions, auto dealers, third-party tuition 
services, and so on) are verified with both the client and with 
the third party.

Q: What is your advice to clients to protect their companies and 
themselves from cybercrime during this pandemic?

Elsa: It is essential to remain vigilant in your use of email, 
and to be cautious of any emails aiming to provide you with 
information on COVID-19. If you are seeking updates on the 
spread of the pandemic or related news, it is best to navigate 
directly to a trusted website. Also, be aware of phishing emails. 
Ask yourself if you were expecting the message and know the 
sender, and if the content and link make sense. Do not share 
passwords through email. Only visit reputable websites. And 
keep in mind that cyberscammers don’t limit themselves to 
your PC, they aim for your mobile device too. 

Kate: If you have any concerns, please don’t hesitate to 
contact your advisors.
 

Kate Mulvany is a Partner and Wealth & Fiduciary Advisor at Evercore 

Wealth Management. She can be contacted at mulvany@evercore.com.  

 

Evercore Wealth Management is hosting a client webinar  

on April 1 at 3pm ET with Kate Mulvany, Elsa Ferreira and  

Bart McDonough, the CEO and Founder of Agio, a hybrid  

managed IT and cybersecurity services provider to financial 

services companies.
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Evercore Wealth Management, LLC (“EWM”) is an investment adviser registered with the U.S. Securities and Exchange Commission under the Investment Advisers 
Act of 1940. EWM prepared this material for informational purposes only and should not be viewed as advice or recommendations with respect to asset allocation 
or any particular investment. It is not our intention to state or imply in any manner that past results are an indication of future performance. Future results cannot be 
guaranteed and a loss of principal may occur. This material does not constitute financial, investment, accounting, tax or legal advice. It does not constitute an offer 
to buy or sell or a solicitation of any offer to buy or sell any security/instrument, or to participate in any trading strategy. The securities/instruments discussed in 
this material may not be suitable for all investors. The appropriateness of a particular investment or strategy will depend on an investor’s individual circumstances 
and objectives. Specific needs of a client must be reviewed and assessed before determining the proper investment objective and asset allocation, which may be 
adjusted to market circumstances. EWM may make investment decisions for its clients that are different from or inconsistent with the analysis in this report. EWM 
clients may invest in categories of securities or other instruments not covered in this report. Descriptions provided in this material are not substitutes for disclosure 
in offering documents for particular investment products. Any specific holdings discussed do not represent all of the securities purchased, sold or recommended 
by EWM, and the reader should not assume that investments in the companies identified and discussed were or will be profitable. Upon request, we will furnish a 
list of all securities recommended to clients during the past year. Performance results for individual accounts may vary due to the timing of investments, additions/
withdrawals, length of relationship, and size of positions, among other reasons. Prospective investors should perform their own investigation and evaluation of 
investment options, should ask EWM for additional information if needed, and should consult their own attorney and other advisors. Indices are unmanaged and do 
not reflect fees or transaction expenses. You cannot invest directly in an index. References to benchmarks or indices are provided for information only. The securities 
discussed herein were holdings during the quarter. They will not always be the highest performing securities in the portfolio, but rather will have some characteristic 
of significance relevant to the article (e.g., reported news or event, a new contract, acquisition/divestiture, financing/refinancing, revenue or earnings, changes to 
management, change in relative valuation, plant strike, product recall, court ruling). EWM obtained this information from multiple sources believed to be reliable 
as of the date of publication; EWM, however, makes no representations as to the accuracy or completeness of such third party information. Unless otherwise noted, 
any recommendations, opinions and analysis herein reflect our judgment at the date of this report and are subject to change. EWM has no obligation to update, 
modify or amend this information or to otherwise notify a reader thereof in the event that any such information becomes outdated, inaccurate, or incomplete. 
EWM’s Privacy Policy is available upon request. EWM is compensated for the investment advisory services it provides, generally based on a percentage of assets 
under management. In addition to the investment management fees charged, clients may be responsible for additional expenses, such as brokerage fees, custody 
fees, and fees and expenses charged by third-party mutual funds, pooled investment vehicles, and third-party managers that may be recommended to clients. A 
complete description of EWM’s advisory fees is available in Part 2A of EWM’s Form ADV. Trust and custody services are provided by Evercore Trust Company, N.A., 
a national trust bank regulated by the Office of the Comptroller of the Currency and an affiliate of EWM. The use of any word or phrase contained herein that could 
be considered superlative is not intended to imply that EWM is the only firm capable of providing adequate advisory services. This document is prepared for the use 
of EWM clients and prospective clients and may not be redistributed, retransmitted or disclosed, in whole or in part, or in any form or manner, without the express 
written consent of EWM. This document includes projections or other forward-looking statements regarding future events, targets, intentions or expectations. Due 
to various risks and uncertainties, actual events or results may differ materially from those reflected or contemplated in such forward-looking statements. There is 
no guarantee that projected returns or risk assumptions will be realized or that an investment strategy will be successful.

EWM and its affiliates engage in a wide range of activities for their own account, and for their clients and the accounts of their clients, including corporate finance, 
mergers and acquisitions, equity sales, trading and research, private equity, and asset management and related activities. The observations and views expressed 
herein have been prepared by the individual author and, unless otherwise specifically stated, are solely those of the individual author and not EWM or any of its 
affiliates or any of their respective personnel. Other professionals of EWM and its affiliates may provide oral or written advice, services, market commentary, 
trading strategies and other material to clients that reflect observations and views that are contrary to those expressed herein. The author of this material may have 
discussed the information contained herein with others within or outside EWM and the author, EWM and/or such other persons may have already acted on the basis 
of this information (including by communicating the information contained herein to other customers of EWM and its affiliates).
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