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CHALLENGES OF EMBEDDED 
SOFTWARE DEVELOPMENT

0

- "Getting off the ground"
- Handling concurrency
- "Spaghetti code"
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HOBBYIST'S PERSPECTIVE
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PROFESSIONAL DEVELOPER'S PERSPECTIVE
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// main.cpp - Main loop for Arduino sketches...
#include <Arduino.h>
. . .
int main(void)
{
    . . .
    setup();
    . . .
    for (;;) { // for-ever
        . . .
        loop();
        . . .
    }
} 
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"SUPERLOOP"



  

// main.cpp - Main loop for Arduino sketches...
#include <Arduino.h>
. . .
int main(void)
{
    . . .
    setup();
    . . .
    for (;;) { // for-ever
        . . .
        loop();
        . . .
    }
} 
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EXTENSIBILITY OF "SUPERLOOP"
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RTOS: MULTIPLE "SUPERLOOPS"

RTOS
Kernel

Thread
Thread

ThreadThread

while (1) {
    ~ ~ ~
}

while (1) {
    ~ ~ ~
}

while (1) {
    ~ ~ ~
}

while (1) {
    ~ ~ ~
}

CPU

RTOS Kernel:
Software that extends the basic 
"superloop" architecture by allowing 
you to run multiple "superloops" 
(called Threads  or Tasks) on a single 
CPU.

Multithreading (Multitasking):
Create an illusion that each such 
Thread has the whole CPU all to 
itself by frequently switching the 
CPU context from one Thread to 
another. 



  

©  M i r o  S a m e k 12 EmbeddedOnlineConference.com

RTOS: BLINK & BUTTON EXAMPLE

LED-0LED-1BUTTON

ARM
Cortex-M4



  

©  M i r o  S a m e k 13 EmbeddedOnlineConference.com

RTOS: BLINK & BUTTON EXAMPLE
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THREAD BLOCKING

Cortex-M ISR stack frame
(R0-R3, R12, LR, PC, SR)

button_thread stack frame

Cortex-M ISR stack frame
(R0-R3, R12, LR, PC, SR)
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RTOS BENEFITS

1. Enable composability of sequentially programmed components
Sidesteps the unresponsiveness of the simple wait-respond paradigm 
by allowing multiple "superloops" in a single program

2. More effi cient CPU use
Threads that are effi ciently blocked  don't consume CPU cycles.
When all threads are blocked, idle thread can put the system into low-
power mode

3. Threads can be decoupled in the time domain
Under a preemptive, priority-based scheduler, changes in low-priority 
threads have no impact on the timing of high-priority threads
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PERILS OF BLOCKING

Deadlock

Priority
inversion

Missed
deadlines

Starvation

Unresponsive
threads Architectural

decay

Failure

Blocking
Mutual

Exclusion

Shared-state
 concurrency

Race
conditions

Synchronization
by blocking

More
threads
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Operating Systems

1960's
time

  Object-Oriented Programming

  RTOS (shared state concurrency)

VRTX RTOS

1970's 1980's 1990's 2000's 2010's1950's

Programming Languages

Smalltalk’80

Simula’67

Programming Paradigms

  Event-Driven Programming

Apollo Guidance
Computer

Apple Macintosh (GUI)

Xerox
PARC

C++

Windows 3.1

 ROOM   UML

Traditional
Embedded
Programming

C

“TRADITIONAL”

Harel Statecharts

NOW

“MODERN”

RMA

Modern
Embedded
Programming

HISTORICAL PERSPECTIVE – 
  "MODERN" vs "TRADITIONAL"
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-  Sel ic,  Gullekson,  Ward "R eal-Time Object-Oriented Modeling" "
-  K alinsky “Messages for  I ntertask Communication”
-  Cummings “Managing Concurrency in Complex Embedded Systems”
-  SCI OPTA “Message-Based RTOS”

EXPERTS ON CONCURRENCY –
  "MODERN" APPROACHES
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BEST PRACTICES OF CONCURRENCY (*)

1. Keep data isolated, private and bound to threads:
● Don't share  data or resources among threads

2. Communicate among threads via asynchronous events:
● Let the threads run independently without blocking  on each other 

3. Organize your threads around "message pumps"
● Restrict blocking  to a single place in the thread "superloop"

(*) Herb Sutter  “Prefer Using Active Objects Instead of Naked Threads”
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EVENT LOOP ("MESSAGE PUMP")

void thread(void *pvParameters) {  // FreeRTOS thread
   ActiveObject *me = (ActiveObject *)pvParameters;

   for (;;) {   // for-ever "superloop"
       Event e; // event object ("message")

       // wait for any event and receive it into object 'e'
       xQueueReceive(me->queue, &e, portMAX_DELAY); // BLOCKING!

       // dispatch object 'e' to the active object 'me'
       ActiveObject_dispatch(me, &e); // NO BLOCKING!
   }
}
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"ACTIVE OBJECT" DESIGN PATTERN

● Active Object =
     private-data + private-thread + private-queue

● The only way to communicate with an AO:
  asynchronous event posting to its queue

● Events are processed to completion on the
private thread

● No need for mutual exclusion

● The strictest form of OOP
● Higher-level of abstraction above the "naked" RTOS
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FROM "ACTORS" TO "ACTIVE OBJECTS"

● Not a novelty: can be traced back to Carl Hewitt's "Actors" (1970's)

● Real-Time Object Oriented Modeling (ROOM, 1994)
● "ROOM Actors" for real-time embedded systems
● Hierarchical state machines for internal behavior

● UML Active Objects / Active Classes
(UML-RT "Capsules")
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ACTIVE OBJECTS WITH RTOS, STEP 1
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ACTIVE OBJECTS WITH RTOS, STEP 2
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ACTIVE OBJECTS WITH RTOS, STEP 3
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SEQUENTIAL  EVENT-DRIVEN PARADIGM SHIFT→

BLOCKINGBLOCKING

SEQUENTIALSEQUENTIAL
PROGRAMMINGPROGRAMMING

EVENT-DRIVENEVENT-DRIVEN
PROGRAMMINGPROGRAMMING

NONO
BLOCKINGBLOCKING
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BLOCKINGBLOCKING

SEQUENTIALSEQUENTIAL
PROGRAMMINGPROGRAMMING

EVENT-DRIVENEVENT-DRIVEN
PROGRAMMINGPROGRAMMING

NONO
BLOCKINGBLOCKING

SEQUENTIAL  EVENT-DRIVEN PARADIGM SHIFT→



  

Hard-coded sequence of events
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PROS AND CONS OF SEQUENTIAL PROGRAMMING

 
  BSP_led0_on();
  vTaskDelay(...);
  BSP_led0_off();
  vTaskDelay(...);

30

Problem:
Most real-life systems must handle MULTIPLE event sequences

Easy to handle the context  
between events

Unresponsive to new events 

Hard to handle 
multiple event sequences

Requires RTOS for composability
 



  

Any sequence of eventsswitch (e->sig) {
    case INIT_SIG:
        . . .
        break;
    case TIMEOUT_SIG:
        . . .
        break;
    case BUTTON_PRESSED_SIG:
        . . .
        break;
    case BUTTON_RELEASED_SIG:
        . . .
        break;
}
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PROS AND CONS OF EVENT-DRIVEN PROGRAMMING

31

Easy to handle multiple
sequences of events

Responsive to all events

Hard to handle the context
between events

Requires event-driven
infrastructure (framework)
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REAL-TIME OPERATING SYSTEM (RTOS) vs.
REAL-TIME EMBEDDED FRAMEWORK (RTEF)

32

RTOS RTEF

Sequential   ->   Event-driven

semaphores

message-queues

threads

event-fl ags

mutexes

time-delays
events

active-objects

memory-pools

time-events

event-pools

publish-subscribe

state-machinesmailboxes
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MEMORY FOOTPRINTS of RTOS vs. RTEF

33

RTEF

RTEFs
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THE CHALLENGE OF EVENT-DRIVEN PROGRAMMING 

switch (e->sig) {

    case TIMEOUT_SIG: {

        if (!me->isLedOn) {

            BSP_led0_on();

            me->isLedOn = true;

            TimeEvent_arm(...);

        }

        else {  /* LED is on */

            BSP_led0_off();

            me->isLedOn = false;

            TimeEvent_arm(...);

        }

        break;

    }

for (;;) {
    BSP_led0_on();
    vTaskDelay(...);
    BSP_led0_off();
    vTaskDelay(...);

}

Proper reaction to an event depends not just on the event signal  , 
but also on the history of past events . 

Sequential Event-driven
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VISUAL BASIC CALCULATOR "SPAGHETTI CODE" EXAMPLE
Dim Op1, Op2                ' Previously input operand.

Dim DecimalFlag As Integer  ' Decimal point present yet?

Dim NumOps As Integer       ' Number of operands.

Dim LastInput               ' Indicate type of last keypress event.

Dim OpFlag                  ' Indicate pending operation.

Dim TempReadout

... 

Private Sub Operator_Click(Index As Integer)

    TempReadout = Readout

    If LastInput = "NUMS" Then

        NumOps = NumOps + 1

    End If

    Select Case NumOps

        Case 0

        If Operator(Index).Caption = "-" And LastInput <> "NEG" Then

            Readout = "-" & Readout

            LastInput = "NEG"

        End If ...Problem :
Improvised way of recording event history with various fl ags and 
variables… Too much of disorganized & redundant information!
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THE RELEVANT HISTORY
AND SYSTEM "STATE"

● "Relevant history" is only what 
infl uences the future behavior 

● Events don't contribute equally to 
the relevant history

"State" of a system is an equivalence 
class of past histories of a system, 
all of which are equivalent in the 
sense that the future behavior of the 
system given any of these past 
histories will be identical.

37 EmbeddedOnlineConference.com

a g p s g n 
 d v x z p 
m q w u

SHIFT_PRESSED

SHIFT_RELEASED

A G P S G N 
 D V X Z P 
M Q W U
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STATE MACHINE

"State Machine" is a set of all states 
(equivalence class of past histories 
of a system) plus the rules for 
changing from one state to another 
(state transitions)

state

transition
initial

transition

internal
transition

normal shifted

SHIFT_PRESSED

C_KEY / lower_case('c')

A_KEY / lower_case('a')

B_KEY / lower_case('b')

. . . / lower_case('...')
SHIFT_RELEASED

C_KEY / upper_case('C')

A_KEY / upper_case('A')

B_KEY / upper_case('B')

. . . / upper_case('...')
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off

e /
  BSP_led0_off();
  QTimeEvt_armX(&me->te,
      (BSP_TICKS_PER_SEC * 4U) / 5U, 0U);

on

e /
  BSP_led0_on();
  QTimeEvt_armX(&me->te,
      BSP_TICKS_PER_SEC / 5U, 0U);

TIMEOUT

BUTTON_PRESSED /
  BSP_led1_on();

BUTTON_RELEASED /
  BSP_led1_off();

TIMEOUT

BUTTON_PRESSED /
  BSP_led1_on();

BUTTON_RELEASED /
  BSP_led1_off();

static QState BlinkyButton_off(BlinkyButton * const me,

                               QEvt const * const e)

{

    QState status;

    switch (e->sig) {

        case Q_ENTRY_SIG: {

            BSP_led0_off();

            QTimeEvt_armX(&me→te,

               (BSP_TICKS_PER_SEC * 4U) / 5U, 0U);

            status = Q_HANDLED();

            break;

        }

        case TIMEOUT_SIG: {

            status = Q_TRAN(&BlinkyButton_on);

            break;

        }

        case BUTTON_PRESSED_SIG: {

            BSP_led1_on();

            status = Q_HANDLED();

            break;

        }

        case BUTTON_RELEASED_SIG: {

            BSP_led1_off();

            status = Q_HANDLED();

            break;

        }

        default: {

            status = Q_SUPER(&QHsm_top);

            break;

        }

    }

    return status;

}

STATE MACHINE EXAMPLE
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HIERARCHICAL STATE MACHINE EXAMPLE

40

active

off

e /
  BSP_led0_off();
  QTimeEvt_armX(&me->te,
      (BSP_TICKS_PER_SEC * 4U) / 5U, 0U);

on

e /
  BSP_led0_on();
  QTimeEvt_armX(&me->te,
      BSP_TICKS_PER_SEC / 5U, 0U);

BUTTON_PRESSED /
  BSP_led1_on();

BUTTON_RELEASED /
  BSP_led1_off();

TIMEOUT

TIMEOUT

off

e /
  BSP_led0_off();
  QTimeEvt_armX(&me->te,
      (BSP_TICKS_PER_SEC * 4U) / 5U, 0U);

on

e /
  BSP_led0_on();
  QTimeEvt_armX(&me->te,
      BSP_TICKS_PER_SEC / 5U, 0U);

TIMEOUT

BUTTON_PRESSED /
  BSP_led1_on();

BUTTON_RELEASED /
  BSP_led1_off();

TIMEOUT

BUTTON_PRESSED /
  BSP_led1_on();

BUTTON_RELEASED /
  BSP_led1_off();
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SUMMARY
●  Superloop" and RTOS are not the only games in town

● Experts on concurrency are weary of blocking and instead of a 
"naked" RTOS use the event-driven Active Object design 
pattern

● Modern hierarchical state machine are ideal for specifying the 
behavior of active objects, without creating "spaghetti code"

● Active objects and state machines raise the level of 
abstraction and provide the right abstractions for applying 
graphical modeling and automatic code generation
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THANK YOU

w w w . e m b e d d e d o n l i n e c o n f e r e n c e . c o m

Questions, comments?                   miro@state-machine.com
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