
Achieving streamlined firmware delivery and increased operational efficiency



● My journey with DevOps

● The benefits of incorporating DevOps in IoT

● Demo: Using GitHub Actions for CI/CD in IoT

● Expanding on the demo for provisioning at scale

● Final thoughts & customer story



● Product Manager at Golioth

● 10+ years software dev

● Previously experience:

- Particle.io (IoT)
- Auth0 / Okta (Developer APIs)
- Mason (Custom Android Devices)
- Cengage Learning (Cloud Infra) 

Product Manager by day 
ChatGPT assisted programmer 

by night

Dylan Swartz



DevOps at Cengage

Goal: Move from physical data center to cloud

Success factors: Org structure - not just 
tools

Strategy: Embed DevOps engineers, encourage 
collaboration, break silos

Result: Reduced release time from 2 weeks to 
minutes

Lesson: Value of DevOps in cloud context

DevOps 
Culture

Collaboration

Trust

Transparency

Change is good

CommunicationNo Blame

Embrace Failure

Accountability



A fleet of devices is like a 
datacenter with intermittent 

power and connectivity



Improved collaboration 
Boosted 
communication 
between teams for 
faster problem-solving



Faster time-to-market 
Streamlined processes 
and automation for 
quicker deployment



Enhanced reliability 
Automated testing and 
continuous integration 
for early error detection



Scalability 
provision and ship out 
more and more devices 
quickly.



● ESP32 with a featherboard 
and Grove sensors

● ESP-IDF with Arduino 
component and Golioth SDK

● GitHub Actions for CI/CD



























Certificate-based 
authentication and automated 

provisioning of devices



● Simplifies registration for numerous 
devices

● Prevents exposure of symmetrical keys

● Easy 3-step implementation:

● Generate self-signed root 
certificate

● Upload root certificate 
public key to Golioth

● Generate device certificates

https://blog.golioth.io/introducing-golioth-certificate-based-authentication/

https://blog.golioth.io/introducing-golioth-certificate-based-authentication/


IoT DevOps in 
Clinical Trials

Company Overview:

● Building devices for clinical drug trials
● Struggling with timelines for delivery

Implemented DevOps methodologies:

● CI/CD and automated provisioning
● Integration with inventory system
● Collaborative effort between devs and operations 

team

Results:

● Increased shipping capacity from 300 to 3,000 
devices per mont



Golioth Dev Tier

50 devices free!

https://console.golioth.io

Getting Started: https://docs.golioth.io

Contact us: devrel@golioth.io

https://docs.golioth.io
mailto:devrel@golioth.io

