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® Developer Relations Lead at Golioth

® 20 years hardware development

® Worked at places like ABB, Samsung,
Supplyframe, Keithley, Hologram

® Recently was a HW and FW consultant.
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Who is this talk for?

e People building early stage loT Hardware

€ Golioth




Who is this talk for?

e Firmware Engineers
e Hardware Engineers
e Cloud/ loT Engineers
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loT Hardware Is Simple

e The functionality is often simple
e Take a reading, send it to the cloud
e Control a physical device from afar
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Putting it all together is
not simple
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Hardware we'll look at towards
the end of the presentation
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Before Rev A
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Lines of Communication

e |[mportant that everyone is on the same page
e Rev A shouldn't be a throwaway

= "We'll just try it and see what happens"

m Rev A choices have long term implications

e All teams should be part of the design review
and planning process
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Goal Setting

e \What are you trying to prove out with Rev A?

e What constraints can be relaxed in the first rev?
® Space
m Cost
= Part selection

e How many revisions are you planning to do?
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Create a test plan for Rev A

The difference between
screwing around and
science is writing it down.

~Adam Savage
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Before Rev A
HW Design Planning
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\

IF YOU SEE

What should you SOMETHING,
- SAY

Iook. for in a HW SOMETHING.
design review? R

SUSPICIOUS ACTIVITY

T0 THEer-222"
&
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Flexibility
e Multiple footprints

e Standardized interfaces (Click, PMOD)
e Configuration options / In-situ measurements
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RESISTORS

nnmg::slsmns
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Visibility

LEDs

Test Points
Screens (even temporary)
Accessible/Extra UARTs
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Accessibility

e Programming Headers
e Large pads to solder to

m Especially on fine pitch or BGA parts
e All unused pins broken out to GPIO
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Clarity of Documentation

e Notations on the schematic
® Clear numbering system
m Clear pin names
m |mages

e Markings on the PCB
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Before Rev A
FW Designh Planning

€ Golioth




Part Choice

G Golioth



RTOS Choice

Golioth



Ecosystem Choice

—

ModusToolbox™

ESP-IDF
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Abstraction Layers
and Peripherals
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Pin Planning

e Once you know what's available to you, it's
important to discuss where and how those
signals will be used.

e Especially for critical buses that might have
signal integrity requirements.

e Finding parts that have re-assignable pins is
great, but make sure you find out which are the
most flexible and which have requirements.
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Before Rev A
Cloud Design Planning
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First and foremost:
Can you send an OTA update?
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Where is your data going?
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How are you going to be able
to access that data?

Golioth



During Rev A
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The goal of testing is to
sgqueeze as much
functionality out of the
revision as possible
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Testing tools

Diskette Drive B @ None serial Port(s) : JFO 2F0
Pri. Master Disk :@ LBA,ATA 100, Z50GB Parallel Port(s) : 370
Pri. Slave Disk : LBA,ATA 100, 250GB DDR at Bank(s) 012
Sec. Master Disk : None
sec. Slave Disk  None

Pri. Master Disk HDD S.H.A.R.T. capability ... Disabled

Pri. Slave Disk HDD S.M.A.R.T. capability ... Disabled

powe r—o n PCI Devices Listing ...
Bus Dev Fun Uendor Device 3SUID SSID Class Device Class IR0}

@ 27 0 8086 2668 1458 A00S ©403 Multimedia Device 5
@ 79 0 8086 2658 1458 2658 OCO3 USB 1.1 Host Cotrlr 9

Sel teSt © 29 1 8086 2659 1458 2659 ©CO03 USB 1.1 Host Cntrlr 11
@ 29 2 8086 2650 1458 2650 ©CO3 USB 1.1 Host Cntrlr 11

© 29 3 8086 265B 1458 2654 ©CO3 USB 1.1 Host Cntrlr 5

© 29 7 8086 265C 1458 5006 ©CO03 USB 1.1 Host Catrlr 9

© 31 2 8086 2651 1458 2651 0101 IDE Cntrlr 14

© 31 3 8086 266A 1458 2Z66A ©COS SMBus Cntrlr 11

1 © 0 10DE 0421 16DE ©479 ©300 Display Cntrlr 5

2 6 0 1283 8212 0000 6000 0180 Mass Storage Cntrlr 10

2 5 0 11AB 4320 1458 EO0® ©200 Network Cntrlr 12

ACPI Controller 9
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& =




Configuration Tools

File Edit View Search Terminal Help

(Top) = Device Drivers
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PRTRIRTRIRIRITLY Zephyr Kernel Configuration
Entropy Drivers --->

New PCI/PCIe Root Complex support ----
PCIe Endpoint support ----

GPIO Drivers --->

Shared interrupt driver ----

SPI hardware bus support

SDHC drivers ----

12C Drivers =--->

I12S bus drivers ----

DAI drivers ----

PWM (Pulse Width Modulation) Drivers ----
Board pinmux driver ----

ADC drivers ----

DAC drivers ----

Watchdog Support ---

Hardware clock controller support --->
Precision Time Protocol Clock driver support
IPM drivers ----

Flash hardware support ----

Sensor Drivers --->

Counter Drivers ----

DMA driver Configuration ----

USB device controller drivers ----

Crypto Drivers ----

Display Drivers ----

LED strip drivers

Wi-Fi Drivers ----

LED drivers ----

RSN RTS8

Space/Enter] Toggle/enter

LOad | ¢ aymbolL 1NToO | Jump TO sSymbol
1 | i - » e ol o I =~ r e - P . A7 . | b = -
1le show-help mode [C] Toggle -name mode |[A] Toggle show-all nde

‘Changing device configuration with
(Zephyr) menuconfig
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Configuration Tools

Managing a Device

o R T reflerence-designdirg... E3 Docs i i Chris Gammell
| Device 85445015172

Quick Access summary Credentials Firmware LightDE State _ightDB Szream Logs Seteir itemote Procedure Call
Show disabled devices:
B Device Settings
Golioth
Sync status: « Insync 12 davs ago
Key Value 3 Level
‘rojects
LCOP_DELAY_S 30 B 0 pevice O
CO2 SENSOR TEMPERATURE OFFSET r Project
3 Dashboard COZ_SENSOR_ALIITUDE 0 [# Project
CO2_SENSOR_ASC_ENABLE t [ Projecl
FM_SENSOR_AUTO_C1FANING_INTERVAL 604800 [ Project
Blueprins
BM_SENSQR_SAMPLES_PER_MEASUREMENT s = (0 Device O

Device Scttings

Monitor
irmware LUnda

Certificates

Outzut Streams

Q Fezdback

Managing device configuration remotely
using Golioth settings service




Troubleshooting methods

Layer architecture [edit]

The recommendation X.200 describes seven layers, labelled 1 to 7. Layer 1 is the lowest layer in this model.

Layer

7 | Application

Presentation

Session

Transport

Network

Data link

Physical

Protocol data
unit (PDU)

Data

Segment,

Datagram

Packet

Frame

Bit, Symbol

OSI| model
Function!Z®!

High-level protocols such as for resource sharing or remote file access, e.g. HTTP.

Translation of data between a networking service and an application; including character

encoding, data compression and encryption/decryption

Managing communication sessions, i.e., continuous exchange of information in the form of
multiple back-and-forth transmissions between two nodes

Reliable transmission of data segments between points on a network, including

segmentation, acknowledgement and multiplexing

Structuring and managing a multi-node network, including addressing, routing and traffic

control
Transmission of data frames between two nodes connected by a physical layer

Transmission and reception of raw bit streams over a physical medium

The key to troubleshooting loT problems
is checking up and down the OSI model




Troubleshooting tools
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Troubleshooting tools

Cpu = 0; __device dts ord 15 24| const struct

#endif i Dl __device_dts_ord_157 4 const struct ¢

if (it o NULL) { __device dts ord 190 4 const struct ¢
printk("%s: Yooo World from cpu %d on %s!\n __device dts ord 219 4 const struct ¢
my_name, cpu, CONFIG_BOARD); __device_dts_ord_252 4 const struct
} El?e { . __device_dts_ord 278 const struct c
printk("%s: Yooo World from cpu %d on %s!\n", : — e :
tname, cpu, CONFIG BOARD);

/* wait a while, then let othe ve a turn e ——
k busy wait(100000); »_thread b | U . | . X !
k msleep(SLEEPTIME); thread a 0xB8000009 threadA 7 Blocked 0x80006f50
k_sem_give(other_sem); logging 0x80000668 log_process_thread 14 | Blocked 0x800016e8

idle 0x80000770 idle 15 Ready 0x80001cde

.. Threéids Priority

4 Aaf e coamanhe rac .
¥ geTine semapnores Y

K SEM DEFINE(threadA sem, 1, 1);
K SEM DEFINE(threadB sem, O, 1);
Registers 1 (CPU)

Name Value Description
5 am CPU 663 Registers CPU Registers

Thread-aware debugging
with Segger Ozone
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Ale  View

Go Target

Tool

Window

Troubleshooting tools

SECGER SystemView V1.32 - *“New Recording - 7e phyrSysView [7e phyr] on mimxrt 1060_evk rt arm | Non-Commercial Use

Hep

mcial B E | PDIAE -~ | rh ™ oah

Tirrie

Conlext

6.103 729 001 |_ | lzgaing
6.403 729 004 (_J lzgging
6.103 729 001 |_] Izgging
6403 729 004 [_J Izgging

6.103 729 001 |

| I2gging

6403 729 004 ([ Izgging
6103 729 001 ] lzqging
6.403 729 004 [_J lcgging
6.103 729 001 || loqging
6.403 729 004 (L) lzgging

6103 729 001 |

| lzgging

6 403 729 004 () Ingging

6.103 729 001
6 403 759 571

| Iogging
:l Ingging

Evenl
% k mumax unloc<
sy K_mutax_unlocg
% Kk muzax lock
3 k_mutex_lock
% k muzax unloct
s3 k_mut2x_unlocg
% k murax lock

4 k_mutex_lock

% k muzax unloce
Jy k_mutax_unlocg
% k mumax lock
vy k_mutax_lnck
% k muzax unloce
'y k_murax_unincc

** k sem give

D=lail
mutax-0x80000010
Teiuims CSUCCLSS etter 0000 us
Neturns CSUCCLSS etter 0.C00 us
mutax-C0x800000410
Returns CSUCCLSS efter 0.C00 us
T L = A W P T 8 AT 8 b
turns CSUCCLES efter 0.C00 us
tax-0x8000004C
e54ms LSUCCESS eter 0,000 us
s FSUCCTESS ptter D.000 us
tax-0x80000041C
rns FSLUCTTSS riter 30 510 1S
sem—0x8002093C

Terminal

Time Context

Messace

6.103 759 521 | ] logging

6 403 759 521 ] Ingging
6.103 759 521 || lzgging

6 403 759 521 [ Ingging
6.103 759 521 | | lzgzing

6 403 759 521 ] Srhed iler
6.103 759 521 icle

fesiurns atter 2.000 1=

J% Function #161 Aeturns OXEF after 1.51€ ms

gl AL ARIUELANA S, | B = AR YR
»» k_sem_take

Il Task Bleck
) Task Stop
W System Idle
= 7 Il

5 k'_qp m_give

Aeason — 21

System

Propesly Delail

=- Targel Syslem
6.517 757 813 Bl name Zaephy sysv ew
Urifi=d | [ I I 1 0S Zephy~
IR 116 b Meddiiles 1
Schied ale Syszem Events
thizad b #® Levice

12.E5 Marker Contcr ¥

-

mimxtl0eU_ecvk rtam

32./68 k=z
17.76R kH7
30.51B us

5584594 ¢

4

Cru Load

100 Mins @ 176 O ms fram 0217 757 413 -

Activations Totzl Blocked Time Total Rur Time
F 0.L0U 0UO JOU
i? 0.000 000 200

1024 @ 0xE0001000 18 0.000 000 000 s 0.E9C T80 273

1024 @ QXEQ0J02CO 18 0.000 000 Q00 s 0.E99 810 791

760 @ 0x00001440 9 0.000 000 C00 s 0.075 925 537

1 10.701 TR? 227

MName Stack Information

B s 116
| | GSrhadiler
| thrzad b
| thread_a
| logging

Irle

Time Interrupted CPU Lozd
0.000 000 me .00 %
0.000 000 m= non
0.000 020 1 833 %
0.000 020 ms 8.33 %
0.000 000 ms 0.74 %
0.000 000 me a9.07 %

)
h-)
m

3

(5

=

o

e B |

[
Y

CEEE 8%
ORCNE]

thizad a & Cos
:E?qmq O LU rrequency
EX {© Cyrir Frequency
Cyule Pericd
Time Cffset
Hecording
ISR 116 — # Tar
= , ‘
schaduler | - ENIE
thrzad b | || - Description
thr=ad a i - = |lost Time
Izgaina J M ‘ i ﬂ [ —I ‘ {® Durztion 10.801 757 s
Icka | - - : -l F -~ H - = = X Number of Everts 2 786
Contexes = #-E evens trequency
¥ COverflows
Last Run Time Analysis
U000 VU ms Lna'ysis Duralion
0 000 D0 ms Perore Sizz
90 975 526 ms 4-ThroughpLt
0.000 000 ms Ifr':f' 5@ Fraquency
0.000 615 ms A
10701 787 777 ms Nurber of Tasks
¥ Taek Swilches
T TakTime
SHS
# Number o 1505

2 785 Events 10,601 Loaded My

Segger SystemView




Troubleshooting tools

e : Goliclh
€) Upcoming maintenance View c DevRel

- Hologram < All Active

Home
Davices & RD AirQual CW(EB';'Q{)) & Relerence-Dasign Air-Qualily

Usage

ACTIVE SIM NUMBER (1CCID ACTIVE LINK IC IMEI DEVICE ID

89445015112100557456 @ 3328443 IE 1358810324191 20695562 Il Pause

Q. HYPERSIM O
“/

Billing

Routes
e Frofiles Messaging Data plan Device tunneling Webhooks Routes

Scttings

Status

n—fp—ﬁ—.

S5IM LOCAL TOWNER GLOBAL NETWORK INTERNET ACCESS

Ready

Your cevice is acliveled and ready for use on our nelwerk. 11 has successlully connecled lo thz inlernel recenlly. Fverylh ng appears
normal witn this device

Connection overview

ARRIER REQUIRED APN
T-Mobile USA, Inc hologram @
LAST CONNECTED USAGE TEIS PERIOD
13 days ago 0B

SESSION STAR BYTES THIS SESSION

April 5. 2023 05:46:17 PM EDT 24.08 KB i
L
¥ 37.708N.-122.035W

Troubleshooting connectivity with the Golioth
Hologram dashboard




Troubleshooting tools

Managing a Device - srancs o ’
anagingaD s reference-desigr-can-.. = Dows [ } Chris Gammell

Quick Access Summary c Frmware LightDE State LightDB Stream Logs Settings Remcte Procedu

Show disabled devices

Logs Exporl .cav & \wlo-Refresh

LasL® hours

Timestamp | Message

Taday at 7:50:%0 PM re_moniter

Dashboard . e . e
Tuday 4l 7:50:21 PM can_foiwarde Serialized CAN lame 4 byles of CBOR encoded dale

laday at 7:50021 PM can_forwarder CAN frame data:
Bluearines

Today at 7:50:41 PM can_forwarder CAN frame: ID-297, DLC-8, IDE-0, RTR-0

Taday at 7:50:20 P'M ) can_forwarder cerlalized CAN Frame 25 36 hytes of C307T encoded cat>

Monilo
can_forwarder

Firmware Upda...

certificates can_forwarder CAN frame: ID=297, DLC=5, IDF=0, RTR=0

Oulpul SLeams
Teday at 7.50: ) can_forwarder Serialized CAN frame a bytes o~ CBOR encoded catz
Taday at 7:50:33 '™ can_forwarder CAN frame data:

Today at 7.50: N can_forwarder CAN frame: ID-291, DLC-8, IDE-0, RTR-0

10/ page

Tracking device logs over cellular using
the Golioth Console

Golio



Troubleshooting tools

oo Reference Designs - Private / Air Quality Detail View & <3 i B & @ Last3hours ~

L~

Device | Air Quality Monitor - CW ~

Weather Data

Temperature C02 Concentration Particulate Matter - Mass Concentration

800 ppm

~ 2 0 ‘ ‘.o C ‘\ ]7. 700 ppm
y '-___J / =] "I"-‘|L,' i 1 '. .

Va
/ 600 ppm

Humidity §oom
500 ppm 05:30 05.45 06.00 06.15 06:30 45 )7, 0715 07.30 07:45
- PM1.0 PM2.5 == PM40 == PMI10.D

- oy ——

R Particulate Matter - Number Concentration
O
! oM
)\ _— ™
ik ’ 'f — ‘_ | ,L'\|I" \ 1 2

\ 300 ppm
\ Ly ;
f

200 ppm
100 ppm

0 &/cm?
06:00 06:30 07:00 07:30 08:00 0530 0545 0600 0615 0630 0645 0700 0735 0730 0745 0B:00 0815
w= PM0.5 == PM1.0 PM2.5 == PM4.0 PM10.0

Mapping output data from your platform %
with a tool like Grafana Golioth



After Rev A
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Check your testing plan

Did you cover everything?

€ Golioth




You did have a testing plan, right?

The difference between
screwing around and
science is writing it down.

~Adam Savage

G Golioth




Capture your Rev B changes

golioth / Aludel-Base F @ Unnakh 3 ~

Issues 10 | I1 Pullrequests () Actions [5 Projecs [0 wiki (& Security ~ Insights & Setuings

Filters

100pen « OC

(*) FR: Add ADC anto I2c bus so we can monitar incoming voltages without requiring ADC support on the micro

*) FR: Add better labeling 1o Click headers to correspond with values

) FR: Better indicators for which power supplies are on/active

) FIX: Pullup on 3V3 EN pin should not connect to switch node

*) FIX: Move RX/TX resistors to more serviceahle location

) FR: Ability to turn power off to external boards

) FR: Add GPIO expander to Base board

) FR: Reset from Cover board should keep the entire box powered down

) FIX: Up 3V3 and 5V rails to overcome voltage drop of Schottky diodes

© FR: Add a 5V boost for when USB is not plugged in, operating off of the battery voltage

Golioth



Time to start the next rev!
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Case Study
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What does hardware look like
If It's perpetually at Rev A?
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Aludel + Ostentus

Latitude

43.081890
L ongitudc
—89.305031

Temperature

29.33c

G Golioth




Specs at a glance

Based around Feather form factor
microcontroller dev board

Two MikroBus Click Headers

Interstitial PCB (Aludel Mini) contains
power switching and interfacing between
feather form factor and MikroBus Click
Headers

Two QWIIC/STEMMA (i2c + power) headers
for additional extensibility

Standard case form factor with standard
inserts for flexibility

Golioth



Why did we do it?

* |[n alow volume, high mix environment, it
makes sense to index for maximum

swappability.
e This includes being able to swap for
= Micros
m Sensors
= Displays
e We also weren't working towards a
commercial deployment.

Golioth



This means it's more of a dev
platform than a Rev A

Golioth



Over-index for swappability?

| € Golioth




Some missing constraints, but
not a lot

Golioth




Maximally abstracted interfaces

1.54" ePaper
(prototype: taped in place) i‘

CAP1204/1293 RN | cFaper

— driver
capacitive touch | circuit

Qwiic (i2c)
connector

Raspberry Pi Pico ¥ =,
RP2040) |

.1"‘ “ ‘ E:'T-_;jil """--';_; ‘ Y
R :%‘"L{l % %él—t**ﬂ”‘flaqﬂsnl’
a0 18R mﬂ“ﬁ!ﬂ‘rﬂf}ﬁfp F"ﬂ
1’( +- o ” o

Reverse-mount B ) ili _' IU &

T 1o
-3 (Tl ® ST, i
LT b ¥
e .

J-Link
@]  C Golioth




Things we could have done better

Accessibility

The programming header is not
accessible when the case is assembled.
Luckily we have OTA from day one...
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Over-indexing for space savings

Tight Spaces

Normally Rev A prototypes aren't trying
to fit into an artificially small space. In
our case (ha), we were trying to
minimize the size of the Rev A box,
simply because the off-the-shelf boards
took up additional room.




Things we could "get" in Rev B

e Massive amount of space savings from
reduced board count / standardized
headers.

e More pins available on the chosen
microcontroller -- reduced to fit to a
standard feather form factor.

e Single board layout.

e Cost optimized BOM.

e Water-tight enclosure.

e Optimized power setup.

Golioth



We build Reference Designs

Cellular
MOIS}U mtor
Reference esign - Reference DeS|gr1 2

loT Trashcan Monitor:
A Golioth Reference Design

olloth




Thank you for attending/watching!

' 4
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Chris Gammell = ]

D @chris_gammell

@chris_gammell@chaos.social

in /in/chrisgammell/
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