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I SEGGER Company Introduction

Worldwide Distribution

BOSTON
Massachusetts -+
USA
1
| HEADQUARTER
1 . |
SILICON | Monheim, Founder ' Founded
.VALI.'EY | Gerrlnany SHANGHAI Rolf Segger | 1992
California, USA ! TR e
! ! China
: Employees
! ]

1

1

1

| s ' >60
1

[ SPIIREN. —
' Managing Director

Ivo Geilenbriigge

CTO
Alexander Griiner

The Embedded Experts

Your One-Stop Shop from Development to Production

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com




Vereees
SEGGER

l SEGGER Company Introduction

Embedded Debug
Software Probes
Software Production

Tools Tools

SEGGER has over 30 years of experience in Embedded Systems, producing
state-of-the-art middleware, and offering a full set of hardware tools
(for development and production) and software tools.
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l Basic Debug Setup

Target board

(O
Debug
Header

\O MCU Oj

SwbD/

Windows, macOS, or
Linux workstation

with IDE, Debugger B Basic Debugging:

B Download / Run code

B Halt / Resume program execution
B Single-stepping

B Breakpoints

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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] When Basic Debugging is not enough...

N\
. Tracking down infrequent, hard-to-reproduce bugs

\.
|
[

. Locating “code hot-spots”

/

Determining the reason for entering a hard fault

Locating “dead code”

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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]l Key to Advanced Debugging: Instruction Tracing

Instruction Tracing

Trace data written Trace Data output
to on-chip Trace on debug interface

Buffer pins

Trace probe stores Trace probe
trace data in streams trace data
internal trace to debugger on

buffer host computer

3

© EmbeddedOnlineConference.com All rights reserved

Instruction Trace =
| _start 15|
[ memory_copy 5]
|+ _start 4
[ memary_copy 3]
| _start 4|
|+ memory_copy 5|
|+ _start 4
[ MEMory_copy 3] b
|+ _start 4
[ memary_copy 3]
| _start 4/
|+ memory_copy 3|
|+ _start 4|
[ memory_copy 5]
|+ _start 4||
[ memary_set 3] 5
| _start 4/
| [+ memory_set 3|
| _start 16|
|[= start 4
08000238A MOV RO, £0 | movs =0, £0

0800028C MOV  R1, £0 | movs rl, £0

0800038E LDR R2, [0x08000436]1 | ldr rZ, =ADP EK
08000330 BL¥  RZ blx rZ B
4 [ 3

EmbeddedOnlineConference.com




Vereees
SEGGER

] Instruction Tracing via on-chip Trace Buffer

B Examples: Embedded Trace Buffer (ETB), Micro Trace Buffer (MTB), Embedded Trace
FIFO (ETF)

B MCU running: Instruction history = on-chip trace buffer
B MCU halted: Trace buffer contents = debugger (via debug probe)

B Drawbacks:
B Small trace buffer size (kB)
B Very limited instruction history (ring buffer)

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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l Instruction Tracing via on-probe Trace Buffer

Q)
Debug
R Header
Tlrjaceer J

Trace Pins /
Trace Clock

B MCU outputs trace information on dedicated debug interface pins
B Embedded Trace Macrocell (ETM) (Cortex-M, Cortex-R)
B Program Trace Macrocell (PTM) (Cortex-A)

B MCU running: Instruction history =» trace probe (stored in trace buffer)
B MCU halted: Trace buffer contents =» debugger
B Advantage: Larger trace buffer size (MB to GB)

B Disadvantage: 2 to 5 extra pins required to be routed to the debug interface

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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I Instruction Tracing using a Streaming Trace Probe

Q)
Debug
Header

B Passes instruction trace data to the host computer in real-time

USB3/
Gbit Ethernet

Streaming Trace

et — I

(e.g.
J-Trace PRO)

Trace Pins /
Trace Clock

B Streaming into files possible =» buffer sizes of TB
B Tracing over extended periods of time possible
B Enables other advanced debugging features

B Real-Time Code Coverage

B Real-Time Code Profiling

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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1 Code Coverage:
Which parts of the code have been executed?

Qileyatt L
Code Profile lad/ APP_Main.c X
. ShOWS hOW much Of a Function = Source Coverage Inst. Coverage Fetch Count - File 5 _E
. = |- |* | R e e e e
1 1 = |4 APP_Main.c 85.2% (69/81) [l 83.6% (363/434) 714 525 i
Source Ilne, bIOCk, funCtlon + f _BGTask 83.3% (5/6) V] 9z.3% (12/13) 1334 il HPTask ()
# f _cbTimer 100.0% (6/6) |[M 100.0% (16/16) 4284 S i

or flle has been exeCUted = f _HPTask 100.0% (14/14) [¥] 100.0% (57/57) 10037 " +'5/cauc void HPTask(void) {
[# € 186: static void _HPTask(void) { 100.0% (1/1) V] 100.0% (2/2) 2 187 unsigned int ADCValue:
. ® € Second = 0; 100.0% (1/1) [¥] 100.0% (2/2) 2 188 int Seconds
. DetECtS COde Wthh haS # © 192: if (OS_MAILBOX_GetTimed(& Ma 100.0% (1/1) [V] 100.0% (5/9) 4550 (& 189
# ¢ 193: SEGGER_SYSVIEW_MarkStop( M. 100.0% (1/1) [¥] 100.0% (2/2) 504 | 1 120 F Second = 0;
not been Covered by tests ® [c 194: if ((OS_TIME_GetTicks32() / 100C 100.0% (1/1) [¥] 100.0% (10/10) 2520 | 91 for (::) {
@ |c| 195: Second = OS_TIME_GetTicks32() 100.0% (1/1) [V] 100.0% (8/8) 72 | if (OS_MAILBOX GetTimed (& _MailBox, &ADCV:
# € 196: SEGGER_SYSVIEW_PrintfTarget(" 100.0% (1/1) [V] 100.0% (5/5) 45 | SEGGER_SYSVIEW MarkStop (_MARKER ID ADC]
. Detects unreachab|e COde B C| 197: BSP_ToggleLED(0); 100.0% (1/1) [7] 100.0% (2/2) 18 | if ((OS_TIME_GetTicks32() / 1000) > Se
@ € 198: OS_TASK_Delayus(600); 100.0% (1/1) [V] 100.0% (3/3) 27 | S Second = OS_TIME GetTicks32() / 1000:
. 2 ¢ }else if (ADCValue >=150){  100.0% (1/1) [¥] 100.0% (3/3) 725 | 3 :ggGi:_Si:;’}I:EDwapfmcfrarger.("%ds - W
. Helps Improve the Code / 00000996 LDR R3, [SP] N/A ] 100.0% (1/1) 243 : = ?Asggnelay:s)(;OO)-
0000 0398 CMP R3, #0x95 N/A V] 100.0% (1/1) 243 | il — — 4
= z > e o 3:199 } else if (ADCValue >= 150) {
. . 0000 0992 BLS 0x000003B6 N/A [¥] 100.0% (1/1) 243 o ease
Create SUIta ble teSt SUIte [ € 200: SEGGER_SYSVIEW_WarnfTarget( 100.0% (1/1) (V] 100.0% (5/5) 310 g? Zg’ #ziés
® |c BSP_ToggleLED(0); 100.0% (1/1) [¥] 100.0% (2/2) 124 = =iz BenoORooRE
for uncovered blocks ® 6 202 05 TAS Delaws(600;  100.0% (1/1) [9] 100.0% (2/2) o ey I T————
# |c] 205: OS_TASK_Delayus(600); 100.08 (1/1) [V] 100.0% (2/2) 1010 62 201 [ BSP ToggleLED (D) :
7 . ® f _InitHw 100.0% (8/8) @] 100.0% (28/28) 23 62 202 [ OS_EASK_DQIBWS(GOQ);
. Only tested COde IS #® f _MainTask 100.0% (14/14) [l 100.0% (70/70) 41318 203 }
+ f _WorkerTask 87.5% (7/8) [@ 93.3% (28/30) 634 014 204 }
fn‘"shed Code” ¥ f ADCO_IRQHandler 71.4% (5/7) [ 67.2% (84/125) 23 436 505 205 [ 0S_TASK_Delayus (600) ;
# f APP_SendSystemDesc 0.0% (o/5) [ 0.0% (0/14) 0 206 }
+ f main 76.9% (10/13) [@ 84.0% (68/81) 73~ 207 }
= = 208
OS_TASK_Delayus (600); - 203 .’ """"""""""""""" ol ble st
S 0000098C MOV.W RO, £0x258 210
s 00000930 BL 0S_TASK Delayus ; 0x00003DEC 211 APP_SendSystemDesc ()

Real-Time Code Coverage with J-Trace PRO and Ozone
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] Code Profiling:
How often has a certain piece of code been executed?

Ollke~a ¢ ¢

M Measures execution time and

frequency of functions, blocks Function . Run Count  Fetch Count Load -
and instructions = = = = |

=l 3] APP_Main.c 1 055 715637 [l 0.08%
B Highlights where computing f _BGTask 1 1103 1.38%
time i nt f _cbTimer 252 4264 5_37%
IMe IS Spe f _HPTask 1 9 468 11.88%
; i atiAn - f_InitHw 1 235 0.04%
B Potential for optimization: e . e

. Code that is executed f _WurkerTask 54a &39 986 I:‘

F aDCo_IRQHandler 252 23 436 25.40%

frequently I APP_SendSystemDesc ] ul 0.00%
B Code that places a high load _ & £ main : 7aflfi o.ne |
%] BSP.C 544 16073 0.02% =

O”n the SySt?,m f BSP_Init 1 2&5 5_41%

( hot spots ) I BSP_ToggleLED 543 15 204 94_59%

|it] BSP_UART.c 0 0 0.00%

|#t| core_cm4h 5 100 0.00%

|#8) HardFaultHandler.5 0 ] 0.00%

1 e m emmew ar——a - P I | - -

Real-Time Code Profiling with J-Trace PRO and Ozone
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l Code Coverage and Code Profiling Reports

Ozone Code Profile Report
Project: C:/Projects/KGEFNZME_emPower/Start_KGG6FNIME.jdebug
Application: C:/Projects/KGEFNZME_emPower/Qutput/Start_K6EFN2ZMA.elf
H H Code Coverage Summar
B The information from the Code ) ’
Coverage/Profiling Window can reguie/function 1 seweetines 1 nstruedens
APP_Main.c | |
be exported"‘ _BGTask | 5/ & 83.3% | 12/ 13 92.3%
L _cbTimer | 5/ & 83.3% | 17/ 18 94 . 4%
B ..for further analysis in external _HPTask | 14/ 14 1ee.ex | 57/ 57 lee.ex
_InitHW | i 87.5% | 29/ 38 96.7%
t()()lS, or _MainTask | 15/ 15 1ee.ex | 83/ 83  100.9%
_WorkerTask | 7/ 87.5% | 28 /31 98, 3%
M ..as human-readable text files 4Dce_IRgHandler | 6/ 85.7% | ses 6 &35
main | 11/ 13 84.6% | 68/ &4 93.8%
to be stored for QA processes e oo #memme oo
e R Total | 70 7 77 g9@.9% | 336 / 352 895 .5%
or certification
Code Profile Summary
Module/Function | Run Count | Fetch Count
_____________________ e e e
APP_Main.c | |
_BGTask | 1| 13 @22
_chTimer | 291 | 4 947
_HPTask | 1| 12 339
_InitHwW | 1| 29
_MainTask | 1 51 863
_WorkerTask | 646 | 766 @16
ADC@_IRQHandler | 291 | 14 841
main | 1 68
_____________________ e
Total | 1233 | 863 117
< >

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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l Code Timeline: How does everything ‘stack up’?

B The Code Timeline provides a graphical representation of the Call Stack over time

B The timeline is based on the recorded trace data

B Mapped to the source function information

A AEFET)

How long did Which sub-

that function

routines have

call take? been called?

LT % Lockfd Fd GUL ¥ Unlack
ela| | GUILock || GUI_Unlock
R N[ Bl [ Br]] B GUI_Gotoky 7
[ Sysfick Hander | 05_ChangeTask_VFP UL_Init
o5 _Idle [ Pandsl_Handler ) MainTask 3 are peing
3329900 3329800 3329700 -332'3600 3329500 3329400 executead
(il k
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I SEGGER Cortex-M Trace Reference Board

DE‘bUg header L Cortex-M Trace
with Trace pins ;

Reference Board

3 LEDs for visual
feedback

Also available: Trace
Reference Boards for:
NXP RT1050
STM32H7 STM32F407

Arm Cortex-M4
MCU

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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| Hardware Setup

Gbit
Ethernet

Now let’s switch
over to Ozone

Cortex-M Trace
Reference Board

PR

EmbeddedOnlineConference.com
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| RTOS Awareness

B Ozone’s RTOS awareness plugins
provide information about the

application's 0S, such as: ID Priority Mame Stack Info (Used / Size) Status Run Count
40 113 IP_Task 554 [ 1280 @ Ox20006708 | Waiting (event), with Timeout 2943
B Which task did the system halt at? =p 198 108  GUI_Task 1324 / 4096 @ Ox200060F0  Running 4170
= 106 USBMSCTask | 408 /4096 @ Ox20008C20  Suspended, with Timeout 488
B What are the other tasks doing? 140 105  IP_WebServer 672 /2048 @ Ox20006E78  Waiting (2vent object) 2
244 101 IP_FTP_Servg e al e L i
B How much stack are they using? e Ide Call Stack
T —————— Function Siﬁdﬂ Infn (= Return Address
= _RadialMenu 0 @ 2000 &1ES 0000 27R4 0000 ZROE
GUIDEMO_RadialMenu & @ 2000 €1E5 0000 2202 0000 1162
B Additionally, a JavaScript interface is _Main 8 @ 2000 61F0 0000 1160 0000 1508
available to add RTOS awareness for GUIDENO, Main Be 8 SrAn o ran thAs d R
05_StartTask 0 @ 2000 €235 0000 B3RE N/A

any OS

© EmbeddedOnlineConference.com All rights reserved
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]l Data & Power Sampling

A
| Data [Power [ Code Clear On Resume ﬂ Continuous LI @ _| @
L : 4 Daa REFO 10035 925 5 Cursor ~0.037 302 5
B Part of the Timeline Window B NonieDs |7 -
Sampl. Freg |1kHz vl )
B Allows correlating and visualizing: Oraw Ponts [T — —
) _
B Data Sampling m {
B Current Consumption 0
TS -
B Program Execution M (&2mm] jl
H cho[ma] | i
. Sampl, Freq ISII:HZ zl
B Also see video here: P orawpains |
https://youtu.be/lu9XpFNgU7Q 50 ma ottt
45 mA W -l
Times Time
Functiof Info | 10 000 001 Irjsts
Quick demo... 10 ms I 20ms L s20ms o Pedoms +60ms
i d 2]

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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> SEGGER
[ E ion Dial
arget Exception Dialog . |
+ Cortex-M BusFault Exception @
The target stopped in BusFault exception state,
Reason: Data access violation at 0x08000454. Failed to access 0x00100000.
1
. ShOWS Whe N the ta rget S CP U For mare information about analyzing faults on Cortex-M, refer to;
. https: /fwiki.seqoer.com/Cortex-M_Fault.
enters an exception state, such as
a fault on Cortex-M o
Exception Registers:
. A| SO see Vi d eos h ere: Mame Value Address Description o
. =] o CPU CPU Registers
htt DS ://VO Utu . be/Ra ITXe9 h UVO [= b Peripherals Memory-Mapped CPU Regist
= mR SCE EOQOOEDOO  Systemn Control Blodk
httpS//VOUtUbe/OLSQVAVMAOO = BFSR 0x00008200 E000ED22  Provides information on BusF =
¥ BRARVALID B'l * E000EDZE  BFAR valid. Indicates validity
¥ LSPERR B'O * EOQOOO0EDZE Lazy state preservation erro
¥ STKERR E'O ~ EO00EDZE Stack error. Records whether
¥ UNSTKERR B'0 * E0O00EDZ2  Unstack error. Records whet
¥ IMPRECISERR bB'0 * EO0DDEDZE  Impredse error. Records whe
# PRECISERR bB'1 * EO00EDZE Predse error. Records wheth
¥ IBUSERR B'0 ~ EO00EDZE  Instruction bus error. Record
BFAR. 0x00100000 E0O0OED3E  Shows the address associate
[=] SHCSR. 0x00070002 EO00EDZ4  Controls and provides the ac
#  USGFALLTENA B'l * E0O00EDZ4  UsageFault exception enable
F  BUSFALILTEMA B'l * EO0OOEDZ4  BusFault exception enable
¥  MEMFALLTENA B'l * EO00OEDZ4 MemManage exception enab
# SVCALLPEMDED B'O * E0O00EDZ4 SVCall exception pended sta' -
] 1} [ 3

o |

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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l Conditional Code and Data Breakpoints

x| x|
B Ozone’s (Code) Breakpoint capabilities Ereakpaint e ot
. Location:  main.cpp:l19 " From ession  (* Manual
enable users to specify advanced M; - M':k.
breakpoint properties B | Femittecine! Toooooort o =]
P prop [ Erabled | | [any =
B Trigger condition e o _";‘R“ Conditon -
Write -
- Implementation type ID ................. IHP_TF"SK LI Access Size:
4 P‘EI':'E":' I.ﬁ.ub:umaﬁc j
B Ozone’s Data Breakpoint capabilities ot
enable users to place data breakpoints (o5 ciebalpTadk 1= UL 3] _T’_'”ic""d':""
. N
on global program variables and @ Trigger when'trus  Trigger an changs value (he: Mask (hex):
individual memory addresses ' Extra Actions lo |Ferereee o]
Popup Message: I ITI Cancel |
Caonsole Message: |
Script Callback: | OnBreak

ok I Cancel

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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]l Real-Time Analysis with SystemView

| SystemView

Toolkit for continuous real-time recording of an embedded application
Live analysis and visualization of captured data
Captures tasks, interrupts, timers, resources, API calls, and user events

Recording via J-Link and SEGGER RTT Technology, IP, or UART

Minimally system-intrusive

Works with RTOS and bare-metal systems

Provides complete insight into an application,
to gain a deep understanding of the runtime behavior

B Particularly advantageous when developing and working in
complex systems with multiple tasks and events

B Consists of two parts:
B A visualization/Recording app, running on any host computer (Windows, MacQS, or Linux)

B Some embedded code running on the target system

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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] Benefits of SystemView

SystemView

B SystemView makes it possible to analyze...
B Which interrupts, tasks, and software timers have executed,

B how often,

B exactly when,

B and how much time they have used

M It sheds light on...

B exactly what happened on the target in which order,

B which interrupt has triggered which task switch,

B and which interrupt and task has called which API function of the
underlying RTOS

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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Hardware Setup

Now let’s switch
over to SystemView

SystemView. %
_ Cortex-M Trace
v & Reference B

@ GND
@703
@702

RTTLt01t110
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] What's happening under the hood

Target System Host System (PC)

User events Middle-
and printf ware

SystemView API

Real-Time Transfer (RTT) API J-Link RTT DLL API

RTT Buffer (SW FIFO)

J-Link DLL

J-Link Debug Probe / J-Trace PRO Trace Probe

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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] Summary (I)

B J-Trace PRO enables streaming trace on Cortex-M,
Cortex-A, and Cortex-R based targets with
ETM/PTM

J-Trace PRO now also available for RISC-V

Ozone

J010"

101110
11017

Ozone is a cross-platform debugger and
performance analyzer for J-Link and J-Trace

Together, they offer advanced debug features like

B Instruction Trace

B Real-Time Code Coverage

LY RS

R R

B Real-Time Code Profiling
B Code Timeline

B and more

B Advanced debugging can save you time, money,
and frustration

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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] Summary (1) SystemViewll

B SystemView can provide real-time visualization
and analysis of a target application’s runtime
behavior

B System behavior can be recorded for off-line
analysis

B SystemView and RTT don’t require additional port
pins or hardware (other than the J-Link debug
probe)

B RTT can now also be used with RISC-V based
devices that support System Bus Access

B SEGGER’s plea to RISC-V core and SoC Designers:
When implementing the RISC-V Debug Module,
include the System Bus Access block to take
advantage of RTT and SystemView

B This is an optional feature, but worth adding...

© EmbeddedOnlineConference.com All rights reserved EmbeddedOnlineConference.com
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