
In today’s day and age, social media has become one of the ways people of all ages communicate.  

Almost a quarter of the world’s population is now on Facebook.  In the USA, nearly 80% of all internet 

users are on this platform alone.  People keep in touch with their friends and families, post pictures of 

themselves and their activities, and even post their opinions and views on what is going on in their lives 

and in the world in general.  People can use it to access news and information and use it in their 

decision-making process by reading reviews on businesses.   As an attorney, you may even do the same 

thing.  It has almost become a necessary daily activity.  Social media can have many positive effects on 

the public as a whole.  What people do not always realize is that what they post, no matter what they 

set their privacy settings to on their social media accounts, is not always “private”.  As an attorney, it is 

important for you to be aware that, no matter the area of law you specialize in, social media has the 

potential to affect the outcome of your cases. 

 

Personal Injury Cases and Social Media 

 

When it comes to personal injury law, social media can greatly affect the outcome of your cases.  It can 

provide evidence that can confirm, or impugn, asserted claims of physical injury or emotional distress.  It 

can help prove conduct, such as intoxication or recklessness, of a defendant.  As you may have seen in 

the recent news, professionals such as police or health care providers have been known to post 

inappropriate videos of accident scenes or procedures and have been recorded mocking victims.  When 

posting to their social media accounts, these people may be under the misguided impression that, as 

their accounts are set to “private”, their posts are not subject to the rules of discovery.  This thought, as 

shown in a recent case in NY, has proven to be not necessarily true. 

 

The case is Forman v. Henkin, 2018.  In this personal injury action, the court was asked to resolve a 

dispute concerning the disclosure of materials from the Plaintiff’s Facebook account, which she had set 

to “private” status.  In this case, the Plaintiff alleged that she sustained significant personal injuries as a 

result of falling from a horse owned by the defendant.  She claimed spine as well as traumatic brain 

injuries which caused her to have cognitive deficits, memory loss, problems writing and social isolation.  

At her deposition, she testified that she had previously had a Facebook account where she regularly 

posted “a lot” of photographs showing her active lifestyle pre-accident, however she deactivated the 

account six months after the accident and couldn’t remember if she had posted any post-accident 

photos.  She stated that she had become reclusive as a result of her injuries.  She also had difficulties 

using a computer or forming coherent sentences.  She contended that a simple email could take her 

hours to write as she had to go over the written materials several times to make sure that it made 

sense. 

 

The Defendant sought an unlimited authorization to obtain the plaintiff’s entire “private” Facebook 

account, asserting that the pictures and written posts would be material and necessary in his defense of 

the action under CPLR 3101(a).  When the plaintiff failed to provide the authorization, the defendant 

moved to compel, contending that the Facebook material sought as relevant to the scope of the 

plaintiff’s injuries and to her credibility.  In support of his motion, the defendant cited that the plaintiff 

has alleged previously that she was quite active before the accident and had posted on Facebook 

reflecting that assertion and thus affording a basis to conclude that her Facebook account would contain 



evidence relating to her activities.  The plaintiff asserted in her opposition that the defendant had failed 

to provide any basis for access to the “private” portion of her Facebook account. 

 

At oral argument, the defendant stated that the timestamps on Facebook messages could indicate the 

amount of time it had taken the plaintiff to write a post or respond to a message.  A Supreme Court 

judge asked if it were possible to produce the timestamp data without revealing the contents of posts or 

messages and while the defendant answered in the affirmative, he still sought access to the full content 

of the plaintiff’s “private” Facebook material. 

 

The Supreme Court granted the motion, limiting the disclosure to all photographs of herself that the 

plaintiff had posted “privately” before the accident which she intended to use at trial, all of the 

photographs she “privately” posted of herself after the accident, excluding any which may have 

depicted nudity or romantic relationships, and for all of the post-accident Facebook records which 

contained timestamp data including the number of characters or words in a message while excluding 

the content of those messages. 

 

The plaintiff appealed the ruling to the Appellate Division, First Department.  The First Department 

amended the ruling by limiting disclosure to photographs posted on Facebook that the Plaintiff intended 

to use at trial (whether pre or post-accident) and eliminating the authorization permitting the defendant 

to obtain data relating to post-accident messages.  Two of the Justices dissented, concluding that the 

defendant was entitled to broader access to the plaintiff’s Facebook account.  The First Department 

granted the defendant leave to appeal to the Court of Appeals of New York, asking whether its order 

was properly made.  The Court of Appeals of New York reversed the First Department’s ruling and 

reinstated The Supreme Court’s order.  In doing so, the court cited general principles of discovery and 

outlined principles for discovery involving Facebook and other social media accounts referring first to a 

litigant’s discovery obligations pursuant to CPLR §3101(a) which directs: “[t]here shall be full disclosure 

of all matter material and necessary to the prosecution or defense of an action, regardless of the burden 

of proof.”  The court emphasized that the words ‘material and necessary’ are to be interpreted liberally 

to require disclosure, upon request, of any facts bearing on the controversy which will assist preparation 

for trail by sharpening the issues and reducing delay and prolixity.  The test is one of usefulness and 

reason” (Allen v. Crowell-Collier Publ. Co., 21 N.Y.2d 403, 406, 288 N.Y.S.2d 449, 235 N.E.2d 430 [1968]; 

see also Andon v. 302-304 Mott St. Assoc., 94 N.Y.2d 740, 746, 709 N.Y.S.2d 873, 731 N.E.2d 589 [2000]).  

The curt does hold that while New York’s liberal discovery rules and law provide a party with broad 

scope, the right to discovery is not unlimited. 

 

Applying these principles to the facts of the case and Facebook’s concept of “public” and “private” user 

data, the court ruled that this distinction is irrelevant to discovery issues in litigation, holding that: 

“While Facebook – and sites like it – offer relatively new means of sharing information with others, 

there is nothing so novel about Facebook materials that precludes application of New York’s long-

standing disclosure rules to resolve this dispute.”  The court went on to say that “a threshold rule 

requiring that party to “identify relevant information in [the] Facebook account” effectively permits 

disclosure only in limited circumstances, allowing the account holder to unilaterally obstruct disclosure 

merely by manipulating “privacy” settings or curating the materials on the public portion of the account.  

Under such an approach, disclosure turns on the extent to which some of the information sought is 



already accessible-and not, as it should, on whether it is “material and necessary to the prosecution or 

defense of an action” (see CPLR 3101 [a]).   

 

Due to the ruling in this case, plaintiff’s attorneys need to be cognizant of the fact that social media 

material can be subject to discovery if it contains, or possibly contains, information relevant to the 

issues being addressed in litigation. 

 

In another case, Romano v. Steelcase Inc. (a New York personal injury case from September 2010), the 

court granted access to the plaintiff’s current AND historical Facebook and Myspace pages and accounts, 

INCLUDING all deleted pages even though this information was not publicly accessible.  The plaintiff’s 

Facebook profile showed her smiling happily in a photograph outside of her home despite her assertion 

that she sustained permanent injuries that left her confined to her home and bed.  The court ruled that 

allowing the plaintiff to “hide behind self-set privacy controls on a website, the primary purpose of 

which is to enable people to share information about how they lead their social lives, risks depriving the 

opposite party of access to material that may be relevant to ensuring a fair trial”.  The court stated there 

is no expectation of privacy, no matter what privacy settings were used. 

 

Other cases that one may find interesting when dealing with social media and discovery are Zimmerman 

v. Weiss Markets, Inc. – 2011 PA, Crowe v. Marquette Transportation Company Gulf-Inland, LLC - 2015 

LA, and Allied Concrete Company v. Lester – 2013 filed by Isaiah Lester, whose wife was killed in an auto 

accident.  Some of the posts on his Facebook account could have been harmful to his character so his 

attorney told him to “clean up” his social media accounts by deleting insensitive photos.  Mr. Lester 

deleted the accounts, and his attorney’s office then signed discovery responses stating that he had no 

such accounts.  The defense filed for a spoliation of evidence, which the judge ruled in favor for, ending 

in fines for Lester and his attorney.  

 

Criminal Cases and Social Media 

 

A recent decision in Pennsylvania has contributed to the ever-growing body of law concerning social 

media in criminal litigation.  This case is Commonwealth of Pennsylvania v. Tyler Kristian Mangel, 

Matthew Robert Craft, decided March 15, 2018, 

 

On June 26, 2016 Nathan Cornell was assaulted at a graduation party.  On July 15, 2016, a criminal 

complaint was filed against Mangel charging him with aggravated assault, simple assault and 

harassment.  The Commonwealth filed a separate criminal complaint against Matthew Robert Craft 

charging him with the same offenses.  The two criminal cases against Mangel and Craft were 

consolidated for trial.  In this case, a three-judge panel for the Pennsylvania Superior Court unanimously 

affirmed the decision of the trial court, which denied a criminal prosecutor’s motion in limine, to 

introduce evidence from social media that was allegedly authored by defendant Mangel.  The judges 

stated that the information identifying the defendant was not enough to allow the Facebook posts (a 

picture of bloody hands posted and sent through mobile chat messages) as evidence.  Judge John L. 

Musmanno stated that it is too easy to falsify accounts and posts on social media, therefore there is a 

high standard of authentication for social media evidence.  Anyone wishing to use social media evidence 

in a case must present direct or circumstantial evidence that corroborates the identity of the author.  



Such evidence could be testimony from the person who sent or received the communication, contextual 

clues, or other such evidence that would show the identity of the true author. 

 

Courts across the country have struggled with the issue of how social media evidence should be 

authenticated.  The National Attorneys General Training and Research Institute has reported three 

standards applied across the nation. 

 

1.  The Reasonable Juror Standard – Social media content does not require an authentication standard 

beyond what is used for hard copy evidence.  A party only has to provide enough evidence to enable a 

reasonable juror to conclude that the evidence is what they claim it to be. 

 

2.  The Reasonable Juror-Plus Standard – In addition to baseline evidence, the court may require a little 

more. 

 

3.  The Exclusionary Fact Standard – This is the highest bar for social media authentication.  In this 

standard, the party must prove that no one else was the author of the content. 

 

Conclusion 

 

Even if you don’t practice in one of the two areas listed above, it is important for you, as an attorney, to 

recognize that social media can affect the outcome of your case…sometimes in your favor, sometimes 

not.  In Bankruptcy and Debtor-Credit scenarios, social media can be used to reveal otherwise unknown 

assets and sources of income.  Intent to defraud creditors can sometimes be revealed.  Evidence of 

someone’s principal residence can be obtained from social media postings.  In Divorce and Family Law, 

social media can provide evidence of affairs, indicate state of mind and fitness to have custody, and can 

show violation of protective orders and travel restrictions.  Everyday, the impact of social media on the 

legal profession is changing and evolving.  It is important to stay abreast of the newest case law with 

regards to social media and to advise your clients appropriately when it comes to their posting on social 

media.  Just because it’s marked private does not mean that it is. 

 


