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Abstract—Cryptography is one of the most important elements
on the information security. In this paper, we propose a construction method of a long-period binary sequence with good
randomness which plays an important role in cryptography.
We generate the sequence by combining two types of binary
sequences; one is the m-sequence and the other is a quadratic
congruential sequence proposed by Knuth. It is well known
that the m-sequence has good statistical properties, and Knuth’s
method can generate a long period sequence. However, both of
these sequences cannot pass the almost NIST statistical tests by
stand-alone. We derive a binary sequence combining these two
sequences. In addition; we also consider the reasons why the
proposed sequence has good randomness properties.

I. I NTRODUCTION
In recent years, with the progress of network technology,
threats to information assets such as information leakage and
unauthorized access are increasing. Information security is
necessary for them. Pseudorandom numbers becomes one of
the import factors for an information security technology.
Generally, a long-period and unpredictable sequence is one
of the most important elements to construct a pseudorandom
number generator. Hence, we focus on the quadratic congruential (QC) sequence with long period proposed by Knuth
[1]. This sequence has good properties on “Linear complexity
test” and “Rank test”, but the other tests of it are not good
enough. In this paper, we propose a new pseudorandom binary
sequence by using a QC sequence and an m-sequence. The
m-sequence has good properties of randomness, but the linear
complexity is too smaller than the length of its period. Then,
we improve their randomness properties by combining these
two sequences and evaluate them by NIST statistical random
test. We also consider the reason to improve the properties of
our method.
II. P REPARATIONS
In this section, we introduce the two sequences, the QC
sequence and the m-sequence.
A. The Quadratic Congruential Sequence
The QC sequence is a pseudorandom number sequence
obtained by the method proposed by Knuth [1]. We generate
a QC sequence with the following recurrence formula [1],
Xn+1 = (dXn2 + aXn + c)

(mod Nq )

(n ≥ 0)

(1)

for 0 ≤ d, a, c, X0 < Nq , where this sequence has the
maximum period Nq in case that Eq. (1) satisfies the following
conditions.
i) gcd(Nq , c) = 1,
ii) d and a − 1 are both multiples of p, for all odd primes p
dividing Nq ,
iii) d is even, and d ≡ a − 1 (mod 4), if Nq is a multiple of
4,
iv) d is even, and d ≡ a − 1 (mod 2), if Nq is a multiple of
2, and
v) d ̸≡ 3c (mod 9), if Nq is a multiple of 9.
Depending on the value of the parameter constituting the recurrence formula, the QC sequence may have perfect regularity in
the vicinity of the least significant bit. However, they have no
regularity depending on the selection of parameters, sometimes
the randomness is not impaired. Furthermore, parameters
satisfying the condition of the maximum period depends on the
value of Nq , and the selection of other parameters is restricted
accordingly. Since the QC sequence has many choices of
parameters, we can have many sequences with the fixed period
Nq . In this paper, we generate a binary sequence. Let l0 and l
be the bit length of Nq and the arbitrary extracted bit length,
respectively. The following inequality holds
l ≤ l0 = ⌈log2 Nq ⌉.
(2)
B. The m-Sequence
The m-sequence is the one with the longest period among
the sequences generated by the linear recurrence formula over
the Galois field. If the degree of a primitive polynomial over
GF(p) is equal to n, it generate an m-sequence with period
Nm = pn − 1.
III. C OMBINATION OF B INARY Q UADRATIC
C ONGRUENTIAL S EQUENCE AND B INARY M -S EQUENCE
In this section, we describe a binary sequence generated
by combining a QC sequence and an m-sequence. Let Q be
a binary sequence by concatenating the lower l bits of each
element in a QC sequence. Then the length lq of Q is equal
to l × Nq . Let M be a binary m-sequence with the length
lm = Nm . We take a binary sequence QM by bitwise exclusive
OR of each element of these two sequence.

SEQUENCE

In this section, we try to evaluate the randomness properties
of our proposal sequence QM compared with the sequence Q.
First, we evaluate statistical randomness of the both sequences
Q and QM with the NIST SP800-22 test [2].
Table I shows the the numbers of failure tests in the NIST
tests for these sequences, where Nq = 315 and Nm = 27 − 1.
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TABLE I
T HE N UMBERS OF FAILURES IN NIST S TATISTICAL T ESTS OF Q AND
QM .
Failed number of sequence
Sequence Q
Sequence QM

l = 25
155
0

l = 24
143
0

l = 23
96
0

In the case of the periodic sequence Q, the items “Rank
test” and “Linear complexity test” are only passed in the NIST
statistical tests, and the other items are failed. We know that
the randomness of Q is not good from these results. Since Nq
is denoted as 25 bits, there exists some biases in the upper bits.
As l shrinks from 25 to 23, these biases are reduced and the
balance of the runs are good, but they are not good enough.
On the contrary, in case of the sequence QM , the all of
the NIST tests are passed. This means that the randomness of
the sequence QM is pretty good. Also, when Nm is a prime
number, improvement of randomness is good. Moreover, we
evaluate some parameters with Nq as a power of an odd prime.
Even if Nm is a different value, it shows results similar to the
results of this experiment.
Next, we investigate in the change of statistical properties
due to exclusive OR operation into the QC sequence and msequence. Concretely, we evaluate a frequency distribution for
all 7-tuple bit patterns in these sequences. Since the 7-tuple
bit patterns are constructed from ’0000000’ to ’1111111’, the
number of the patterns becomes 27 = 128. When we consider
that a sequence is true random, the distribution becomes a
binomial distribution. Then if the length of the sequence is
enough, this distribution is close to a normal distribution.
Therefore, if we assume that the distribution of each bit pattern
obtained from the appearance frequency of the pseudorandom
number bit string is close to the normal distribution, this
pseudorandom number bit string shows the same properties
as the true random number. In this example, the number of
each bit pattern existing between the width of 0.1 times the
standard deviation when it is regarded as a true random number
and the normal distribution when a true random number is
input is compared in a graph. Then, it is judged whether the
distribution is close or not. Figure 1 shows its distribution.
The distribution of sequence Q is far from the theoretical
value. The result shows that sequence Q has a bias of
occurrence on the 7-tuple bit patterns.
On the other hand the distribution of sequence QM is
roughly close to the normal distribution. The distribution of
sequence QM is close to the theoretical value and QM has a
property likes to a true random number. Even if Nm and Nq
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Fig. 1. Distribution of sequence bit patterns.

is a different value, it shows results similar to the results of
this experiment.
V. C ONSIDERATIONS
The sequence QM is a binary sequence with high randomness, and we can easily generate it. We also confirm that the
proposed sequence becomes long period, when Nq is a power
of an odd prime number and Nm is a prime number. The
sequence QM is generated by an extremely simple generation
method of the bitwise exclusive OR of the sequence Q and
the sequence M , and it is possible to generate at high speed.
Then compare the speed with the binary sequence of the same
period obtained in another way. Only when Nm = 27 − 1,
the sequence QM shows a significant improvement. Also, the
period Nq of the sequence QM is expressed as follows.
Nqm = lqm = lcm(lq , lm )

(3)

When the value of Nq is larger, the number of parameter
candidates also increases. Therefore, we can expect many
sequence numbers. If we want to make a bigger improvement,
we guess that we need to meet some conditions. We state the
condition as below.
• Nq has few prime elements,
• Nm is a prime.
VI. C ONCLUSION
In this paper, we proposed a new binary pseudorandom
sequence combined a quadratic congruential sequence and
an m-sequence by exclusive OR operation. Then we also
evaluated its randomness. In the future, we will analyze the
conditions theoretically and other conditions for improving
randomness.
We will explain other conditions for improving randomness
in oral presentation.
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