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Abstract—The accelerating deployment of image recognition
models in critical decision-making domains underscores the im-
portance of ensuring reliable training data for present and future
Artificial Intelligence (AI) and machine learning (ML) models. A
significant threat to training data is label-flipping, in which an
adversary alters classification labels in the training set to degrade
model performance. In this work, we investigated four detection
strategies to identify mislabeled data in the MNIST image dataset,
using Gaussian Mixture Models (GMMs), k-means clustering,
Mahalanobis distance, and Wasserstein distance, respectively. We
developed an experimental pipeline that automatically label-flips
samples to test these detection strategies. K-Means performed
best with an overall average AUC of 0.9761 and recall of 0.9312,
while GMM had the best overall average precision of 0.8550.
This research contributes to the field of AI and data security by
conducting a preliminary investigation into more comprehensive
yet practical pre-training defenses, as demonstrated on MNIST.
Future work would seek to improve the effectiveness of these
methods by exploring their generalization onto different datasets
and validating results with model training.

Index Terms—Area under the ROC curve (AUC), data poi-
soning, Gaussian mixture models, k-means clustering, label-
flipping, log-likelihood, Mahalanobis distance, precision, recall,
Wasserstein distance

I. INTRODUCTION

Hardshell Inc., a “data-centric Al security” startup based
in Virginia, aims to provide tools and services for clients
to secure their data [1]. Some of its latest research focuses
on computer vision vulnerabilities, where image classification
models can be applied to more complex systems, such as
autonomous driving and surveillance. We are working with
Hardshell researchers to develop “CleanSight” to identify
mislabeled and anomalous image data, primarily defending
against data poisoning attacks.

Data poisoning occurs when an adversary intentionally
injects faulty data into a model to reduce its performance.
In some cases, “injecting poisons that only account for 1%
of the [total] training dataset” can invalidate models, enabling
system-level failures [2]. For example, Anthropic found that
only 250 poisoned documents were needed to compromise a
model regardless of the size of its dataset [3]. For reference,
the volume of these documents represented only 0.00016%
of total training data in a 13-billion-parameter model. This
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shifts adversarial priorities from larger poisoning attacks to
smaller, highly optimized ones [3]. Therefore, even small data
poisoning attacks result in big shifts in model outputs, making
it necessary to research how to mitigate data poisoning.

CleanSight addresses this problem with a pipeline to auto-
mate mislabeled image data detection, focusing on MNIST.
This pipeline works by running four types of label-flipping
attacks and four detection methods, controlling for variability
by running these tests over thirteen random seeds. This work
is similar to recent work by Abroshan [4], published in 2025.
Whereas [4] only varied the detection strategy, dataset, and
poisoning percentage, our approach tests along different detec-
tion strategies, various poisoning attacks, and more poisoning
percentages.

While our work does not assess the impacts on model
training, it supports trustworthy training data. By flagging
data that is mislabeled by various types of label-flipping
attacks, CleanSight motivates the automation of data validation
by detecting mislabeled images. For Hardshell Al clients,
future work building on CleanSight could reduce development
costs and timeline constraints and free human cognitive strain
associated with manual data validation efforts. For end users,
this could help accelerate the production and deployment of
more accurate models relevant to their everyday lives. Despite
these impacts, this work is preliminary and it is still necessary
to explore the generalizability of our approach.

II. RELATED WORK

There is a lack of robust defenses against label-flipping
attacks [4]. Most works are not generalizeable because they
assume prior knowledge of poisoning attacks, being “attack-
specific” or “environment-specific” [4]. In particular, these de-
fenses require controlled contexts that are unlikely to appear in
real applications. Further, there are no defenses that guarantee
robust classification of a single point [5].

Outlier detection algorithms and label sanitization strategies
are commonly used to combat data poisoning [6]. Outlier de-
tection can “mitigat[e] the effect of optimal poisoning attacks,”
especially of label-flipping attacks [7] [8]. Strategies such as k-
Nearest-Neighbors can identify data points that may have been
mislabeled before model training [7]. For sanitization, these



detected data points can either be relabeled or removed [4] [5].
If the features used to detect outliers and sanitize labels “are
not discriminative for poison vs. clean, the detection [method]
is [often] crippled” [4].

Additionally, [4] proposed a two-phased pipeline to de-
tect label-flipping poisoning attacks: a Behavior Monitoring
Module (BMM) and a Detection Module (DM). The BMM
dimension-reduces the activations of the penultimate layer of
a neural network model. The DM explores both supervised
and unsupervised methods, demonstrating highly accurate de-
tection with 0.95 AUC on MNIST. For its Attack Simulation,
[4] only poisons single classes at 10% and 20% of that class’s
distribution. Given this structure, [4] serves as an effective
exploration of label-flipping attacks on various datasets. Clean-
Sight builds upon [4] by attacking with three more attack types
across ten total poisoning percentages. To expand on possible
detection methods, our work also tests several unsupervised
strategies different from [4].

IIT. METHODS

Our approach focuses on the MNIST dataset, which is a
set of 70,000 grayscale images of the digits O through 9,
handwritten in various styles [9]. This dataset was chosen for
its small number of classes, small image dimensions of 28x28,
and its simple domain space of handwritten numbers. We only
tested on the training set defined by PyTorch [10], which is
60,000 of the 70,000 images.

We deploy a multi-step pipeline that poisons the data, trans-
forms them into useful features, runs detection strategies, and
analyzes the results. For this, we ran a full factorial experiment
on 111 poisoning attacks (binned into four different types), ten
different poisoning percentages, four different detection strate-
gies, and thirteen seeds to control for uncertainty, resulting in
57,720 unique tests.

A. Poisoning Attacks

We poisoned MNIST at ten levels of poisoning, inclusively,
from 0.2% to 2% of the entire dataset, incrementing by 0.2%.
We define four different poison attack methods:

o “All-to-All”: An untargeted attack that uniformly poisons
all classes, randomly flipping labels to any other label.
There is one permutation of this attack.

o “All-to-One”: A targeted attack that relabels images from
any non-target class to the label of the target class. There
are ten permutations, one per class.

e “One-to-All”: A targeted attack that relabels the images
of a target class to the label of any other class but the
target class. There are ten permutations, one per class.

e “Ome-to-One”: A targeted attack that relabels the images
of one target class to the label of another class. There are
ninety permutations of this attack, nine per class.

B. Preprocessing

Our pipeline performs basic preprocessing on the MNIST
dataset. Every image in the dataset is resized to 224x224.
Grayscale pixel values are then duplicated into three color

channels to ensure compatibility with the ResNetl8 model
used later on in feature engineering. After that, the images are
converted to tensors and normalized according to the means
and standard deviations derived from ImageNet as described in
[11]. We assume that normalizing images on ImageNet makes
it more compatible with our ResNetl18 model.

C. Feature Engineering

After the pipeline poisons and preprocesses the MNIST
dataset, it transforms each image into a feature space based
on trained model embeddings. For this, we used a ResNetl8
model, pretrained on ImageNet, specifically using weights
from PyTorch’s ResNet18_Weights.ImageNet1 K_V1 [12]. The
pipeline fine-tunes this ResNet18 model on the poisoned data
over multiple epochs to learn the feature space. The pipeline
then takes the activations of the trained model’s penultimate
layer and reduces those feature embeddings to the most
significant fifty features by principal component analysis.

The purpose of this feature engineering is to ensure that the
data can be separable by class. Fig. 1 shows that training on a
single epoch visibly separates the data by class. By separating
classes at this step, our pipeline can more effectively detect
mislabeled data in detection. As can be seen in Fig. 1, we
used two training epochs for our feature embeddings because
it visually separates data by class without overfitting to the
poisoned data.

D. Detection Strategies

Our detection strategies are algorithms that assign a “poison
score” to images, p(x) € [0,1], where z is an image, and
its poison score, p(z), represents the chance of it being
poisoned or mislabeled. This score is defined differently for
each detection strategy, where p(x) = 1 corresponds to a
strategy’s certainty that the given image is poisoned. For their
inputs, these strategies take in the image’s feature embeddings
and their corresponding labels after the dataset poisoning.

1) Gaussian Mixture Models (GMMs): GMMs are a
method for fitting data distributions to sums of Gaussian
components [13]. This strategy was implemented in Python
using Scikit Learn’s GMM package [14]. This type of model
can handle data that is non-Gaussian by fitting data to multiple
components. The detection strategy works in two steps: it
determines the maximum log-likelihood that a given image

Epoch 0

Epoch 1 Epoch 2

Fig. 1: Each epoch of training on MNIST further separates the data by class.
In this figure, each color represents a different class, and each dot represents
an image’s feature embeddings, reduced to two principal components for
visualization. It can be seen that each class’s cluster becomes more visually
distinguishable with each additional epoch of training.



is under a different class, and it determines the poison score
based on that log-likelihood.

The first step is to fit each class’s data to a two-component
GMM model. From this, each image’s features are compared
to the feature distributions for every other label, calculating
the out-of-class log-likelihoods and storing the maximum. This
maximum represents the chance of an image being in the most
similar class instead of its own, as expressed in (1) [13]:

n K
00)X) = Zlog (Z wiN (2 | ukj]k)) (D)
i=1 k=1

where k is a Gaussian component from the set of K, wy is
its weight, u is its mean, and X, is its covariance matrix.

As exemplified by Fig. 2, out-of-class log-likelihood values
follow unimodal distributions for clean classes, whereas poi-
soned classes tend to follow bimodal distributions. Because
of this, the second step of this strategy fits another two-
component GMM to the out-of-class log-likelihoods, where
the component with the lower mean is assumed to be clean.
From this, the poison score is calculated as the posterior
probability of not fitting into the “clean” component.

2) K-Means Clustering: K-Means clustering is a method of
clustering data points in such a way that the distance between
the centroid and a data point in the cluster is minimized. The
objective function for k-means clustering is (2) [15]:
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where X = {x1,...,x,} is a dataset in Euclidean space R,
and ay and z;; are defined in (3) and (4), respectively:
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where ||z; — ag|| is the Euclidean distance between the data
point z; and the cluster centroid ay.

It is practically infeasible to minimize the objective function
of the k-means algorithm with reasonable efficiency. There-
fore, the k-means algorithm that we use starts with a random
set of centroids and repositions them within R for a certain
number of iterations. We decided to use 100 iterations because
it was the default number of iterations. The k-means algorithm
also requires an input of a desired number of centroids, so
we used 10 to match the number of MNIST image classes.
In order to calculate the poison score for each image, we
first use the dictionary outputted by the k-means algorithm
to identify which images were grouped into which clusters.
We then compute the poison score for each image as the
percentage of images in its cluster that does not match its
label.

3) Mahalanobis Distance: Mahalanobis distance is a metric
that measures the space between a multivariate normal dis-
tribution and a data point. To define the distribution, a mean
vector and a covariance matrix must be calculated. From there,
the Mahalanobis distance for each data point is calculated in
(5) [16]:

\/(u —0)V-Hu—v)T (5)
Where u is the vector of the data points, v is the mean vector,
and V is the covariance matrix. Mahalanobis distance assumes
that the data are multivariate normal distributions [16].

We create distributions of each data point of each label, then
calculate the Mahalanobis distance of each data point, flagging
any data point with a higher likelihood of being poisoned the
further it was from the distribution. We fit a normal curve to
the distribution of Mahalanobis distances for a given label.
We then calculated the poison score using the CDF of the
generated distribution. A higher Mahalanobis distance means
that the given data point is further from the input distribution,
resulting in a higher poison score.

4) Wasserstein Distance: Wasserstein distance measures
the minimum cost of transforming one distribution into an-
other. The cost is calculated according to (6) [17]:

/ & — yldn(z, ) ©)
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where u and v are two one-dimensional probability mass
functions and T'(u, v) is the set of all possible joint probability
distributions between v and v.

Our Wasserstein distance algorithm works by first grouping
all data points according to their labels. Next, for each label,
the medians are calculated across each dimension of its data
points. Then, the medians of the dimensions are combined
into a new data point that will serve as the representative data
point for a specific class. After that, the strategy computes the
Wasserstein distance between a data point and the representa-
tive data point for the class corresponding to the data point’s
label and returns that value as the poison score. The smaller the
Wasserstein distance is between two data points, the smaller
the poison score. If the Wasserstein distance between two data
points is 0, then the strategy treats the points as the same, and
the poison score is 0.

inf
el (u,v)

E. Evaluation Metrics

We evaluate performance based on three metrics:

o Area under the ROC curve (AUC) provides a threshold-
independent measure of a model’s ability to distinguish
clean points from poisoned ones [18].

e Precision measures the percentage of samples identified
as poisoned that were truly poisoned [19].

e Recall measures the percentage of truly poisoned samples
that were identified by the model [19].

Since our strategies output onto [0, 1], precision and recall
require a threshold, which we selected by maximizing the F1
score. F1 score is the harmonic mean of recall and precision,
so it balances the tradeoffs of false positives and negatives
[19].
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Fig. 2: This figure shows an example of a One-to-One attack where images labeled as “6” are clean and images labeled as “7” are poisoned, including images
that are truly from class “6.” More generally, for One-to-One attacks, the GMM strategy’s log-likelihoods cluster into poisoned and clean distributions.

IV. RESULTS

For each strategy, we aggregated results by poisoning per-
centage and by attack and evaluated the overall performance.

A. Strategy Performance by Poisoning Percentage

Figs. 3, 4, and 5 show the performance at different poisoning
percentages, using AUC, recall, and precision, respectively.
For calculating these curves, we first weighted them by attack
type to equally represent each attack, since each attack has
different amounts of test cases. Fig. 3 shows that k-means
has an AUC close to one and that Wasserstein has an AUC
of approximately 0.85, regardless of poisoning percentage.
Whereas GMM’s AUC increases as the poisoning percentage
increases, Mahalanobis’s AUC decreases. Fig. 4 shows that k-
means has the highest recall, followed by GMM and Mahalo-
bis, with Wasserstein having the lowest recall. Fig. 5 shows
that GMM exhibits the best precision, followed by k-means,
then Mahalanobis and Wasserstein.

B. Strategy Performance by Attack

We also analyzed AUC, recall, and precision for each
strategy by finding the average over each attack type, presented
in Table 1. The strategies that exhibit the best performance
for All-to-All and One-to-One attacks are Mahalanobis and
GMM respectively. Wasserstein has low recall and precision
compared to the other strategies, except on One-to-One attacks
with a recall of 0.8224. Across all of Table I, the worst
result was GMM’s average AUC of 0.2193 for All-to-All
attacks, whereas all other combinations of strategies and
attacks yielded average AUCs above 0.7. Likewise, the best
result in Table I was Mahalanobis’s average AUC of 0.9990
on All-to-All attacks.

C. Strategy Performance Overall

As an overall performance score, we computed the arith-
metic mean of the averages in Table I, as shown in the
“Average” column for each metric. All strategies have an
overall average AUC above 0.7. K-Means has the best overall
average AUC of 0.9761 and recall of 0.9312. Wasserstein is
the only strategy with a recall below 0.5. GMM has the best
overall average precision of 0.8550, whereas Mahalanobis and
Wasserstein have overall average precisions below 0.3.
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Fig. 3: Average AUC by poisoning percentage is shown above, equally
weighing each attack type in this calculation. Mahalanobis’s AUC decreases
poisoning percentage increases, likely due a sensitive covariance matrix.
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Fig. 4: Average recall by poisoning percentage is shown above, equally
weighing each attack type in this calculation. K-Means achieves a recall close
to one due to how it ignores labels and instead clusters by the true structure
of the feature space, allowing it to be unbiased by poisoning.
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Fig. 5: Average precision by poisoning percentage is shown above, equally
weighing each attack type in this calculation. GMM achieves a precision close
to one because of how GMM fits to each class.

V. DISCUSSION
A. Strengths and Weaknesses by Strategy

1) Gaussian Mixture Models: One key area of interest is
GMM’s low performance on All-to-All poisoning. With an



TABLE I: This table shows the performance of each strategy across attack types, reported as AUC, recall, and precision. The columns “A-A,” “A-1,” “1-A,)”
and “1-1” represent All-to-All, All-to-One, One-to-All, and One-to-One, respectively. Further, the “Average” column is calculated as the arithmetic mean
across these attacks in order to demonstrate each strategy’s overall performance. Unlike Figs. 3, 4, and 5, this table aggregates performance by attack type,
rather than by poisoning percentage. The highest values of each column are in bold. These bolded values show the best-performing strategy overall and for
each attack type across each metric. For example, k-means has the best average AUC and recall of 0.9761 and 0.9312, respectively.

AUC Recall Precision
Strategy A-A A-1 1-A 1-1 | Average| A-A A-1 1-A 1-1 |Average | A-A A-1 1-A 1-1 | Average
GMM 0.2193 0.8959 0.7445 0.9568 | 0.7041 |0.3782 0.8374 0.6966 0.9293 | 0.7104 |0.6179 0.9495 0.9072 0.9455 | 0.8550
K-Means 0.9875 0.9881 0.9832 0.9455| 0.9761 |0.8748 0.9352 0.9192 0.9971 | 0.9312 | 0.7709 0.6444 0.6624 0.5448 | 0.6556
Mahalanobis | 0.9990 0.9662 0.9296 0.7401 | 0.9087 |0.8919 0.7105 0.7763 0.5061 | 0.7212 |0.8298 0.1873 0.1187 0.0332| 0.2923
Wasserstein | 0.8681 0.8731 0.8667 0.8687 | 0.8692 |0.2195 0.2739 0.3167 0.8224 | 0.4081 |0.1457 0.2002 0.3889 0.2083 | 0.2358

AUC of 0.2193, it would be better to use 1 — p(z). To
investigate this, we looked at the maximum out-of-class log-
likelihood for 7s when poisoned by an All-to-All attack rather
than the One-to-One attack shown in Fig. 2. Comparing Fig.
2 and Fig. 6 reveals that the poisoned and clean distribution
of data points overlap much more as a result of an All-to-All
attack than a One-to-One attack on 7, with nearly the entire
left half of the poisoned points distribution lying inside the
clean points. This might have occurred because a GMM is fit
to each class to predict how likely each image is in another
class, rather than measuring its deviation from its true class.
All-to-All attacks disrupt the likelihood of fitting into other
classes aside from the most likely one, leading to more overlap
in out-of-class log-likelihoods for poisoned and clean points.

Otherwise, GMM achieves the highest precision across
other poisoning methods and percentages. Each metric is
highest on One-to-One attacks and otherwise improves with
higher poisoning percentages, indicating GMM is well suited
to detecting concentrated poisonings on a single class. This
method could be improved by using more than two Gaussian
components to better fit the data, aggregating the likelihoods
of being in other classes rather than just taking the maximum,
or incorporating the likelihood of fitting into its own class as
well as into other classes. In addition, better identification of
poisoned points after getting the out-of-class log-likelihood
distributions would improve its performance on All-to-All
poisoning attacks.

2) K-Means Clustering: K-Means clustering is our most
consistent detection method as it performs nearly identically
across poisoning methods and proportions. This is likely due to
its unsupervised technique [20] which ignores poisoned point’s
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Fig. 6: The distribution of the log-likelihood of being in another class for the
class of “7”” when poisoned using an All-to-All poisoning, with poisoned and
clean points labeled by color. In contrast to Fig. 2, the poisoned class is less
distinct from the clean labels, increasing flagging difficulty.
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labels when creating the clusters, meaning the clusters are
not biased by poisoned points. However, k-means clustering
struggles with precision because some classes have subsets of
images that are different from the rest of the class, meaning
that subset might get assigned to a different cluster. A potential
solution to this would be increasing the number of centroids
to capture the specific subsets of each class.

3) Mahalanobis: Mahalanobis performs better on All-to-
All poisoning techniques than One-to-One for all metrics, and
its AUC and precision decrease as the poisoning percentage
increases. These indicate lower effectiveness with more con-
centrated poisoning in a single class. This behavior is likely
due to the sensitivity of the covariance matrix to outliers [21].
Thus, Mahalanobis performs best when poisoning percentages
within each class are low and could be improved using
bootstrapping or robust computation methods [22].

4) Wasserstein Distance: Wasserstein Distance likely only
has strong recall with One-to-One attacks because of how each
poisoning method affects the creation of the “representative
images” that the strategy uses to detect poisoned images. In a
One-to-One attack, images that initially belonged to one class
become outliers in another class if their label is poisoned.
Because One-to-One attacks only involve two classes of im-
ages, only two of the representative images are affected by
the sudden change in their classes’ images. In contrast, the
other poisoning methods transfer images from either a single
class to all other classes (One-to-All), images from all other
classes to a single class (All-to-One), or images from every
class to every other class (All-to-All). Regardless of poisoning
methods used, all representative images are affected by the
change in classes. Thus, the Wasserstein Distance detection
strategy will perform better against poisoning methods that
affect a small number of classes.

B. Ethical Considerations

As with training image recognition models, detecting poi-
soned images comes with many ethical considerations. For
example, Al companies train image recognition models on
images uploaded to the Internet by artists without their consent
[23]. In the past, artists have used tools like Nightshade
and Glaze to purposefully poison their images and reduce
the accuracy of corporate image recognition models to deter
companies from violating copyright [23]. However, if projects
like CleanSight advance the field of data poisoning detection,
then companies would have the freedom to train their models
on online art without consent from the artists. At the same



time, CleanSight strengthens the identification of artists’ dig-
ital signatures in their work.

C. Future Work

A key limitation of our work is that we do not test more
complex datasets, which limits the generalizability of Clean-
Sight. While our pipeline demonstrates effective detection on
MNIST, this is likely impacted by the dataset’s simple input
space and high class separability. As a result, it is unclear
how well these methods would perform on more complex
image domains. Future work should prioritize validating this
approach accordingly, which could involve developing more
effective feature engineering techniques.

Further, while our detection strategies effectively flag misla-
beled data, we do not examine their impacts on model training.
Thus, future work should include end-to-end evaluation to
demonstrate more thoroughly the feasibility and practicality of
using these methods to clean data before training time. This
could involve exploring how removing or correcting flagged
images improves model performance.

Additionally, our methods’ resulting “poison scores” are not
calibrated probabilities, so they are not directly comparable.
Future work could explore probability calibration to improve
the consistency between and practical meaning of these scores.

VI. CONCLUSION

It is necessary to ensure reliable training data, especially
with threats like label-flipping. Thus, we investigated four
strategies to identify mislabeled data in the MNIST image
dataset, using GMMs, k-means clustering, Mahalanobis dis-
tance, and Wasserstein distance, respectively. From a testing
pipeline we developed, we found that k-means had an overall
average AUC of 0.9761 and recall of 0.9312. GMM had the
best overall average precision of 0.8550.

This preliminary data security investigation examines more
comprehensive yet practical pre-training defenses, demonstrat-
ing its effectiveness on MNIST. Future work would seek
to improve these methods by exploring their generalization
onto different datasets, calibrating their outputs, and validating
results with model training.
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