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Abstract—Traditional detection systems based on machine
learning and artificial intelligence (AI) have primarily focused
on improving classification accuracy, anomaly detection perfor-
mance, and real-time threat identification. However, in many
operational contexts (e.g., cybersecurity, critical infrastructure
protection, and enterprise risk management), detection alone is
insufficient. Decision-makers require not only alerts, but also a
quantitative understanding of risk to prioritize responses, allocate
resources, and manage uncertainty.

This paper proposes a data-driven framework that integrates
AI-powered detection systems with quantitative risk modeling.
We demonstrate how outputs from machine-learning-based de-
tection models (e.g., predicted probabilities) can be systematically
transformed into interpretable risk measures, including likeli-
hood, impact, and expected loss. By bridging detection and risk
quantification, the framework enables a shift from binary or
score-based alerts to risk-aware decision support.

The proposed approach is validated through an empirical
study using real-world cyber incident data. Machine learning
models are first used to estimate the likelihood of high-severity
incidents and then are integrated into a quantitative risk as-
sessment pipeline to estimate expected loss. Results show that
the integrated framework improves interpretability, supports
comparative risk analysis, and enhances the practical value of
AI-powered detection systems for risk-informed decision-making.
This work contributes to the growing body of research on trust-
worthy and operational AI by aligning detection performance
with quantitative risk objectives.
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I. INTRODUCTION

Artificial intelligence (AI) and machine learning (ML)-
based detection systems are widely deployed in modern in-
formation systems to identify cyber attacks and anomalous
activities [1]–[4]. These systems generate alerts when unusual
patterns are detected, providing early warning signals for po-
tential threats [5]. However, alerts alone do not constitute risk.
While detection models are effective at identifying suspicious
events, they provide limited support for decision-making, as
they do not quantify the potential impact or severity of cyber
threats. In practice, decision-makers require more than binary
alerts or probability scores [6], [7]. They need quantitative
risk measures that integrate both the likelihood of an attack
and its potential consequences [7]. Without such measures, it is
difficult to prioritize responses, allocate resources, and manage

cyber risks effectively [8]. This highlights a critical gap
between detection outputs and risk-oriented decision support.

To address this gap, this study proposes a unified framework
that links AI-powered detection systems with quantitative risk
assessment. In this framework, detection is operationalized as
the probabilistic identification of high-severity cyber incidents,
rather than merely the classification of malicious activity. De-
tection outputs are interpreted as likelihood estimates, which
are combined with impact measures to produce quantitative
risk metrics. This approach enables a transition from alert-
based detection to risk-aware decision support.

The proposed framework is empirically validated using the
Advisen Cyber Loss Dataset [9], [10]. A ML classification
model is employed to estimate the likelihood that an incident
will result in high loss, while a generalized linear model is
used to estimate expected loss severity. These components
are integrated into a quantitative risk score that captures both
likelihood and impact. The empirical results demonstrate that
incident-level characteristics can be systematically translated
into meaningful risk measures, enhancing the operational value
of AI-driven systems.

This study makes three primary contributions. First, it
develops a unified framework that bridges AI-based detection
and quantitative risk modeling. Second, it proposes a sys-
tematic method for transforming detection outputs into risk
metrics grounded in likelihood and impact. Third, it provides
empirical evidence demonstrating the effectiveness of risk-
aware detection to improve cybersecurity decision support.

II. RELATED WORK

AI and ML techniques have become foundational tools for
detecting cyber threats in modern information systems [1],
[2], [11], [12]. A lot of research has focused on developing
models to identify malicious activities in network traffic,
system logs, and user behavior [13]–[15]. Recent advances in
deep learning have further enhanced detection capabilities and
enabled the modeling of complex temporal and spatial patterns
in cybersecurity data [12], [16]. Techniques such as recurrent
neural networks, long short-term memory models, and graph-
based learning have been applied to detect sophisticated and
multi-stage attacks [16]–[20]. These approaches emphasize



improving detection accuracy, reducing false positives, and en-
abling real-time monitoring [21], [22]. Despite these advances,
existing detection systems focus on classification performance
and anomaly identification. Outputs are typically expressed
as binary decisions or probability estimates [23]. While these
outputs are valuable for identifying potential threats, they are
not designed to support broader decision-making processes
[24]. In particular, detection models often lack mechanisms
to interpret results in terms of operational risk, limiting their
usefulness for prioritization and resource allocation [24].

Quantitative risk assessment has long been a central topic
in cybersecurity [25]. Researchers have explored data-driven
approaches to cyber risk quantification, incorporating statisti-
cal modeling, simulation techniques, and econometric methods
[26]–[28]. For example, generalized linear models and Monte
Carlo simulations have been used to estimate the frequency
and severity of cyber incidents [29], [30]. These approaches
provide valuable insights into loss distributions and system
vulnerabilities, particularly in the context of enterprise risk
management [30]–[33]. However, quantitative risk models are
developed independently from real-time detection systems
[15]. They often rely on aggregated or historical data rather
than dynamic detection outputs [25]. As a result, they are less
suited for real-time decision support in operational environ-
ments.

Existing literature reveals a clear disconnect between AI-
powered detection systems and quantitative risk assessment
methodologies. Detection-focused research emphasizes accu-
racy and precision, while risk-focused research emphasizes
expected loss and uncertainty [34], [35]. This gap is particu-
larly evident in practical settings, where decision-makers must
prioritize responses based not only on the likelihood of an
event but also on its potential consequences [36]. Detection
outputs (e.g., anomaly scores or classification probabilities)
do not directly convey the severity or expected impact of an
attack [37].

Emerging research has begun to recognize the importance of
risk-aware detection and proposed approaches that incorporate
contextual information or severity indicators into detection
pipelines [38], [39]. However, these efforts are limited in scope
and often lack a systematic method for translating detection
outputs into quantitative risk metrics [39]. There is a lack
of formal frameworks that map detection probabilities to risk
measures such as expected loss.

To address this gap, this study proposes a unified framework
that integrates AI-powered detection with quantitative risk
modeling. By transforming detection outputs into risk-oriented
metrics, the proposed approach enables a shift from detection-
centric evaluation to decision-oriented risk assessment. The
goal is to enhance the practical value of AI-driven systems in
cybersecurity.

III. CONCEPTUAL FRAMEWORK: FROM DETECTION TO
RISK

AI-powered detection systems produce outputs in the form
of binary classifications, anomaly scores, or probability esti-

mates [22], [40]. While such outputs are effective to identify
cyber threats, they do not well support decision-making, as
they do not quantify the potential impact or severity of detected
events. In practice, decision-makers require interpretable mea-
sures of cyber risks that integrate both the likelihood of an
incident and its expected consequences [36].

This study proposes a unified framework that systematically
links AI-powered detection with quantitative risk assessment.
The framework consists of three interconnected components:
(1) a detection layer that estimates incident likelihood, (2) a
risk transformation layer that models impact, and (3) a risk
representation layer that integrates these components into a
quantitative risk metric. Each component is designed to be
directly operationalized using empirical data, ensuring that the
framework is not only conceptual but also testable.

A. Detection Layer: Likelihood Estimation

The detection layer is to estimate the likelihood that a given
attack corresponds to a high-severity incident. In traditional
settings, detection systems are designed to identify whether
an attack is malicious [2], [22], [41]. However, in many
operational contexts, the key point is whether an attack is
likely to result in significant loss or disruption [35].

This study defines detection as the identification of high-
severity incidents based on observable event characteristics.
Rather than producing binary (high/low) alerts, the detection
layer generates probabilistic outputs that quantify the likeli-
hood of severe outcomes. For each event i, the detection model
produces:

p̂i = P (Yi = 1|Xi) (1)

where Yi indicates whether the event belongs to a high-
severity category and Xi represents observable features. These
probabilities serve as empirical estimates of incident likelihood
and produce the first component of the risk quantification
framework.

B. Risk Transformation Layer: Impact Estimation

The risk transformation layer translates event characteristics
into quantitative estimates of impact. While likelihood reflects
the probability of occurrence, impact reflects the magnitude
of consequences associated with an attack [42], [43]. In the
context of cyber incidents, impact is measured in terms of
financial loss [8]. This study models impact as the expected
loss based on event characteristics. It is defined as following:

L̂i = E(Li|Xi) (2)

where Li represents the observed financial loss associated
with an incident i. This formulation allows the framework to
incorporate both structured variables (e.g., affected scope, in-
cident duration, financial damage indicators) and unstructured
information (e.g., textual descriptions of incident causes) into
a unified impact measure. By estimating expected loss, the
framework captures the severity dimension of cyber risk in a
continuous and interpretable manner.



C. Risk Representation Layer: Quantitative Risk Metric

The final layer integrates likelihood and impact into a
quantitative risk measure. According to standard risk theory,
risk is a product of likelihood and impact [42], [43]. For each
incident i, the risk score is computed as:

Ri = p̂i ∗ L̂i (3)

This formulation produces an interpretable metric that re-
flects both the probability and severity of an incident. While
traditional detection outputs treat all alerts similarly, this risk
score metric can differentiate between incidents that are likely
but low-impact and those that are less frequent but potentially
severe.

At the system level, aggregate risk can be computed as:

Rtotal =

N∑
i=1

Ri (4)

By summing event-level risk scores across incidents, the
aggregate risk measure provides a basis for portfolio-level risk
assessment and comparison across scenarios.

To operationalize the proposed framework, this study maps
each conceptual component to empirical counterparts using
incident-level cyber loss data. Specifically, the detection layer
is implemented as a probabilistic classification model that
predicts whether an incident will evolve into a high-severity
event. The resulting predicted probability is interpreted as
the likelihood component of risk. The risk transformation
layer is operationalized through a loss severity model, which
estimates expected financial impact using observed incident
characteristics. Finally, the risk representation layer integrates
these two components into a quantitative risk score, defined
as the product of predicted likelihood and expected loss. This
mapping ensures that the conceptual framework is directly
testable within an empirical setting.

Fig. 1. Conceptual Framework

Figure 1 illustrates the conceptual framework with key
elements. Specifically, the detection layer corresponds to a
probabilistic classification model, the risk transformation layer
corresponds to a financial loss estimation model, and the last
layer corresponds to the integrated risk score for decision-
making. This explicit mapping ensures that the proposed
framework is not only conceptually coherent but also directly
implementable using real-world data.

IV. EMPIRICAL DESIGN

To empirically validate the proposed framework, this study
adopts the Advisen Cyber Loss Dataset that contains detailed
records of cyber incidents, including incident characteristics,
causes, and associated financial losses [9], [10]. Instead of
modeling packet-level intrusion detection, this study treats
detection as the identification of high-severity cyber incidents
using observable incident attributes.

The empirical design follows a two-stage architecture:
1) Detection (Likelihood Estimation):

A ML classifier predicts the probability that a cyber
incident will result in high loss.

2) Impact Estimation (Severity Modeling):
A statistical model estimates the expected financial loss
associated with each incident.

Then these two components are integrated into a risk score,
which captures quantitative prioritization of cyber incidents.

A. Hypotheses

Based on previous research regarding cyber risk quantifica-
tion, we formulate the following hypotheses:

• H1 (Affected Scope): Incidents affecting a larger number
of entities are associated with higher expected loss.

• H2 (Incident Duration): Longer incident duration is as-
sociated with total loss magnitude.

• H3 (Infrastructure): Incidents involving core infrastruc-
ture (e.g., servers) exhibit significantly different loss
profiles compared to other incidents.

• H4 (Financial Damage Proxy): Direct financial damage
indicators are positively associated with total loss.

• H5 (Preparedness/Insurance): Higher preparedness prox-
ied by insured exposure is associated with reduced ex-
pected loss.

These hypotheses are tested within the loss estimation model
and then reflected in the risk scoring framework.

B. Variable Construction

Two dependent variables are constructed:
1) High-Severity Indicator (Detection Stage):

Yi =

{
1, if TOTAL AMOUNTi ≥ τ

0, otherwise
(5)

In this study, we define the dependent variable High-
Risk = 1 if TOTAL AMOUNT is at or above the 75th
percentile.

2) Loss Severity (Impact Stage):

Li = TOTAL AMOUNT i (6)

Due to strong right-skewness, the loss is modeled using
a Gamma distribution with log link.

Independent variables are derived from the Advisen dataset.
Table I summarizes independent variables along with their
definitions and descriptions.

Because the dataset contains missing information for some
financial and timing variables, the usable modeling sample is



TABLE I
INDEPENDENT VARIABLE DEFINITIONS

Variable Definition Interpretation

TOTAL Total financial loss Dependent variable
(severity)

HighRisk Indicator of high-loss
event

Dependent variable
(classification)

AFFECTED Number of affected en-
tities

Scope of impact

LENGTH Loss duration (end date
– start date)

Incident persistence

FINANCIAL Financial damages re-
ported

Direct loss proxy

PREPARED Insured / (insured +
uninsured)

Organizational
preparedness

SERVER Dummy for server-
related cause

Infrastructure critical-
ity

YEAR Incident year Temporal control
TEXT FEATURES NLP-derived indicators Attack type / severity

signals

smaller than the total number of records. The main regression
sample for the classification model includes 1459 incidents,
and the Gamma severity model includes 1456 positive-loss
incidents.

C. Model Specification

1) Detection Model (Likelihood Estimation)
The probability that an incident becomes high severity
is estimated using a classification model.

P (Yi = 1|Xi) = f(Xi) (7)

• Xi includes structured and text-derived features.
• f() is implemented using logistic regression. The

logistic baseline is:

log

(
P (Yi = 1)

1− P (Yi = 1)

)
= β0 + β1 log(AFFECTEDi)

+β2LENGTHi + β3SERV ERi + β4PREPAREDi

+β5 log(FINANCIALi)
(8)

2) Loss Severity Model (Impact Estimation)
Expected Loss is modeled using gamma regression,
which is appropriate for positive and skewed data.

E(Li | Xi) = exp
(
α0 + α1 log(AFFECTEDi)

+α2LENGTHi + α3SERV ERi + α4PREPAREDi

+α5 log(FINANCIALi)
)

(9)

This model estimates the expected loss based on ob-
served incident characteristics.

3) Integrated Risk
The final risk score combines likelihood and impact.

Ri = P̂ (Yi = 1 | Xi)× ̂E(Li | Xi) (10)

Combining with the system-level risk computed in (4) enables
portfolio-level risk assessment and comparison across scenar-
ios.

TABLE II
HIGH-RISK INCIDENT CLASSIFICATION MODEL

Variable Coef. Std.
Err.

p-
value

Odds
Ratio

OR
95%
CI
Low

OR
95%
CI
High

Intercept -
25.3571

1.8210 0.0000 3.58e-
11

– –

log length -
0.0388

0.0670 0.5620 0.9619 0.8438 1.0968

log financial 1.7979 0.1291 0.0000 6.0368 4.6864 7.7752
kw server 0.0141 0.4997 0.9770 1.0142 0.3810 2.7005
kw privacy 0.8845 0.2691 0.0010 2.4218 1.4293 4.1041
kw hack 0.3305 0.3617 0.3610 1.3917 0.6855 2.8268
kw breach -

0.2189
0.2950 0.4580 0.8034 0.4505 1.4325

c year -
0.0415

0.0370 0.2620 0.9593 0.8925 1.0316

Notes: Dependent variable (HighRisk), coded as 1 if TOTAL AMOUNT is at
or above the 75th percentile of the sample. Logistic regression estimates the
probability that an incident belongs to the high-loss group. Model fit:
Pseudo-R2 = 0.719, AUC = 0.978, Precision = 0.939, Recall = 0.939,
F1 = 0.939.

V. RESULTS ANALYSIS

Advisen data was used to estimate two linked models.
First, a high-risk classification model that predicts whether
an incident falls into the upper quartile (≥ 75%) of total
loss. Second, a Gamma loss model that predicts expected loss
severity for positive-loss incidents. Table II shows the results
from the high-risk classification model.

This model performs strongly as an AI-enabled incident risk
scoring classifier. The most important predictor is the direct
financial-damage signal, which significantly increases the odds
that an incident belongs to the high-loss group. Privacy-related
cases are also statistically significant, suggesting that incidents
involving privacy exposure are more likely to escalate into
severe losses. By contrast, server, hack, and breach keywords
do not retain significance once the other variables are included.
Table III shows the results estimated with a Gamma GLM and
log link on positive-loss incidents.

This Gamma model supports the theoretical argument. Ac-
cording to Table III, the strongest predictor of expected total
loss is the direct financial-damage variable. Privacy-related
incidents also have significantly higher expected losses, even
after controlling for the other variables. This indicates that
some incident descriptors carry not only classification value
but also severity value.

To summarize, the empirical results support the proposed
framework. In the high-risk classification model, financial
damages emerged as the strongest predictor of whether an
incident belonged to the upper quartile of loss severity, while
privacy-related incident characteristics were also positively
and significantly associated with elevated risk. In the Gamma
loss model, financial damages remained highly significant
and privacy-related incidents exhibited substantially higher
expected losses. These findings indicate that incident-level
features can be translated into both likelihood and impact es-



TABLE III
GAMMA GLM LOSS SEVERITY MODEL

Variable Coef. Std. Err. p-value Exp(Coef.) Exp 95% CI Low Exp 95% CI High

Intercept 5.0898 0.6977 0.0000 162.3400 41.3632 637.2597
log length 0.0923 0.0932 0.3220 1.0967 0.9135 1.3167
log financial 0.6107 0.0512 0.0000 1.8417 1.6658 2.0363
kw server -0.3821 0.6749 0.5710 0.6825 0.1818 2.5618
kw privacy 0.9219 0.3669 0.0120 2.5140 1.2247 5.1605
kw hack -0.0951 0.4558 0.8350 0.9093 0.3721 2.2218
kw breach 0.3941 0.4245 0.3530 1.4831 0.6453 3.4080
c year -0.0092 0.0489 0.8510 0.9908 0.9003 1.0904

Notes: Dependent variable = TOTAL AMOUNT. Estimates are obtained from a Gamma generalized linear model with a log link, using positive-loss
incidents only. The exponentiated coefficients indicate multiplicative effects on expected loss. Pseudo-R2 (Cragg–Uhler/CS) = 0.113.

timates, enabling a quantitative risk score that extends beyond
conventional alert-based decision support.

VI. CONCLUSION

This study addresses a critical limitation in AI-powered cy-
bersecurity systems: the disconnect between detection outputs
and risk-oriented decision-making. While machine learning
models have achieved substantial success in identifying cyber
threats, their outputs (e.g., alerts, classifications, or probability
scores) do not directly translate into cyber risk measures.
This gap limits organizations to prioritize responses, allocate
resources, and manage cyber incidents.

To bridge this gap, this paper proposed a unified frame-
work that integrates AI-powered detection with quantitative
risk assessment. The framework treats detection outputs as
probabilistic indicators of an incident and combines them
with impact measures to produce risk scores. By integrating
detection and risk into a unified framework, the proposed
approach extends AI detection systems from alert generation
to decision support.

The framework was empirically validated using the Advisen
Cyber Loss Dataset. Instead of modeling packet-level intrusion
detection, we treated detection as the identification of high-
severity incidents. A logistic classification model was used to
estimate the probability that an incident would result in high
loss, while a Gamma generalized linear model was used to
estimate expected loss severity. The results demonstrate that
incident-level characteristics (e.g., financial damage indicators
and privacy-related features) are highly associated with both
the likelihood of high-severity incidents and the magnitude of
economic losses. These findings support the construction of a
quantitative risk metric by translating incident-level informa-
tion into both likelihood and impact estimates.

This study has three primary contributions. First, it develops
a unified framework that bridges AI-based detection and
quantitative risk modeling. The proposed framework generates
an integrated risk score (defined as the product of predicted
likelihood and expected loss), providing an interpretable met-
ric to prioritize cyber incident response. Second, it proposes
a practical method for transforming detection outputs into
risk metrics grounded in likelihood and impact. Different
from traditional detection outputs, the risk score metric offers

operational insights by distinguishing between events that
are likely but low-impact and those that are less frequent
but potentially severe. This is valuable in environments of
high uncertainty, where effective prioritization is essential.
Third, it provides empirical evidence that demonstrates the
effectiveness of risk-aware detection using real-world cyber
incident data.

However, there are several limitations. The Advisen dataset
records incident-level outcomes rather than real-time system
telemetry. Second, the definition of “early detection” is ap-
proximated using available incident attributes rather than real-
time streaming data. These limitations suggest that the results
should be interpreted as evidence of feasibility rather than a
complete operational implementation.

Future research can extend this work in several directions.
First, we plan to integrate real-time detection data, such as
network traffic or system logs, to validate the framework in
fully operational environments. Second, we would like to in-
corporate more advanced machine learning models, including
deep learning and natural language processing techniques,
to improve both detection accuracy and severity estimation.
Third, we will link the framework to governance and risk man-
agement standards to further enhance its practical relevance.
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