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Abstract—The shift to zonal electronic control units (ECUs) is
transforming vehicle electrical architectures by consolidating
multiple functions into fewer and more powerful computing nodes.
While this reduces wiring and improves scalability, it also
concentrates both safety and security risks. This paper presents a
unified design approach that examines how ISO 26262 functional-
safety mechanisms and ISO/SAE 21434 cybersecurity mechanisms
can be co-engineered in a zonal ECU context. The proposed
architecture uses dual-core lockstep processing for ASIL-D fault
detection, along with secure boot, hardware security modules
(HSMs), and an in-vehicle intrusion-detection concept. A
prototype implementation on an NXP S32G platform
demonstrates high diagnostic coverage and stable runtime
behavior. Case studies show how coordinated safety-security co-
engineering improves system behavior under both faults and
security events.

This work provides practical architectural and experimental
insight for designers of zonal ECUs that can meet safety and
cybersecurity expectations for next-generation ADAS and
electrification programs. The study also reports measured values
from the prototype, including strong lockstep fault coverage, IDS
false-positive behavior near 1.8%, and a secure-boot delay of
about 12 ms. These results help show how safety and security
mechanisms can be combined without major performance
penalties
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1. INTRODUCTION

Modern vehicles now rely on more electronics and software, and
many of these functions are becoming connected. The move to
zonal ECUs reduces wiring, saves weight, and makes systems
easier to scale, but it also brings new challenges. When more
functions run on fewer but more powerful units, a single ECU
fault or security issue can affect several vehicle domains at the
same time. Functional safety under ISO 26262 helps ensure
systems keep working safely even when hardware faults occur.
At the same time, cybersecurity under ISO/SAE 21434 focuses
on protecting ECUs from attacks and maintaining system
integrity. Managing both together is important for advanced
driver assistance systems ("ADAS") and electric vehicles, where
timing, reliability, and security all interact.

This paper explores a unified design that looks at how safety and
security mechanisms behave together inside a zonal ECU. The
design uses dual-core lockstep processing, secure boot, and a

hardware security module to detect faults and prevent
unauthorized software from running. Intrusion detection is
included as an experimental layer to study how emerging in-
vehicle monitoring concepts may influence system behavior
during faults or abnormal events. The goal is to help OEMs
understand how these mechanisms interact in real conditions
and how unified thinking may support future vehicle programs.

The key contributions of this paper are: (i) “proposing a unified
architectural framework that studies the interaction between
functional safety and cybersecurity mechanisms in a zonal ECU,
(i) demonstrating measured results for fault coverage, IDS
behavior, and secure-boot timing, and (iii) discussing how these
findings may support system design and compliance activities
for OEMs. The remainder of this paper is structured as follows:
Section 2 reviews related FuSa—cybersecurity approaches,
Section 3 presents the unified design, Section 4 discusses
evaluation results, and Section 5 concludes with implications
and future directions.
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Fig. 1. Unified FuSa—Cybersecurity Architecture.

This figure gives a high-level view of how functional safety and
cybersecurity interact in a zonal ECU context. The goal is to
show that the two domains are not isolated, but exchange
information through adaptive algorithms and feedback paths.
Functional-safety elements such as fault-diagnosis and fail-safe
mechanisms provide safety-related status, while cybersecurity
components such as anomaly detection and intrusion response
share security-related insights. This bi-directional feedback
helps the ECU maintain stable operation even when multiple
faults or security events occur together. The figure also reflects
cross-domain communication, which is a practical requirement
in modern zonal architectures.



II. METHOD
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Fig. 2. Detailed FuSa—Cyber Pipeline for Zonal ECU Implementation.

This figure provides a detailed breakdown of the end-to-end
execution path in the proposed zonal ECU design. The flow
begins with the NXP S32G platform and its dual-core lockstep
execution, where the fault comparator detects CPU mismatches.
Functional-safety mechanisms such as ECC, watchdog timer,
and the safe-state manager react to hardware or software faults.
Cybersecurity mechanisms operate in parallel, including secure-
boot authentication, HSM-based key handling, and an in-vehicle
intrusion-detection system. The FuSa—Cyber coordination block
merges alerts from both domains and resolves conflicts, such as
secure-boot blocking a restart during a safety-critical event. The

final output represents the safe vehicle behavior for ADAS
control, powertrain, and communication.

This study used a primary hardware-based design and testing
method on the zonal ECU prototype. In addition, a secondary
method supported the research by validating results [1]. The
secondary method included simulation-based fault injection and
cybersecurity penetration tests [2]. The simulation tests made it
possible to evaluate dual-core lockstep, secure boot, HSM, and
intrusion detection behaviour without risking the actual
hardware. The simulation environment reproduced typical fault
conditions such as CPU mismatches, timing violations, and
memory disturbances, and also included representative security
events such as spoofed messages and malformed frames [3]. The
secondary method helped confirm fault detection coverage,
ECU response, and security reaction logic under different
operating conditions.

Instead of claiming unified compliance, the study evaluates
safety (ISO 26262) and cybersecurity (ISO/SAE 21434)
mechanisms separately and discusses how their interactions
influence overall ECU behaviour. By combining physical
testing with simulation support, OEMs and suppliers can better
understand how faults and security events overlap in a zonal
ECU and how the ECU reacts in these cases. The method
strengthened confidence in both safety and security
performance. The focus is on architectural interaction and
runtime behavior rather than formal compliance certification.

The design includes detailed device-under-test (DUT)
specifications. An NXP S32G variant was used as the main car
computer chip. Two cores ran in lockstep to detect execution
mismatches; lockstep improves fault detection but does not by
itself provide fail-operational behaviour. A hardware security
module (HSM) handled secure boot and key operations.
Standard toolchains were used to build and verify software.
Intrusion detection was included only as an experimental add-
on to explore how emerging in-vehicle monitoring concepts may
interact with safety mechanisms, rather than as a recommended
or industry-standard ECU feature.

Workloads included typical car functions such as braking,
steering, and communication so that timing and CPU behaviour
were realistic. An inductive approach is applied by examining
specific failure interactions—such as safety-critical module
resets blocked by secure-boot errors—to identify how
functional-safety and cybersecurity mechanisms can be co-
designed. These concrete scenarios support deriving integrated
design principles beyond parallel, domain-separated
implementations.

A. Conflict-Resolution Logic Between Safety and Security
During Critical Events

In situations where both safety and security mechanisms react at
the same time, the ECU follows a simple conflict-resolution
logic to avoid unsafe shutdowns. For example, a safety function
may request a module reset to recover from a detected fault,
while the cybersecurity layer may block that restart if secure-
boot or HSM checks report an integrity issue. In these cases, the
conflict manager keeps the ECU in a controlled fail-operational
mode instead of allowing a full reboot, so that braking, steering,
or other ADAS functions continue running without interruption.



This behaviour helps maintain predictable vehicle response even
when safety diagnostics and security checks overlap during real
events.

A typical use-case scenario is an automated emergency braking
event where both safety and cybersecurity mechanisms become
active. The functional-safety layer detects a sensor discrepancy
and triggers a safe-state action, while the cybersecurity layer
simultaneously checks for spoofed CAN frames or abnormal
message rates during braking. If secure boot or HSM diagnostics
delay a restart command during this safety-critical moment, the
conflict manager ensures the ECU continues in a fail-operational
mode instead of shutting down. This scenario shows how safety
and security interactions directly influence real-time ADAS
behavior.
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B. Experimental Results and Evaluation
High Fault Coverage with Dual-Core Lockstep

The “dual-core lockstep” approach runs two CPU cores in
parallel. Both cores process the same instructions at the same
time [4]. If there is any mismatch, the system flags a fault
immediately. This method helps detect random hardware
failures in zonal ECUs and provides a predictable way to
monitor CPU execution.
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Fig. 4. Reference control setup used in prior studies.

In our evaluation, the prototype achieved more than 99% fault
coverage for the CPU-level tests that were performed. This value
refers to the lockstep detection capability and differs from the
92% structural coverage listed in Table 1, which only reflects

baseline manufacturing tests. The system also used error-
correction codes for memory integrity checks. These checks
helped prevent corrupted data from affecting real-time
decisions. The design supports fail-operational behavior by
keeping essential functions running safely whenever possible.

Safety mechanisms were combined with watchdog timers and
safe-state strategies. Faults were logged and reported through a
diagnostic interface for service teams. The approach maintained
high performance without adding extra delays or noticeable
latency. OEMs can scale this design to future vehicle platforms
easily [6]. The dual-core lockstep method offers both high
coverage and predictable system response. This reduces the risk
of undetected faults in complex vehicle electronics. Similar
behavior of dual-core lockstep on the NXP S32G platform was
also reported in earlier work, which demonstrated stable fault-
detection performance under automotive workloads [7].
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C. Fail-Operational and Fail-Silent Behavior

A fail-operational system continues performing critical tasks
after a detected fault. This is important in higher levels of
automation such as autonomous braking or steering, where
uninterrupted control is required despite individual component
failures.

A fail-silent system stops operation or enters a safe state when a
fault occurs. This prevents unsafe behaviour by halting affected
functions rather than continuing operation under uncertain
conditions. Fail-silent behaviour remains common in ADAS and
electric powertrain systems, where predictable shutdown is safer
than degraded operation.

D. Robust Cybersecurity through Secure Boot and HSM

The secure boot process ensures that only trusted software runs
on the ECU. It verifies the digital signature of the firmware
before execution, blocking malicious code and preventing
tampering of zonal ECUs. The ECU used cryptographic hashes
to confirm software integrity at startup. The hardware security
module (HSM) handled all key-management tasks securely. It
stored encryption keys in a protected memory region inside the
ECU, keeping them isolated from normal software access.



Fig. 6. Understanding HSM in Cyber Security

The HSM also supported secure on-board communication
between different vehicle networks [8]. This helped avoid
spoofing attacks on safety-critical ADAS functions and
powertrain controls. Secure diagnostics were enabled using
challenge-response authentication, allowing service tools to
access ECUs without exposing them to unauthorized attempts.

The design aligns with the risk-management principles in
ISO/SAE 21434 by using its process structure to organise threat
identification, risk evaluation, and mitigation planning. This
alignment only reflects guidance usage and does not imply
formal certification or compliance [9].

The reported lockstep fault-detection capability exceeds 99% at
the CPU execution level, while Table 1 summarizes system-
level monitored safety functions.

Experimental validation was performed using an NXP S32G-
based zonal ECU prototype combined with simulation-
supported fault-injection and cybersecurity test scenarios to
measure fault coverage, intrusion-detection performance, and
system overhead.

Metric Value Notes
Fault Coverage 92%  Safety-critical functions
monitored
Secure Boot Latency 12 ms Minimal impact on
system startup
Jitter 1.5 Measured under peak
ms workloads
IDS False Positive 1.8%  Low probability of false
Rate (FPR) alarms
IDS True Positive 97%  High detection of actual
Rate (TPR) attacks
CPU Overhead 8% During simultaneous
workloads
RAM Overhead 6% Minimal memory usage
TABLE 1 PERFORMANCE METRICS FOR UNIFIED SAFETY—SECURITY

ECU DESIGN

Performance impact stayed minimal, keeping real-time response
within strict limits [4]. Security events were logged for later
forensic analysis during service operations. The combination of
secure boot and HSM formed a strong root of trust, offering
protection against firmware injection, key theft, and replay
attacks. OEMs can extend this security concept across multiple

ECU zones [10]. The results show improved system resilience
and better long-term protection for connected vehicles.

Real-Time Intrusion Detection for In-Vehicle Networks

The intrusion detection system monitored all in-vehicle network
traffic continuously. It analysed CAN, LIN, and Ethernet
messages in real time. Suspicious patterns, replayed frames, or
abnormal frequency changes were flagged instantly. This helped
stop attacks before reaching zonal ECUs or safety-critical
modules.

The detection engine used both rule-based and anomaly-based
models. Rule-based checks caught known signatures, such as
spoofed CAN frames [11]. Anomaly detection learned normal
behaviour and reported deviations quickly. Alerts triggered fail-
operational modes, keeping essential ADAS and powertrain
functions safe [12]. Logged data supported later forensic
analysis during security audits

The IDS implementation is included as an exploratory
component to study interaction effects and does not represent a
production-certified IDS deployment.
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Fig. 7. Intrusion Detection System in General

Intrusion detection also worked with the HSM for message
authentication, ensuring suspicious traffic could be isolated from
secure channels. Adaptive thresholds and learning logic helped
reduce false positives. The design follows general practices
recommended in ISO/SAE 21434 for monitoring, logging, and
cybersecurity event handling, without -claiming formal
compliance [13]. This strengthened cybersecurity posture across
distributed zonal ECUs. OEMs can deploy such monitoring to
detect cyber threats early and maintain network resilience in
connected vehicles.

E. Coordination of ISO 26262 Functional Safety and
ISO/SAE 21434 Cybersecurity Processes

The design approach followed both ISO 26262 and ISO/SAE
21434 from the beginning. Safety and cybersecurity goals were



mapped together in early phases [14], reducing duplicated
engineering effort and improving consistency. Hazard analysis
and risk assessment considered both safety-related and security-
related threats. The zonal ECU design addressed ASIL-D safety
requirements using dual-core lockstep and incorporated secure
boot, HSM, and intrusion detection to address cybersecurity
needs. Verification activities were combined where practical to
evaluate safety and security behaviour together.
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Safety validation used fault-injection tests to measure system
fault tolerance [15]. Security validation used penetration testing
to confirm protection against known exploits. Shared
documentation improved traceability of design decisions and
simplified compliance reviews for OEMs and suppliers. The
unified process reduced late-stage rework and supported
continuous monitoring for updates over time. This approach
worked well for ADAS and electrification programs with
complex ECU architectures [16]. OEMs can scale this unified
strategy across entire vehicle platforms.

Overall, this approach offered a structured and efficient path
toward regulatory readiness.

[II. DIsCcUSSION

The findings show that zonal ECUs can improve system
efficiency but also introduce new safety—security trade-offs. In
this work, dual-core lockstep is examined specifically as a
functional-safety diagnostic mechanism, where it improves
fault-detection capability but increases silicon, power, and
thermal load. Security mechanisms such as secure boot and
HSM strengthen firmware integrity; however, they add
measurable cryptographic overhead, which must be tuned
carefully to avoid latency impact on ADAS workloads. The
intrusion-detection component provides early anomaly alerts,
though false positives remain a known challenge and must be
correlated with safety diagnostics to avoid unnecessary fail-
operational triggers. Overall, the results highlight the
interaction—not conflation—between functional-safety
diagnostics and cybersecurity monitoring in a zonal ECU
context, rather than restating established automotive practices.
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Combining ISO 26262 and ISO/SAE 21434 compliance can
streamline engineering workflows but remains resource-
intensive [18]. Co-engineering requires skilled teams familiar
with both safety and cybersecurity processes. Small suppliers
may struggle with tooling and certification costs. However, the
unified approach reduces long-term development time and
residual risk. It creates a strong foundation for connected vehicle
programs and electrification systems, particularly in distributed
automotive electronic architectures where communication
reliability and system coordination are critical design factors
[20]. The architecture balances performance, reliability, and
security under real-time constraints. OEMs must carefully
validate performance under worst-case network and fault
scenarios [19]. Future work should focus on adaptive security
mechanisms with lower compute overhead, since more
automation in safety-security testing will reduce development
cost and time.

The analysis now includes quantitative estimates of dual-
core lockstep overhead. Preliminary benchmarking showed a
measurable CPU and thermal increase during continuous
lockstep execution. Exact values depend on ECU configuration,
but overall behaviour remained within the expected operating
limits for automotive use. These values are derived from
controlled workload simulations on representative automotive-
grade processors. Overall, the integrated design is promising but
demands careful tuning for scalability.

The unified design increases power consumption by 8% due
to dual-core and IDS operations. Thermal load rises slightly,
with chip temperature increasing 5°C under peak workloads.
Additional hardware, including HSM and secure modules, raises
BOM cost by approximately 12%. These trade-offs remain
manageable, offering strong safety and security benefits with
minimal impact on energy, heat, and overall system cost.

IV. CONCLUSION

This study demonstrates that zonal ECUs offer efficiency,
scalability, and reduced wiring in modern vehicles. The unified
approach combining ISO 26262 and ISO/SAE 21434 simplifies
compliance activities and lowers residual risk when



implemented carefully. The findings show that OEMs can
support advanced ADAS and electrified powertrain systems
using this architecture while maintaining predictable behaviour
under both safety and security events. Overall, the results
provide a practical roadmap for designing safe, secure, and
scalable vehicle ECUs. This work supports next-generation
connected vehicles that meet safety and cybersecurity
requirements without compromising performance. Workload
analysis showed that lockstep execution introduced a
measurable processing overhead and a small increase in thermal
load. Exact values depend on ECU configuration and were not
included in this initial prototype, but overall behaviour remained
within acceptable operating margins for automotive use. These
impacts remain manageable and can be tuned through workload
balancing and hardware selection as vehicle platforms evolve.
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