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Abstract— Cognitive security highlights the protection of human
cognition and information processing systems from undue
influence from surrounding information environments. While
most research exists in a tightly controlled lab setting, additional
research is needed to examine the effects in real-world and field-
based environments. Within a military Joint Operations Center
context, it is crucial for all team members to make accurate and
timely decisions in potentially chaotic high information density
(HID) environments. In a simulated field environment at the
United States Air Force Academy, we are engaged in an ongoing
effort to collect audio and survey data to assess the cognitive
security of individuals and teams engaged in a realistic war game
simulation. Daily information updates are delivered to each
component team (air, land, marine, space, cyber, and special
operations) at the beginning of all four simulation days. Three of
the total 24 information updates contain false information that
contradicts the correct information available from reliable
sources in the simulation. Using surveys collected during
debriefs, we assess outcomes related to cognitive security
including veracity discernment and confidence in accuracy
judgements. We present these exploratory findings both in
aggregate and by component team to assess individual and group
dynamics. These exploratory findings are some of the first
assessing cognitive security in operationally relevant field-based
environments during task completion.

Keywords— cognitive security, information processing, veracity
discernment, teams

I. INTRODUCTION

In the modern era, the nature of conflict has undergone a
profound transformation. Moving beyond the traditional
physical domains of land, air, and sea and transitioning to
include the cognitive space, the realm of human information
processing and decision-making [1] [2]. This is particularly
evident in the systematic political warfare campaigns waged by
foreign powers that seek to exploit cognitive weaknesses and
subvert democratic processes through information technology
(see e.g., [3] [4]). This fundamental shift means that effective
cognitive security is needed for military advantage [3] [5].
Cognitive security represents the protection of human cognition
and information processing systems from undue influence of
surrounding information environments and is the necessary
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defense of the human mind against strategic manipulation [1] [3]
[6].

While most research exists in controlled laboratory settings
(see e.g., [7] [8]), additional work is needed to examine the
effects of cognitive security in real-world and field-based
environments. Within a military Joint Operations Center
context, it is crucial for all team members to make accurate and
timely decisions in chaotic and high information density
environments [9]. Despite its importance, cognitive security
research with these environments is lacking.

This study examines the cognitive security of individuals
and teams in a simulated Joint Operations Center field
environment. Specifically, we unpack cognitive security by
examining veracity discernment and judgement confidence
outcomes by team.

II. BACKGROUND

A. Cognitive Security

The cognitive security research space examines efforts to
protect humans from information threats to cognitive processes,
such as reasoning and decision making [10] [11]. This concept
sits at the intersection of military information operations and
academic information processing, leading to divergent
approaches. Within the military literature, cognitive security
typically emphasizes the manipulation of information
environments and defines it in terms of adversarial shaping of
perceptions and judgements in cognitive warfare, political
warfare, and psychological operations [1] [5]. West Point’s
Cognitive Security Research Lab defines cognitive security as
protecting rational decision-making during adversarial attacks
[6]. Similarly, NATO situates the importance of improving
human cognition both for normal tasks and maintaining
resilience during cognitive attacks [3] highlighting the
adversarial nature of cognitive security within the military
perspective. In this framing, cognition is a battlespace and the
objective is to influence or disrupt opponent decision-making.

Academic work, by contrast, studies internal cognitive
processing, vulnerability to disruption of information
processing, and belief formation [12] [13]. It focuses on how
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individuals evaluate, update, and integrate information. These
perspectives rely on models of susceptibility, misinformation
spread, and belief updating to explain why information influence
succeeds and perpetuates [14] [15] [16]. Despite emphasizing
different mechanisms, both communities agree that cognition
can be influenced through the information environment and that
protective measures are increasingly necessary in the modern
technological world.

References [10], [17], and [18] note that research has relied
heavily on veracity discernment—the ability to identify true
versus false information—despite this only being a partial
indicator. Without considering the importance of accurate
identification of accurate information, cognitive security
interventions may backfire and produce more critical
information consumers that tend to accurately identify false
information as a result of reduced belief and increased
skepticism in all information (see e.g., [19] [20] [21]) which may
not be protective during a cognitive attack. Further, without
considering confidence in veracity discernment judgements,
cognitive security may be capturing accuracy guesses as well as
accurate discernment.

Assessing individual level cognitive security requires
comprehensive measurable outcomes [22]. Specifically, [10]
and [17] argue that meaningful outcomes of cognitive security
are threefold: 1) veracity discernment, 2) decision-making, and
3) propagation following exposure. Additional vulnerabilities
include susceptibility to cognitive Dbiases, effective
metacognition regulation, and avoidance of behaviors that
amplify misinformation such as uncritical sharing [23] [24].
Together, these outcomes frame cognitive security as the
capacity to judge information correctly and maintain sound
cognition with adaptive behavior when confronted with
information threats.

B. The Need for Ecologically Valid Research

According to [18], only one percent of studies in
misinformation research measure the impact on real, observable
behavior, highlighting a substantial gap between laboratory
findings and natural occurrences. Reference [7] argues that
exposure to misinformation occurs within individuals’ private
and occupational contexts with impacts shaped by psychological
and neurophysiological susceptibilities. Consequently, research
designs that integrate psychological and neural mechanisms
with real world tasks and interaction are needed. Similarly, [8]
distinguishes between lab based efficacy and real world
effectiveness of interventions. Specifically, they state that most
misinformation research relies on item-level accuracy
judgements, self-reported intentions, and short-term post-
intervention measures rather than behavioral outcomes and
argue this approach overlooks real-world behavior, durability of
effects, uptake across populations, and broader system level
dynamics that shape information environments. Together, these
critiques indicate that without stronger ecological validity,
cognitive security research may systematically overestimate
both susceptibility mechanisms and intervention efficacy.

III. CURRENT STUDY

The current study addresses the gap in operationally relevant
cognitive security research by examining cognitive security of

individuals and teams in a simulated Joint Domain Operations
Center (JDOC) field-environment. Specifically, we address the
following research questions:

1) What is the relationship between judgement accuracy
and degree of confidence in the judgement?

2) What is the distribution of cogntive security and does it
vary by team?

3) What is the relationship between trust in team,
pyschological safety, workload, and cognitive security?

A. Data

The Multi-Domain Laboratory (MDL) is a simulated joint-
domain operations center (JDOC) at the United States Air Force
Academy. The testbed environment contains 24 operations
center workstations and multiple communications modalities
including voice and chat functionalities providing high
ecological wvalidity. Each class using the MDL includes
approximately 20-24 undergraduate cadets assigned to different
component teams or leadership roles. Each role includes unique
subtasks and responsibilities. The teams are air, land, marine,
space, cyber, and special operations. Seven participants (two in
each participating class section) were responsible for
coordination and leadership in the joint operations and joint
force commander roles. Teams were assigned during the course
and membership was held constant across MDL execution
sessions. Table 1 displays the distribution of team membership
in the sample.

Data collection was embedded in the simulated wargame of
a core curriculum class with strategically designed information
supplement messages pushed to each team for veracity
discernment. A unique information supplement was pushed to
each team at the beginning of each execution session (total 24
information supplements). Three of these information
supplements were false and directly contradicted reliable
information available in the simulation. During the semester,
cadets study military course of action (COA) development and
strategy in the classroom and enact these COAs with real time
adaptation to enemy attacks initiated by the instructor during
execution in the MDL. Mission execution of the wargame
simulation occurs in four one-hour blocks of time each followed
by a one-hour debrief session to review performance and adjust
as needed prior to the next execution session.

TABLE 1. DISTRIBUTION OF TEAM MEMBERSHIP (N:86)
F Percent
Air 22 25.58%
Land 22 25.58%
Maritime | 12 13.95%
Space 5 5.81%
Cyber 8 9.30%
Opipec' 10 11.63%
B&IJFC | 7 8.14%




Across the four MDL debrief sessions, we collected 216
surveys from 86 participants. Surveys asked participants to
reflect on their decision making during MDL execution sessions
including assessment of the information supplement. All data
collection procedures were approved by the United States Air
Force Academy Human Research Protections Program
(FAC202500012E).

B. Measures

The outcome of interest is a novel measure of cognitive
security that combines an assessment of accuracy of veracity
discernment and degree of confidence in the assessment
(multiplies accuracy by confidence). In line with [22] the
component accuracy measure captures the correct identification
of both accurate and inaccurate information. Cognitive security
ranges from -1 to 1 with -1 indicating an inaccurate assessment
and low confidence, 0 indicating medium confidence and chance
accuracy, and 1 indicating an accurate assessment and high
confidence. The mean cognitive security for this sample was
0.20 indicating at least medium confidence in accurate
assessments.

The key independent variables related to the outcomes of
interest are based in the teamwork literature and include trust in
team [25], psychological safety [26], and workload [27]. The
survey items were administered during each of the four debrief
sessions. Descriptive statistics are presented in Table 2.

Trust in team and team processes is six item likirt scale
measure developed by [28] and down selected by [29]. Trust in
team ranges from a minimum score of 1 to a maximum score of
5. The mean trust for the sample is 4.18.

Psychological safety is a seven item likirt scale measure
developed by [30] to assess perceived safety of interpersonal
risk taking within a team context. Psychological safety ranges
from a minimum score of 1 to a maximum score of 7. The mean
psychological safety for this sample is 4.11.

Workload is measured using the 6 primary dimensions of
the NASA task load index [31]. Participants rated mental
demand, physical demand, temporal demand, performance,
effort, and frustration on a 21 point scale from very low to very
high demand. Workload ranges from a minimum score of 1 to a
maximum score of 21. The mean workload of this sample is
12.10.

TABLE II. SAMPLE DESCRIPTIVE STATISTICS

N | Mean® (%) | Std. Dev. Min. Max.
Cognitive 85 0.20 0.48 -1.00 | 1.00
Security
Accuracy 86 1.73 0.33 1.00 2.00
Confidence 85 0.68 0.19 0.00 1.00
Trust in Team | 86 4.18 0.54 1.78 5.00
Psychological | ¢ 4.11 0.48 250 | 5.79
Safety
Workload 86 12.10 3.34 5.33 21.00

a. . . . P
Means were calculated across responses at all time points excluding missing values

C. Analysis

The current study first visualizes the novel measure of
cognitive security by plotting accuracy by degree of confidence
and the distribution of cognitive security. Next, we run examine
differences in cognitive security by team. Finally, we calculate
correlations to assess bivariate relationships between the
variables of interest.

D. Findings

To address research question 1, we plot average confidence
in assessment by average discernment accuracy in Fig. 1 and
draw quadrant lines. Points in the right two quadrants represent
mostly accurate judgements while points in the right two
quadrants are mostly inaccurate judgements. Points on the y-
quadrant axis represent those who were accurate in half of
judgements. Points in the upper two quadrants exhibited high or
very high confidence while those in the lower two quadrants
stated low or very low confidence in their accuracy judgements.
Points on the x-quadrant axis represented those with medium
confidence in the accuracy judgements. The largest proportion
of the sample was accurate and confident in their judgements.
However, most of the sample was confident in their accuracy
judgements regardless of accuracy potentially revealing over
confidence in their veracity discernment abilities.

To address research question 2, we first examine the
distribution of a novel measure of cognitive security (comprised
of veracity discernment accuracy and degree of confidence in
the judgment; x¥=0.20) across 85 participants in Fig. 2. The vast
majority of the sample exhibits accurate judgements with high
or very high confidence (scores above zero). Scores below -0.5
are inaccurate with low or very low confidence. Scores between
-0.5 and 0 are either accurate with low confidence or inaccurate
with high confidence, both issues for tasks requiring accurate
and confident decisions in a timely manner.
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Fig. 1. Confidence by Accuracy Plot
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Finally, we examine the mean cognitive security by team.
Only the Air, Cyber, and Space teams received inaccurate
information. Leadership positions (J3 and JFC) were able to see
each team’s information supplement in a global view. Fig. 3
presents mean cognitive security by team. Teams with a higher
mean cognitive security score are both more accurate and more
confident in their judgements. The leadership and coordination
positions (J3 and JFC) have the highest cognitive security scores
(J3 x=0.47; JFC x¥=0.36) while maritime has the lowest score
(x=-0.05). While theoretical cognitive security scores can range
from -1 to 1, all teams except maritime have positive cognitive
security scores indicating better than chance veracity
discernment accuracy and high confidence. While maritime’s
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Fig. 2. Correlation Matrix

mean cognitive security score is the lowest, it is very close to
zero. For this team, the low score reflects lower than chance
veracity discernment (X=1.44) and above medium confidence
x =0.61) in their judgements despite receiving accurate
information supplements.

We calculate Pearson correlations across the variables of
interest to determine bivariable relationships to address research
question 3. The correlation matrix is presented in Fig. 4.
Notably, there are moderate relationships between judgement
accuracy and degree of confidence (r=0.50, p<0.001) and trust
in team and degree of confidence (r=0.31, p<0.01). There is a
weak relationship between trust in team and cognitive security
(r=0.27, p<0.05). We ignore the substantial correlations between
cognitive security and both accuracy and confidence as these
variables are used to calculate cognitive security. Unfortunately,
low sample size (n=85) prevents us from further investigating
the Maritime team’s low mean cognitive security score by trust
in team, the next step suggested by the bivariate findings.

IV. DISCUSSION

Much cognitive security research takes place in lab-based
settings that measure cognitive security as veracity discernment
[71[8][18] [22]. This study uses an ecologically valid simulated
JDOC environment with realistic teams and roles to study
cognitive security. Embracing the naturalistic environment has
consequences for measuring cognitive security. In alignment
with [10]’s call , this study moves beyond veracity discernment
uses a novel measure of cognitive security that considers both
veracity discernment and degree of confidence in accuracy
judgements, both crucial components of leadership and role
responsibilities in JDOC environments.

A. Implications for Cognitive Security

In plotting degree of confidence by judgement accuracy, the
majority of the sample displayed at least medium confidence in
their judgements regardless of the actual judgement accuracy.
This aligns with literature that states that individuals often



exhibit a fallacy of expertise and overestimate their ability to
correctly discern accurate from inaccurate information [32] [33].
Within this sample, this finding could be related to cadet’s
relatively low level of operational experience despite being
knowledgeable regarding the parameters of the wargame
simulation.

There is also a subset of participants that make correct
accuracy judgements but exhibit low confidence. These
participants may be guessing at information discernment and are
also a problematic or less cognitively secure group. While not a
large portion of the sample, it is still important to recognize that
both accuracy and confidence are important aspects of cognitive
security in simulated Joint Operations Center environments
requiring accurate decisions made in a timely manner [9]. Good
leaders in these environments need to be confident in the
decisions they are making and conveying to other team
members.

While this measure of cognitive security is an advancement,
it is not a fully comprehensive measure (limited to veracity
discernment and confidence without including behavior or
propagation). Future work should validate this measure,
compare it to existing measures, and develop a validated fully
comprehensive measure of cognitive security. This could serve
as the basis for the integration of academic research and military
theory with abstract cognitive security concepts and measures
translating into operationally relevant outcomes [10] [11]. This
integration enables research in military contexts to define,
measure, and evaluate cognitive security in applied, naturalistic
environments allowing a greater understanding of how beliefs
are shaped by information environments and how they affect
judgment and decision-making under operational conditions.

B. Limitations and Future Research

While this study makes important contributions to cognitive
security research in Joint Operations Center environments, it
does have some limitations. First, the current study presents only
descriptive and bivariate statistics due to the low sample size.
While 86 participants across the span of four data collection
sessions is impressive, it does not reach the threshold for more
complex multivariate models. This limits our ability to unpack
the low maritime cognitive security score by trust in team or
other key predictors. Future research should complete similar
work with the larger sample sizes needed for multivariate
statistical models. This can move beyond describing cognitive
security in operationally relevant environments to predicting it.

Next, this study’s participants are non-expert undergraduate
cadets. While they are experts in the scenario and have some
operational training, they do not have prior operational
experience working in a JDOC. The findings regarding
cognitive security may not generalize to those that routinely
work in Joint Operation Center environments. [34] demonstrates
that expertise is a critical factor to decision-making in chaotic
and fast paced environments. Future work should extend this
study to a simulated Joint Operations Center environment with
participants that have relevant operational experience.

Finally, this study takes place in a simulated JDOC field
environment with many design components outside the control

of the research team. This includes the number of participants
on the fourth execution day (e.g., two instructors cancelled the
fourth execution day due to class performance) and challenges
tied to observational data collection during planned class lessons
(e.g., inability to fully pilot the data collection procedures prior
to the start of data collection and inability to keep data collection
window open to increase sample size based on course lesson
scheduling/ requirement to wait until next semester for
additional rounds of data collection). To address these
limitations, future research should consider designing an
ecologically valid and operationally relevant task and testbed in
a lab-based environment. Such a testbed could bridge the gap
between the need for ecologically valid and real world data and
the need for researcher control of experimental design and
sample size.

C. Contributions and Conclusion

Despite its limitations, this study makes three important
contributions. First, the descriptive and bivariate findings
present an exploratory look at cognitive security in an
operationally relevant simulated JDOC environment, a research
space often overlooked by existing research. In our examination
of veracity discernment, we highlight the importance of both
correctly identifying inaccurate and accurate information.
Further we examine the relationship between veracity
discernment and other variables of interest including confidence
in accuracy judgements. Finally, we explore a novel measure of
cognitive security that considers both veracity discernment and
degree of confidence. It is crucial for operators in Joint
Operation Center environments to safeguard their cognitive
security to make high confidence accurate decisions in a timely
matter particularly given the increasing threats to the cognitive
domain.
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