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Abstract— Developed by OpenAl, ChatGPT (Conditional Gen-
erative Pre-trained Transformer) is an artificial intelligence
technology that is fine-tuned using supervised machine learning
and reinforcement learning techniques, allowing a computer
to generate natural language conversation fully autonomously.
ChatGPT is built on the transformer architecture and trained
on millions of conversations from various sources. The system
combines the power of pre-trained deep learning models with a
programmability layer to provide a strong base for generating
natural language conversations. In this study, after reviewing the
existing literature, we examine the applications, opportunities,
and threats of ChatGPT in 10 main domains, providing detailed
examples for the business and industry as well as education. We
also conducted an experimental study, checking the effectiveness
and comparing the performances of GPT-3.5 and GPT-4, and
found that the latter performs significantly better. Despite its
exceptional ability to generate natural-sounding responses, the
authors believe that ChatGPT does not possess the same level of
understanding, empathy, and creativity as a human and cannot
fully replace them in most situations.

Keywords- Artificial Intelligence, ChatGPT, Chatbots, Natural lan-
guage generation, Education

I. INTRODUCTION

Did you know that you could be talking to a machine
without even knowing it? You might just be doing that with
ChatGPT, an advanced natural language processing model
developed by OpenAl, a research company co-founded by
Elon Musk, Sam Altman, Greg Brockman, Ilya Sutskever, and
John Schulman [1]. ChatGPT is an advanced natural language
processing (NLP) model that is trained on a vast amount
of data [2], including billions of web pages and documents,
making it capable of generating human-like text responses to
prompts [3]. Since its launch, it has quickly become one of
the fastest-growing consumer applications in history, with an
estimated 100 million active users monthly. Its vast knowledge
base and language processing capabilities have the potential to
revolutionize the way people interact with technology, making
it easier and more natural to communicate with machines.
However, while ChatGPT has impressive language processing
capabilities and is an exciting technology with a wide range of
potential applications in various fields, it still has limitations
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and challenges, including bias and the occasional generation
of nonsensical output, known as “hallucination” [4].

In this paper, we review the existing literature, investigate
the main domains of ChatGPT, discuss the opportunities and
threats it has on society, and explore its academic influence.
We provide insights that are extendable to other systems facing
similar challenges.

II. BACKGROUND AND RELATED WORKS

The architecture known as GPT, initially introduced by Ope-
nAl in 2018, serves as the basis for ChatGPT. The first version,
GPT-1, had 117 million parameters to work with and was
trained on a vast amount of text data obtained from the internet
by utilizing a deep learning technique known as transformers.
GPT-2, released in February 2019, improved substantially and
had 1.5 billion parameters. OpenAl decided not to make the
full version of GPT-2 available (only 8% of the original
model’s size) to the public because of worries surrounding
the model’s potential for inappropriate use [5]. GPT-3 was
released with 175 billion parameters in June 2020, with a
waitlist removed later in November 2021. It had advanced to
version 3.5 by the time ChatGPT went public in November
2022. In March 2023, OpenAl made GPT-4 available to users
who signed up for the waitlist and ChatGPT Plus subscribers
in a limited text-only capacity. Nonetheless, it can respond to
both text and images. Despite limited availability, GPT-4 has
garnered attention for its improved performance compared to
its predecessor. The reason for its superior performance over
GPT-3.5 is that it has a larger model with more parameters
tweaked during training in a neural network. To date (as
of April 2023), OpenAl has not provided any information
regarding the data, computing resources, or training techniques
used to develop the language model [6]. OpenAl plans to
release GPT-5 in November 2023.

Both theoretical and empirical studies have contributed to
the development of ChatGPT. While empirical studies may
be more prevalent in the literature, theoretical studies have
also played a crucial role in advancing the field of natural
language processing and deep learning. The theoretical aspect
of ChatGPT development involves the development of the
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underlying mathematical and computational models that enable
the model to learn and generate human-like language. Nu-
merous large language models have been developed in recent
years, such as Bidirectional Encoder Representations from
Transformers (BERT), XLNet, ChatGPT, and BLOOM [7].
With the help of a single pre-training and fine-tuning pipeline,
all of these transformer-based models can complete a variety
of natural language processing tasks [8]. These advancements
offer significant potential in research and industrial contexts,
and future developments are expected to lead to even more
improved capabilities [9].

On the other hand, empirical studies of ChatGPT involve
testing the model’s performance in various NLP tasks, such as
text generation, question answering, and language translation.
A recent (March 2023) technical report published by Open Al
on GPT-4 showed that the post-learning alignment process,
a pre-trained Transformer-based language model, improved
factuality and alignment with desired behavior and enables
GPT-4 to perform at a human level on various professional
and academic benchmarks, such as a simulated bar exam [10].
There are many publications which studies different aspects
of ChatGPT and we will review some of them in the next
section summarizing the main applications, opportunities, and
threats of ChatGPT. This study sheds light on how ChatGPT
can be used in different domain for the greater good while
minimizing potential harm, and how society can prepare for
the opportunities and challenges presented by this emerging
technology.

III. CHATGPT APPLICATIONS, OPPORTUNITIES, AND
THREATS

Recent studies have explored various applications of Chat-
GPT in scientific literature. In this section, we choose the
most important applications that can be used by ChatGPT
and classify them into 10 different domains. These domains
represent the broad range of possible topics that ChatGPT
can assist with, and they are not exhaustive. We provide
the applications, opportunities, and threats for each domain
and study and provide detailed explanations of the first two
domains because of their importance.

A. Business and Industry

The business and industry domain encompasses a wide
range of applications in operations and management, supply
chain management, business analytics, transportation, human
resources, marketing, e-commerce, accounting, finance, retail,
real estate, and insurance. The main opportunities are increased
efficiency and cost savings, improved decision-making and risk
mitigation, better prediction accuracy and optimized planning,
reduced workload, and fraud detection. For example, for supply
chain management, ChatGPT can help with the following
tasks:

o Demand forecasting: ChatGPT can analyze historical data
and market trends to predict demand for a product or

service, which can help organizations optimize their in-
ventory management and production planning decisions.

o Inventory optimization: ChatGPT can help businesses
analyze their inventory data and suggest ways to optimize
inventory levels, reduce stock-outs, increase efficiency,
improve order fulfillment times, and save costs.

o Supplier selection and evaluation: ChatGPT can assist in
identifying and evaluating potential suppliers based on
factors such as quality, price, lead time, and reliability.

o Logistics optimization: ChatGPT can help with route
optimization, carrier selection, and other logistics tasks
to ensure the timely and efficient delivery of goods.

e Risk management: ChatGPT can analyze supply chain
data to identify potential risks and provide recommen-
dations to mitigate them, such as identifying alternate
suppliers in case of disruptions to the supply chain.

The listed opportunities are just a few examples of how
ChatGPT can assist with supply chain management tasks.
It has the ability to process and analyze large volumes of
data quickly, which can help businesses and industries make
better decisions and improve their operations. By leveraging
these applications, they can achieve a range of benefits and
stay competitive and thrive in today’s fast-paced business
environment. It is essential to be mindful of the potential risks
associated with any opportunity. ChatGPT can be vulnerable
to certain threats impacting its effectiveness and usefulness.
The main threats are dependence on available and high-quality
data, unreliable and biased results, hallucinations, lack of trans-
parency, ethical and data privacy concerns, and cybersecurity
risks. For example, in supply chain management, ChatGPT
is unlikely to be a direct threat, but there are some potential
concerns that businesses should be aware of when using this
Al, which are listed as follows:

e Overreliance on technology: There is a risk that the supply
chain becomes overly reliant on ChatGPT’s forecastings
and recommendations, leading to a loss of human judg-
ment and decision-making. The supply chain could be
adversely affected if ChatGPT’s results are inaccurate or
biased.

o Cybersecurity risks: For ChatGPT to work, large amounts
of data need to be available, which can be vulnerable
to cyber attacks. Hackers could use ChatGPT to steal
information and manipulate supply chain data if they gain
access to it.

e Data bias: Accurate predictions and recommendations
from ChatGPT are crucial for the success of the supply
chain. To achieve this, all parties involved must ensure that
the data used to train ChatGPT is unbiased and complete.
To mitigate the risks associated with biased or incomplete
data, it is essential to monitor data sources for potential
biases regularly, establish clear protocols for identifying
and addressing inaccuracies, and ensure that all stakehold-
ers have access to accurate and comprehensive data sets.



o Lack of transparency: The complex algorithms behind
ChatGPT make it difficult to understand how it makes
predictions or recommendations. Consequently, a supply
chain may not be able to evaluate ChatGPT’s performance
or verify its results due to a lack of transparency.

o Ethical concerns: Concerns about how Al may affect
jobs, privacy, and other ethical issues are present as Chat-
GPT is more integrated into supply chain management.
Businesses must carefully consider the potential adverse
effects of ChatGPT on their stakeholders, and steps should
be taken to mitigate them.

Therefore, to mitigate the mentioned threats, businesses
should maintain a healthy balance between human judgment
and technology, put strong cybersecurity measures in place to
protect their data against potential attacks, have appropriate
data governance policies, use experts to analyze the outcomes,
and carefully assess ChatGPT’s fairness and accuracy.

B. Education

The education domain offers a wide range of technology
tools and software applications that can be used for online
learning, language learning, academic and general research,
teaching assistance, writing, exam evaluations, feedback on
assignments, educational content creation, professional de-
velopment, and improving students’ educational experiences.
The main opportunities are increased access to education,
material support for teaching and personalized study ma-
terials, fostering greater inclusivity (by providing language
support, personalized learning experiences, diverse and in-
clusive content, and accessibility features), improved learner
engagement, support for assessment such as efficient grading
and customized feedback, and improvement with learning,
such as in science, programming, languages, writing abstracts,
essays, grant proposals, and application letters. ChatGPT can
be a valuable tool in fostering diversity, equity, and inclusion
in education by offering diverse perspectives and resources,
promoting equitable learning, and facilitating dialogue and
cultural competency [11-13]. For example, in the applications
of academic and general research and teaching assistance,
ChatGPT can help with the following tasks:

o Teaching Assistance: ChatGPT can produce instructional
content and create presentations by providing templates,
generate diverse perspectives and facilitate discussions on
diversity and inclusion, suggesting images and graphics,
and recommend ways to make the presentations more
engaging. It can create quizzes or tests to assist with
teaching, help evaluate assignments, projects, and exams,
and provide feedback to students and teachers, although
it cannot grade actual exams. It can also answer common
questions, help understand complex concepts, and provide
sample examples for programming languages such as R,
Python, Java, and many more.

e Research Assistance: ChatGPT can assist with suggesting
research ideas and methodologies (whether qualitative

or quantitative) and providing examples of how these
methodologies have been used in previous studies. It
can also help enhance inclusivity in research, find the
relationship between two subjects of interest, do statistical
analysis and data interpretation, summarize the main
contribution, and suggest further study extensions. These
can be obtained by giving the article’s information or
copying and pasting the study into the chatbot.

o Writing Assistance: ChatGPT can help improve writing
skills by providing feedback on sentence structure, gram-
mar, vocabulary, punctuation, citations, and plagiarism. It
can also suggest ways to organize ideas and brainstorm,
make arguments more compelling, provide examples of
writing styles, and make sentences shorter or longer.

The use of ChatGPT in education should be responsible and
ethical, and ongoing research and observation are essential [5],
as it could directly affect the learning experience. Implement-
ing Al in education can lead to various ethical and societal
threats. These include perpetuating systemic bias and discrimi-
nation, infringement of students’ privacy, escalation of student
monitoring and surveillance, undermining student autonomy,
and marginalizing traditionally underrepresented students. Fur-
thermore, introducing Al in education can amplify various
forms of inequity, such as racism, sexism, and xenophobia [14,
15]. The main threats of ChatGPT in education include over-
reliance on technology and dependence, inaccurate or biased
information, ethical concerns such as plagiarism, privacy, and
misuse (generating fake news or spreading misinformation),
lack of human interaction and decreased motivation, inability
to handle certain tasks because of lack of understanding of
the context, technical failures such as glitches and server
downtime, and security risks. For example, in the applications
of academic and general research and teaching assistance, the
threats are listed as follows:

o Decreased creativity and critical thinking due to over-
reliance on technology: Over-reliance on ChatGPT by
researchers, teachers, and students may lead to a decrease
in creativity, critical thinking skills, as well as a lack of
diversification in research methods. Students may become
less motivated to learn if they feel that ChatGPT is doing
the work for them.

o Inaccurate or biased information: ChatGPT’s responses
may not always be accurate, and it may unintentionally
perpetuate biases and reinforce stereotypes in its training
data. This could lead to erroneous conclusions or perpetu-
ate existing biases in the research and misinform students
and lead to incorrect conclusions.

o Lack of human interaction and decreased motivation in
teaching: While ChatGPT can provide assistance and
feedback, it cannot replace the value of human interaction
and personalized feedback from a teacher or mentor,
which is essential for students’ social and emotional
development.



o Lack of transparency and difficulty in handling complex
tasks in research: It can be sometimes difficult to under-
stand how ChatGPT arrives at its responses, which can
make it hard to validate its findings or identify errors
or biases. While ChatGPT can handle a wide range of
tasks, it may not be able to handle more complex tasks or
understand the context of certain tasks, which may limit
its usefulness in some research contexts.

o Technical issues: Like any technology, ChatGPT may face
technical issues such as glitches, server downtime, or
compatibility issues with certain software or data formats,
which may disrupt the teaching and research process.

o Ethical concerns: There may be ethical concerns related
to using ChatGPT in academic research, such as privacy
concerns or issues related to data ownership and control
and consent. Also, students or researchers may misuse
ChatGPT by copying and pasting information without
proper citation, leading to plagiarism.

o Security concerns: Storing sensitive data, such as student
grades, test scores, and personal information, on ChatGPT
could pose a security risk, thereby increasing the potential
for data breaches.

To mitigate these threats, educators can use a variety of
strategies to address the potential negative effects of ChatGPT,
such as emphasizing critical thinking and analysis to counter-
act any decreased creativity and motivation, highlighting the
importance of critical thinking and analysis, supplementing
ChatGPT with other education methods, ensuring that students
are aware of the potential for inaccurate or biased information,
promoting collaboration and peer learning to address the lack
of human interaction, establishing clear guidelines and poli-
cies for using Al technology to address ethical and security
concerns, and having backup plans in place to address any
technical issues that may arise.

C. Science and Technology

The science and technology domain has applications in
modeling, artificial intelligence (such as machine learning,
deep learning, and NLP), information technology (computing,
software development, and data analytics), programming and
coding, the Internet of Things (IoT), cryptography, cybersecu-
rity, manufacturing, automotive, robotics, aviation, and energy.
ChatGPT presents numerous opportunities in various areas
within the science and technology domain. Its applications
in artificial intelligence include language translation, image
recognition, and predictive modeling. It can also help facilitate
secure and decentralized transactions in cryptocurrency. In cy-
bersecurity, ChatGPT is useful for detecting phishing attempts,
identifying potential security threats, and analyzing malware
behavior. ChatGPT’s ability to process large amounts of data
is also beneficial in manufacturing, where it can help improve
product quality, reduce costs, and enable better equipment
maintenance. Complex automotive, robotics, aviation, and en-
ergy systems can also benefit from ChatGPT’s data-driven

analysis and decision-making capabilities. Overall, ChatGPT’s
advanced language processing and analytical capabilities make
it a valuable tool in a wide range of science and technology
applications. The main threats are ethical, privacy, and security
concerns; potential for biased recommendations; and potential
for errors or misunderstandings.

D. Government and Politics

The government and politics domain has applications in
politics and management, international relations, public admin-
istration, public safety, taxation, law and justice, contracts and
agreements, and military. The opportunities of ChatGPT in this
domain can be classified as follows: in politics, it can assist
with improved voter outreach, more efficient campaigning, and
enhanced policy analysis; in public safety, it can help improve
response times and optimize resource allocation; in taxation, it
can facilitate individual tax filing; in law, it can assist with
drafting lawsuits, improve the efficiency of legal research,
enhance contract analysis, and streamline document review;
and in the military, it can assist with improved intelligence
analysis, logistics optimization, and more efficient training.
There are various threats related to the use of ChatGPT in
this domain, including privacy and security issues, ethical
concerns, the potential for errors or misunderstandings, and
the possibility of biased recommendations.

E. Healthcare and Medicine

The healthcare and medicine domain has applications in
healthcare systems, public health, mental health, biology,
biotechnology, telemedicine, medical examination, pharmaceu-
ticals, and veterinary medicine. ChatGPT has many opportu-
nities in this domain, and there are many interesting studies
for applications in medicine, public health, and healthcare
systems, which we refer the readers to check the studies
in [16-24]. In healthcare, it helps with efficient triage and
symptom checking, personalized health recommendations, and
improved patient outcomes; in biotech, pharmaceutical, and
veterinary medicine, it can improve efficiency, reduce costs,
and improve patient outcomes or animal health. Regarding the
threats in this domain, it presents a range of legal, regulatory,
ethical, and privacy concerns. These concerns include data
privacy and security issues, as well as the possibility of biased
recommendations and errors in the system’s output.

FE. Infrastructure

The infrastructure domain encompasses applications in con-
struction, energy and water infrastructure, architecture, urban
planning, and interior design. The main opportunities in this
domain include improved efficiency, reduced costs, enhanced
safety, and increased sustainability. However, there are also
potential threats related to privacy and security concerns, the
possibility of biased recommendations, and ethical concerns.

G. Ewnvironment and Sustainability

The environment and sustainability domain encompasses a
range of applications, including waste management, renew-
able energy, climate change, agriculture, environmental policy,



biodiversity, social equity, ecotourism, and food sustainability.
This domain offers opportunities to improve efficiency, energy
management, sustainability, reduce costs, and increase the uti-
lization of renewable energy. However, it is crucial to be aware
of potential threats such as cybersecurity risks to connected de-
vices or systems, data breaches compromising privacy, misuse
of data leading to biased analysis, and unintended environmen-
tal consequences of sustainability initiatives or technologies.
By proactively addressing these potential threats, stakeholders
in the environment and sustainability domain can work towards
realizing the benefits of these applications while minimizing
risks.

H. Communication

The communication domain has applications in media and
entertainment, journalism, social media, telecommunications,
and advertising. Some of the main opportunities in this domain
include personalized recommendations for TV shows, movies,
and music; improved user experience; more efficient content
creation; improved communication and networking opportuni-
ties; increased brand exposure and sales; increased creativity
and innovation; improved access to accurate information and
fraud detection; and reduced costs. Using ChatGPT in this
domain poses various threats, such as data privacy and security
issues; ethical and legal concerns; fake news and media bias;
cyberbullying and harassment; inauthenticity and lack of trust;
the possibility of biased recommendations; and difficulty in
monetizing created content.

L. Arts and Culture

The arts and culture domain encompasses a diverse range of
applications, including music, art and design, fashion, writing
and science fiction, gaming, virtual reality, performing arts, gal-
leries, and social impact (social justice, environmental justice,
activism, diversity, equity, inclusion, and social entrepreneur-
ship). ChatGPT can provide numerous opportunities for im-
proving processes and enhancing creativity in this domain.
For example, it can facilitate improved music analysis, writing
processes, artistic expression, fashion analysis, art curation,
and gaming experiences. Additionally, ChatGPT can improve
efficiency in composition and production, design processes,
and content creation. While some studies have suggested that
ChatGPT could potentially enhance certain cognitive functions,
more research is needed to understand these effects better. In
addition to privacy, ethical, and legal concerns, another specific
threat in the arts and culture domain is the potential for biased
recommendations to perpetuate stereotypes or reinforce exist-
ing inequalities. This could negatively affect the representation
of diverse voices in the arts and culture domain.

J. Lifestyle and Leisure

The lifestyle and leisure domain has applications in fitness
and sports, entertainment, travel and hospitality, and food
and beverage. The main opportunities in this domain include
improved fitness outcomes, increased motivation, enhanced
performance analysis, efficient sports betting, improved fan

engagement, better customer experience, increased sales, per-
sonalized recommendations for sports and travel, improved
travel planning, improved product quality, and reduced costs.
The possible threats in this domain are privacy concerns and
potential for biased recommendations.

IV. EXPERIMENTAL STUDY

In this section, we focus on the domain of education
discussed in section III-B and perform an experimental study.
Our case study is the midterm exam of SYS 3060: Stochastic
Decision Models, a junior level course in the Department
of Systems and Information Engineering at the University
of Virginia, held in person in March 2023. As input in our
experiment, we only told ChatGPT that these questions were
related to the course topic. We gave the questions to both
versions of GPT-3.5 and GPT-4 and repeated the experiment
50 times (n; = ny = 50), and to prevent possible biases, we
performed these experiments with different Internet Protocols
(IPs), and the same person graded all the exams with the
opportunity of receiving partial credits in 0.5 increments. Table
I summarizes the result of these experiments. We conducted

TABLE I
STATISTICAL PROPERTIES OF THE EXPERIMENTAL STUDY OF
CHATGPT-3.5 AND CHATGPT-4

ChatGPT-3.5  ChatGPT-4
Sample Size 50 50
Mean 73.5 90.19
Standard Error of Mean 0.72 0.54
Median 73 91
Mode 76 88
Standard Deviation 5.05 3.84
Skewness 0.37 -0.86
Kurtosis -0.09 0.77
Min 65 78.5
Max 87 96
Range 22 17.5

normality assumption tests with a significance level of o =
0.05 for GPT-3.5, and the Shapiro-Wilk and Anderson-Darling
tests resulted in a p-value greater than «, indicating that the
data can be assumed to be approximately normal. However, for
GPT-4, the data is not normal but negatively skewed, indicating
that most scores are closer to the higher end and the maximum
score. Since one dataset is assumed to be normally distributed
and the other is not, instead of a t-test, we used the Mann-
Whitney U test (also known as the Wilcoxon rank-sum test),
which does not assume any particular distribution of the data.
The result of the test showed a p-value very close to zero (p-
value = 2.2 x 1071¢ < 0.05 = «), leading to the rejection
of the null hypothesis, which asserts that the medians of the
two samples are identical. Figure 1 displays the histograms
and box plots of the data for GPT-3.5 and GPT-4. We can
observe that the median score of GPT-4 is significantly higher
than that of GPT-3.5, indicating that GPT-4 outperforms the
previous version. It is worth noting that some of the questions
on the exam were referring to subjects discussed in the class,



and that is why none of the samples obtained by GPT-4 could
reach the max score, which is 100%.
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Fig. 1. Histograms on the left and box plots on the right for GPT-3.5 and
GPT-4 data

V. CONCLUSIONS

This paper examines the evolution of ChatGPT and studies
its applications, opportunities, and threats with a focus on the
business and industry and education domains. We conducted
an experiment to evaluate the effectiveness of GPT-4 in an
educational setting. While ChatGPT has revolutionized natural
language processing and has the potential to save time and
money by automating routine tasks, it is essential to be mindful
of the potential threats and take steps to mitigate them, as it can
produce misleading results and biases, raise ethical concerns,
and be misused. That is why some countries, such as Italy,
have banned the use of this Al [25,26], and responsible use of
ChatGPT must be a top priority to ensure that everyone benefits
from its use. While these models have shown impressive
capabilities, we believe it is unlikely that they will be able to
fully replace humans or individuals in all tasks and situations,
and the jobs that are most likely to be affected are the ones
that require routine and repetitive tasks [27]. Machines may
struggle to replicate human intuition, emotion, creativity, and
intelligence, which are essential for many tasks; however,
they can assist humans in developing new ideas and insights
based on existing data and may be able to create entirely new
concepts with human input and guidance.
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