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Abstract—With the technological advancements we experience
now-a-days, people have become more concerned about their
social connections even when communication infrastructure such
as cellular and Wi-Fi networks are not available. Previous
attempts towards solving this issue have focused on specific use-
cases such as disaster recovery applications or chat applications.
We have identified the need for a framework which enables
infrastructure-less communication and which can be reused in
different use-cases. Therefore, we have designed and implemented
the Meshify framework which enables smooth interaction among
devices when there is no communication infrastructure available.
Meshify takes into consideration efficient neighbor discovery
as well as multi-hop routing and provides features such as
private messages and broadcast messages. Finally, a prototype
application MeshifyChat is developed based on Meshify frame-
work, which enables real-time chats among people in proximity
to support their social interactions independent of the existing
communication infrastructure.

Index Terms—MANETs, Flooding, Wireless Technologies

I. INTRODUCTION

According to Ericsson’s 2021 Mobility Report [1], at the
end of 2020, there were 6 billion smartphone subscriptions
which account for about 76 percent of all mobile phone
subscriptions. This shows how common the smartphone has
become in today’s context. At the same time, people have
become accustomed to being always connected with each other
using applications such as WhatsApp, Telegram and Viber.
However, these applications rely on the availability of Internet
and communication infrastructure. We believe that it would
be beneficial if smartphones get the ability to communicate in
infrastructure-less environments as well.

Most of the previous research on communication in
infrastructure-less environments specifically focuses on appli-
cations such as disaster recovery or point-to-point chat. We
also identified that there is no properly designed framework
which considers all relevant factors together in one solution.
In this paper we describe the design and implementation
of a communication framework for infrastructure-less envi-
ronments. It takes into consideration major factors such as
neighbour discovery and multi-hop routing in mobile ad hoc
networks. Developing a framework provides multiple advan-
tages. Application developers need not know the low-level
implementation since it provides a higher abstraction level for
applications through a specific interface. This also brings in

the added advantage of increased reliability of the application
as well as reduction in programming and testing efforts. The
proposed framework can be reused in many applications to
explore many use-cases of communication including the chat
application we have built.

The rest of this paper is structured as follows. In the next
section we discuss some of the related work along with the
gaps to be filled. Then, we describe the Meshify framework
covering its most important design and implementation as-
pects. We describe MeshifyChat in Section IV, followed by
some evaluations of its performance and conclude the paper
identifying some future improvements.

II. RELATED WORK

Many research efforts have been made regarding communi-
cation in infrastructure-less environments. Disaster situations
being one of the main scenarios where there is no infrastruc-
ture, a lot of work has been carried out focusing on disaster
recovery and rescue operations in emergency situations. Lu
et al. [2] implemented TeamPhone on the Android platform
for off-the-shelf smartphones which was a sophisticated appli-
cation (not a framework) which specifically targeted disaster
recovery operations. As it was a self-working application to
support disaster recovery, user-control over the application was
minimal.

The Serval Mesh software [3] is another attempt towards
infrastructure-less communication where it allowed off-the-
shelf smartphones to build self-organized mesh networks.
Since this is also an application and not a framework, reusabil-
ity is limited. On the other hand, since the application was
developed targeting older Android versions which happened to
be used in rural communities, it has compatibility issues with
new Android versions. Wang and Jin [4] designed BWMesh
framework which provides multi-hop connectivity using both
Bluetooth as well as Wi-Fi Direct and created a chat appli-
cation on top of that framework. Although it was able to
handle group chats, it didn’t have the facility of private chats.
Mobile apps which support communication in infrastructure-
less environments can also be found in app stores where
Bridgefy [5] and Briar [6] are the most popular ones. All these
are however, single apps and not part of a larger framework.
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Wi-Fi and Bluetooth are two prominent technologies that
can be used for communication when infrastructure is un-
available. Wi-Fi has two modes of operation: infrastructure
mode and ad hoc mode. While ad hoc mode seems like the
obvious choice, according to [3], in order to achieve Wi-
Fi ad hoc mode, rooting or jailbreaking is required, with
kernel-level programming since Android does not provide
native support for Wi-Fi ad hoc mode. Apple has its native
Multipeer Connectivity Framework [7], which supports both
infrastructure Wi-Fi, ad hoc Wi-Fi, but the framework itself
decides on what mode to use. Wi-Fi Direct is the alternative
supported on Android devices, but as described in [8] it is
unable to support inter-group communication. Supporting only
intra-group communication by default, can be seen as a major
drawback in Wi-Fi Direct when it comes to P2P wireless
communication.

Message routing in infrastructure-less environments is an-
other important concern. Although Reina et al. [9] and Martı́n-
Campillo et al. [10] evaluated the performance of various ad-
hoc routing protocols and opportunistic routing protocols re-
spectively, they all had a cost attached to them for discovering
and maintaining routes and network node structure. Rahman
et al. [11] showed that flooding with tunable heuristics can
be adopted as a reliable and efficient routing scheme that
provides reasonable performance when compared to sophis-
ticated point-to-point forwarding schemes in ad hoc wireless
mobile network applications. They further discuss a simple
routing protocol TARP (Tiny Ad hoc Routing Protocol) [12]
that utilizes a series of rules that limit unnecessary flooding of
packets in the network. Effective neighbor discovery is another
important concern in order to increase the efficiency of the
network formation process. L. Chen and K. Bian [13] have
surveyed the latest developments in neighbor discovery pro-
tocols and shown several major challenges that are associated
with them.

III. MESHIFY

Meshify is an adaptive communication framework for smart
devices which works in infrastructure-less environments and
supports different communication technologies. In this section,
we present the design of Meshify, considering neighbor dis-
covery and multi-hop routing along with other design decisions
as well.

A. Scope and Implementation Considerations

• It was decided to develop the framework using Java for
the Android platform as the vast majority of smartphones
in use are based on Android.

• Although the framework is able to adopt to other wireless
communication technologies such as Wi-Fi Direct, the
implementations are only carried out using Bluetooth
Classic and BLE. This is done simply in order to narrow
down the scope of the project.

• The mobile devices (mostly smartphones) do not support
the same advanced features that are required to form mesh
networks as hardware routers supports. On hardware,

Fig. 1: High-Level Architecture of the Framework

protocols like IEEE 802.11s which is a mesh networking
standard for Wi-Fi devices, allows devices to form mesh
networks. IEEE 802.11s cannot be utilized on an Android
smartphone without gaining root access to the device. So,
the only way to form a mobile mesh or an ad hoc network
using smartphones is by using technologies that are meant
to connect devices in a star-network topology. Therefore,
we will be developing a software-based mesh network.

• From Android 6.0 (API level 23) onwards, Android has
removed programmatic access to the Hardware Identifiers
(MAC addresses, Physical Addresses) for apps using Wi-
Fi or Bluetooth APIs. Therefore, Meshify generates a
UUID (Universally Unique Identifier) [12] on the device
itself to be used as a unique identifier.

B. High-Level Architecture of Meshify

The layered architecture of Meshify (Fig.1) helps to make
improvements in each layer without having to redesign the
full system. This also allows to easily adopt other wireless
technologies with the available Meshify stack.

Meshify API allows developers to design Android services
and applications by hiding the complex details of the frame-
work. The interfaces ConnectionListener, MessageListener
(Fig.2) are callback listeners which are used to notify the
user of particular events. Callback listeners have been defined
because the lower layers rely on a concurrent architecture
and asynchronous events. For example, the ConnectionLis-
tener (Fig.2a) interface specifies a set of callbacks methods
which notifies the user when a connection is established. The
MessageListener (Fig.2b) interface specifies a set of callbacks
methods which notifies the user when a message is received.
The Config class provides parameters and methods that allow
to modify the behaviour of the framework. For instance, users



(a) ConnectionListener Callback Interface

(b) MessageListener Callback Interface

Fig. 2: UML class diagram related to the meshify API

can define the maximum no. of connection attempts or what
transport protocol to use (currently Bluetooth, BLE or both).

Discovery Manager handles the device discovery process
and connect to those devices. Forward Manager handles the
forwarding of multi-hop messages and broadcast messages.
Transaction Manager will handle the queuing of messages and
act as transaction service. Session Manager is responsible for
maintaining the sessions of each end-to-end connection. The
services provided by framework depend on the target platform
(e.g. Android) and the technologies it offers.

C. Device Roles & Network Formation

1) Bluetooth Classic: Bluetooth classic follows a client-
server model [14]. MASTERs will act as servers and CLIENTs
will act similar to typical clients. In Meshify, each Bluetooth
device will act as a MASTER and a CLIENT simultaneously.
A device listens to incoming connections at the same time
having outgoing connections. As devices can act as both
MASTER and CLIENT, in one thread the device acts as a
MASTER, where the device is set as discoverable and listening
for incoming connections. In another thread, the device acts as
a CLIENT performing scans (making outgoing connections)
for Bluetooth devices. We have used Bluetooth service discov-
ery (which is intended for connecting to embedded devices)
so that devices can be connected without having to pair.

Once a scan is completed, a list of Bluetooth devices is
returned with their MAC addresses and device names. A
Bluetooth client can filter out the devices that are not using
Meshify using Service Discovery Protocol (SDP) [14] which is
a part of the core Bluetooth specification. After a connection
is formed, the CLIENT device will send a HANDSHAKE
request to the MASTER device which will respond with a
HANDSHAKE response containing neighbor details. Each
connection has its own session running on a new thread. We
restrict devices from forming both incoming and outgoing
connections to the same device in order to conserve resources.

2) Bluetooth Low Energy (BLE): According to [15], Blue-
tooth Low Energy follows a central-peripheral model which

is similar to the client-server model. A central is a device
(typically an Android device) that scans and connects to BLE
peripherals. A peripheral is a device that advertises its presence
and is connected to a central. A peripheral is typically a BLE
device like a heart rate monitor, but in the context of Meshify
this is also an Android device. Centrals will act as CLIENTs
and peripherals will act as MASTERs.

Similar to Bluetooth Classic, to form a BLE connection two
devices should first match UUIDs. Unlike Bluetooth Classic,
BLE supports advertising beacons with a maximum size of
31 bytes. This feature allows devices to advertise additional
information before forming a connection. Once a connection
has been established between two devices, GATT (Generic
Attribute Profile) server and GATT client determine how they
communicate with each other by transferring data between
them.

D. Data Transmission

For data transmission, JSON (JavaScript Object Notation)
[16] [17] which is a standard text-based data format was
considered. This will be useful not to cause interoperability
issues if Meshify extends support to other operating systems in
the future. There are many JSON parsing libraries for Android
Platform. GSON [18], Jackson [19] and Moshi [20] are the
most widely used libraries. According to [21], Jackson offers
the best performance.

The different packet types currently used for data trans-
mission are described next. All packets are encapsulated into
a super type named MeshifyEntity. The entity field defines
the type of the packet contained within. Each packet can be
uniquely identified.

1) HANDSHAKE Packets: Packets with entity:0 are
HANDSHAKE type packets. These packets are used to indi-
cate that a device is joining to the mesh as a CLIENT. It will
also be used to request neighbor details from a MASTER. The
request and response fields are used as identifiers for different
HANDSHAKE types.

2) MESSAGE Packets: Packets with entity:1 are MES-
SAGE type packets. These packets are used for single-hop
messages. The payload field contains the data that needs to
be exchanged.

3) MESH Packets: Packets with entity:2 are MESH type
packets. Multi-hop messages and broadcast messages that
are forwarded over the mesh network are defined as MESH
packets. The mesh type field is used to differentiate multi-hop
messages from broadcast messages.

4) REACH Packets: Packets with entity:3 are REACH type
packets. These packets are used as single-hop acknowledg-
ments. The reach field is used to send the packet id. Further
details about single-hop acknowledgements are explained un-
der the multi-hop routing section.

E. Neighbor Discovery

We use the protocol sequence diagram shown in Fig.3 to
illustrate the neighbor discovery process. Once the connection
is formed, the device that initialized the outgoing connection,



Fig. 3: Neighbor Discovery Process. Devices 1 and 3 are not
within range of each other, but both are within range of device
2.

Device 1 acts as CLIENT and sends a HANDSHAKE packet
to Device 2, the device that accepted the connection (i.e. the
MASTER). The HANDSHAKE packet contains the Meshify
UUID of the CLIENT. After receiving the HANDSHAKE
packet, MASTER adds the CLIENT to its neighbor devices
list. Then MASTER responds back with a HANDSHAKE
ACK containing it’s Meshify UUID and an empty neighbor
details list, since there are no other neighbors yet. When
the HANDSHAKE ACK is received, the CLIENT adds the
MASTER to its neighbor devices list.

When another CLIENT Device 3 tries to join the network,
this new CLIENT also sends a HANDSHAKE immediately
after forming the connection with MASTER Device 2. When
the MASTER Device 2 responds to CLIENT Device 3,
the response includes all the neighbors it knows i.e., the
response will now include information about CLIENT Device
1 as well. After the second CLIENT Device 3 receives the
HANDSHAKE ACK, it will know that Device 1 is also in the
network. Notice that CLIENT Device 1 does not know that
CLIENT Device 3 exists in the network. In order to overcome
this issue, when a MASTER responds to a HANDSHAKE
request from a CLIENT, it responds with a broadcast, so that
all the CLIENTs can get updates about neighbors as shown in
the Alternate part of the diagram.

F. Multi-hop Routing

The topology of a mobile wireless mesh network can change
dynamically due to factors like the mobility of nodes and
node disconnections etc. So, the configuration of available
routes or neighboring nodes is uncertain. Due to these reasons,
discovering and maintaining routes using traditional routing
protocols will introduce additional overheads.

Fig. 4: TARP Series of Rules [22]

Flooding is the simplest way to broadcast in ad hoc wireless
mesh networks. Meshify uses controlled flooding for routing.
TARP, a simple routing protocol which operates in a layer-less
manner, was initially developed for Wireless Sensor Networks.
We adopt the ideas of this generic and holistic forwarding
scheme in our Meshify networks. TARP is implemented as
a series of rules that are applied by a node in sequence to
every received packet. The first rule that succeeds halts the
forwarding process and drops the packet, as shown in Fig.4.
A “Received Packet” is a packet received by the current node
and could be intended for another recipient.

TARP rules used in Meshify are,
• Limit Hop Count (LHC) This rule will succeed, and the

packet will be dropped, when the packet has reached the
maximum hop count of the network.

• Duplicate Discard (DD) This rule will succeed, and the
packet is dropped, if the signature of that packet (sender
address and the packet id) is already present in the cache.
This allows to restrict the forwarding of the same packet
more than once.

• Sub-optimal Path Discard (SPD) Objective of this rule
is to avoid forwarding a packet via a route that takes it too
far from the shortest path between source and destination.

In addition to the above rules which are in the original
TARP design we have introduced single-hop acknowledge-
ments. With single-hop acknowledgments or end-to-end ac-
knowledgments, it is possible to increase the reliability of
packet delivery, but this will decrease the throughput of the
network. Therefore, in Meshify, only the destination of the
packet will transmit a single-hop acknowledgment (contains
the packet signature – combination of sender address and
packet id) to its neighboring nodes. Then, if a packet with the
same signature is received, those nodes can avoid forwarding it
again, which will limit unnecessary forwarding to some extent.

IV. MESHIFY BASED PROTOTYPE: MESHIFYCHAT

We developed MeshifyChat using the APIs provided in
Meshify. It enables users to chat with nearby people. This
can be either via single-hop or multi-hop communication. This
is determined based on the facts that a device already has



(a) Neighbor List (b) Private Chat (c) Broadcast Chat

Fig. 5: MeshifyChat graphical user interface (GUI)

(a) Discovering neighbors

(b) Broadcast Chat

Fig. 6: Testbed

the maximum no. of connections (practical maximum may
vary) or it is out of the Bluetooth communication range of
another device. The chat application provides the functionality
of having private conversations with the people in the network
as well as a broadcast chat with everyone connected to the
network.

Fig.5a shows the main activity UI of the chat application,
where all the information of neighboring devices are listed.
Neighbors who are directly connected are labeled as “Nearby”.
By clicking any neighbor, users can initiate a private chat as
shown in Fig.5b. Fig.5b shows a private chat with a device
that is not in range (not directly connected). Fig.5c shows
the broadcast chat activity, which is a group chat of all the
members in the network.

Fig.6 shows a testbed which consists of 6 android smart-
phones. Specifications of the devices are listed in Table 1
(Bluetooth version 4 and upwards includes both Bluetooth
Classic & BLE). This testbed was used to test the application
on real devices. Fig.6a illustrates how the 6 devices are
interconnected by discovering each other (The screen of each
phone shows the neighbors it has discovered) whereas Fig.6b
shows the broadcast chat which we have provided, where all
the nodes in the network are considered as a single group.

TABLE I: Android devices used

No. Device Android Version Bluetooth Version
1 Samsung Galaxy J5 6.0.1 4.1
2 Samsung Galaxy On7 Pro 6.0.1 4.1
3 HTC Desire 816 6.0 4.0
4 Xiaomi Redmi 9 10 5.0
5 Xiaomi Redmi Note 10 11 5.1
6 Xiaomi Redmi Note 10 Pro 11 5.1

V. EVALUATIONS
In order to test the practical performance, experiments were

carried out on smartphones equipped with Bluetooth Classic
technology. We measured connection speed (time taken to
discover and connect to a nearby device) and latency (round-
trip delay in message passing) in a network where devices are
connected in a linear manner.

Fig. 7: Delay as a function of distance between two directly
connected smartphones

Delay. Fig.7 illustrates the round-trip delay in message
passing between two directly connected smartphones (single-
hop). When within the tested distance range, there is no
significant increase in communication delay. Fig.8 shows the
round-trip delay in message passing with number of hops in a
route, when transmission distance is 15 meters. As expected,
the delay increases with the number of hops in a route. These
measurements highlight the impact of intermediate nodes in
multi-hop communication. Higher the number of intermediate
nodes, lower the responsiveness of the network.

Connection Speed. Fig.9 (5-4 denotes one device has BT
version 5 and the other has BT version 4) illustrates the time
taken by two devices to discover and connect. As it can
be observed, the time taken is higher in devices with older
Bluetooth versions.



Fig. 8: Delay vs. hop count

Fig. 9: Connection Speed vs. Bluetooth Version

VI. CONCLUSION AND FUTURE WORK

With Meshify, we attempt to provide a communication
platform for smart devices in infrastructure-less environments
using wireless communication technologies supported by the
devices. Our prototype MeshifyChat application is imple-
mented on top of the Meshify framework. We believe that
this chat application will have an impact on the smartphone
users who are concerned with uninterrupted communication
in infrastructure-less environments. The ability to send not
only text messages but media and other file types, with the
use of this application, will increase the usability of the
application. It will attract users who are more concerned about
their convenience and privacy. Since all these features are
implemented at the framework level, developers can build
applications for different use-cases as needed.

Meshify is currently equipped only with Bluetooth classic
and BLE technologies. Following aspects can be consid-
ered for further improvements of the Meshify framework in
future. Since this is capable of integrating other wireless
communication technologies as well, it will be quite useful
if the framework is improved to use Wi-Fi Direct as another
wireless communication technology. Another area of focus
for improvement would be to make the neighbor discovery
procedure much more efficient for discovering the indirect
neighbors.
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[22] P. Gburzyński, “A WSN architecture for building resilient, reactive and
secure wireless sensing systems,” TASK Quarterly : scientific bulletin of
Academic Computer Centre in Gdansk, vol. Vol. 25, No 2, 2021.


