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Abstract—Fast (k, n)-threshold secret sharing schemes with XOR
operations have proposed. Their methods are ideal that share
size is equal to the size of the data to be distributed with
the benefits that can be handled very fast for using the only
XOR operations at distribution and reconstruction processes.
After that, alternative methods in WAIS2013 and NBiS2013
have proposed, first method leads to general constructions of
(2, np + 1)-threshold secret sharing schemes where 7, is a prime.
The later proposal realizes (2, m(m + 1)/2)-threshold secret
sharing schemes for small positive integer m.

In this paper, we use m-dimensional vector spaces over Z; on
having bases that meet certain conditions in order to construct
proposed methods proposed in NBiS2013 that has some errors
of construction. So we corrects faults in NBiS2013 paper and
also proposes an accurate construction by using Galois field
GF(2™) that elements are represented in the ring F},[X]/f(X)
where f(X) is a primitive polynomial, these functionalities lead to
general constructions of (2,2™)-threshold secret sharing schemes
for all integers m.

I. A CONSTRUCTION OF XOR-(2,n, + 1)-SSS PROPOSED
IN WAIS2013

A new method have proposed in WAIS2013 [2], this leads
to general constructions of (2,7, + 1)-threshold secret sharing
schemes using only exclusive-OR operations with the same
assumption of previous XOR-based (k,n)-thereshold schemes.
Let n be the number of pieces of blocks, previous schemes
[1] have a restriction about n/, that is n’ must equal n, — 1
for a certain prime n,,. For example, XOR-(2,4)-SSS must be
used part of shares from XOR-(2,5)-SSS with n=4.

For a given prime n,, the following is a set of shares {W; }
of XOR-(2,n)-SSS that satisfies n =n, —1 and n =n, + 1.

WZ(’L:,Q,,/TL—].) = W10 H || le || || Win” (j =
0,...,n :=n —1). Letasecretbe M =M || ... || M,
where My, ..., M, € {0,1}, M, € {0}¢ and d-bit randomly
choose binaries Ry, ..., R, € {0,1}%

o Wy := Ry, Wig:= M1 ® Ry

o Wip=M®M, , ®Ry (i=2,...,n)

o Wy =Mi&M 1 &R, (j=1,...,n —1)

o Wiy=Wy;1®R_1®R; (j=1,...,n —1)

o Wy=W,_1, 10R,_10R;
i=1,....n,5=1,....,n — 1)
[ ] Wn/+1,j = M2 @7...,@ Mnl @RJ

(j=0,...,n —1)

Example 1 (n, =3 : XOR-(2,4)-SSS in [2]):

Wo My ® Ry My ® Ry
Wi || My ® My @ Ry My © Ry
Wo My @ Ry | My ® My @ Ry
W3 My @ Ry M ® Ry

II. AN ALTERNATIVE CONSTRUCTION OF
XOR-(2,m(m + 1)/2)-SSS PROPOSED IN NB1S2013

For a set of basis over Z3", this paper defines a new concept
”2-propagation bases set”, and proposed new constructions
of (2, m(m + 1)/2)-threshold secret sharing schemes using
exclusive-OR operations.

Definition 1 (2-propagation bases set): 2-propagation
bases set {b;}(i = 1,...,1) is a set of bases over ZJ* satisfies
the following properties: by is a set of m zero-vectors and for
all distinct two bases by, by, {b, + b,} is also a basis over
7y

Lemma 2: The order of 2-propagation bases set {b;} over
Z3" is represented as 2¢ (optimal case: 2™). A set {b;} has ¢
generator bases {c;}(i = 1,...,t), for all b; it satisfies that
bi =51 Ajcj where \; € Zo.

Theorem 3: When an optimal 2-propagation bases set
{bi} (i = 1,...,2™) over Zy', these exists an XOR-
(2,m(m + 1)/2)-SSS with vector-representation {w;;} = b]
(i=1,....,2" j=1,...,m).

Proof. From the definition of 2-propagation bases set, for
2 indices u > v, b, + b, is a basis, s0 W] = Wyu1 + Wy1
ye ooy W = Wym + Wy are bases over Z3'. The [-th element
of W,, & W, equals @Tzl wl*(s)Mg. In this case, these exist
m linearly independent simultaneous equations for M(s =
1,...,m), so we can reconstruct all M. 1

g o

Theorem 3 indicates the existence of 2-propagation bases
sets is important. Here are some concrete examples of 2-
propagation bases sets for small order. Note that W} corre-
sponds to the zero vector bases and W1, ..., W, are generator
bases c¢; related to Lemma 2. All shares are constructed by
@, wl*(s)Mg mentioned in Theorem 3.

Example 4 (m = 3 : XOR-(2,3 -4/2)-SSS in [3]):

WO (07030) (07030) (07010)
Wl (1a070) (07170) (0,0,1)
W2 (0a171) (1’070) (0’170)
WB (17110) (07111) (17010)
Wy We [ (LLD [ (LLO)[(0,1,1)
Wl + W3 (Oa 170) (0?07 1) (1’ 1a0)
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III. NEW CONSTRUCTION OF XOR-(2,2™)-SSS

The following example is a starting point of this section,
this is leaded by previous work in a empirical program for
parameter m = 3. This example is unintentionally generated
because W5 + Wiy is the 7-th unexpected share and also W7 +
Wa + W3 is the 8-th unexpected share. So this paper analyzes
the algebraic interpretation of Example 6 and as a result we
could find a brand-new elegant construction for any integers
m > 4.

WO ( 5
Wi (
Wa E

W3

Wi+ Ws

Wi+ W3

Wy + W3
Wi+ Ws + Ws

(0,0,1) | (1,0,1) | (1,1,1)

Each m-dimension vectors can be expressed by a element
of Galois field GF(23), so we attempt the previous example
could be rewritten:

Let a primitive polynomial f(X) in GF(2%) be X? +
X 4 1, so we consider the field of 8 elements defined by
Fos = Fo[X]/f(X). In this field, there are 8 elements:
0,1,a,02,...,a% where « is a primitive element in Fys. All
non-zero elements are follows:

at = +a (0,1,0)
a?= a? (1,0,0)
ad = +a +1 (0,1,1)
at= o? +a (1,1,0)
a®= o® +a +1 (1,1,1)
ab= o? +1 (1,0,1)
ol = 1 (0,0,1)

=3

by using the equation “a® = « + 17. The binary vectors
written in right is the vector representations that indicate
the coefficients of (a2, al,1). So we archive and rewrite the
previous example as follows:

Example 7: (m = 3 : XOR-(2,2%)-SSS with the vector

representation)

Wo

Wi

Wo

Ws

Wi+ Wy
Wi+ W3

Wy + W3
Wi+ Ws + W3

=
=
=

QIL|RIL|R(L]|R
H g o] ol w1
RQIL|RIL|R[L]|R
o o] o e o g T
RQILQIR|IL|RIL|R
of of w wd g H g

where [[z]] is the vector representation with related to © €
GF(2™) and [[0]] is the zero vector.

A. Outline of proof about general construction for m > 3

In the general case for parameter m > 3, there exists a
primitive polynomial ( for instance: formed by X™ + X +1 )
in Fom. For the grantee of existence about XOR-(2, 2"")-SSS,
we should find the existence of the set of basis over GF(2™)
with the following conditions:

e Bases {[[a'™™]], [[«i*™71]],...,[[a]]} are linearly
independent for all ¢ =0,...,m — 1.

e Any additive combination of bases is also a basis
(linearly independent for each other).

In the first condition, we consider the determinant of
vectors, so we can apply Gaussian elimination method by
using some primitive polynomial over GF'(2™). The second
condition needs the concept of the group action over the
finite field, that is the ring algebraically closed in the ring

Fp[X]/£(X).

IV. CONCLUSIONS AND FUTURE WORK

This paper corrects faults in NBiS2013 paper and also pro-
poses an accurate construction by using Galois field GF'(2™)
that elements are represented in the ring F»[X]/f(X) where
f(X) is a primitive polynomial, these functionalities lead
to general constructions of (2,2™)-threshold secret sharing
schemes for all integers m.

In the future we need estimations about computation costs
by implementing our simple methods, and extend proposals
to the cases with k > 3 with considering the primitive
polynomials over GF'(p™).
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