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Introduction
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The combination of usernames and
passwords have been the main form of
authentication since the advent of
computers. Unfortunately, using only a
username and password to protect your
account login is not enough. That's why
major tech companies like Google,
Apple, and Microsoft have been working
to solve the problem of passwords by
getting rid of passwords.
 
In this ebook, you are going to learn
why passwords are a weak solution to
verify your identity and why the future
of authentication is passwordless.
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Passwords Are So Last Year
 
The truth is that passwords are an old-fashioned
method of securing your admin account. When
someone enters a username and password to
log into your website, confirming they are who
they say they are is vital. 
 
Entering the correct password doesn't prove
your identity; it only allows a system such as
WordPress to confirm that the password
matches the one assigned to a user. While that
may sound nit-picky, there is a massive
difference between confirming your password
and verifying your identity.
 
There are three significant reasons you
shouldn't rely on passwords alone to verify
identity:
 
 
 

Brute force attacks
Database dumps
The inconvenience of password best practices

1.
2.
3.

In the next section, we'll cover these three
reasons in more detail.
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Brute force attacks refer to a trial and error
method of discovering correct username and
password combinations in order to hack into
a website. Brute force attacks are usually
automated by a bot or script so hundreds and
thousands of guesses can occur within a short
period of time.
 
Brute force attacks are prevalent because of
the low skill level and effort required to
perform an attack. With a simple Google
search, you can find hundreds of free
programs that will allow you to perform a
brute force attack of your very own. 
 
The automated brute force application is
pretty basic: a bot is sent to scour the
internet looking for website login pages. Once
the bot finds a login form, it will start trying a
combination of usernames and passwords to
gain access to the site. The bot is usually
armed with a list of the most common
usernames and passwords to increase the
likelihood of a successful attack. After the bot
enters the right password, the website will
verify that the password is correct and allow
the bot access to the account.

Brute Force Attacks1.
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2. Database Dumps
 
A database dump occurs when a hacker
successfully gains access to a user
database and then dumps the contents
somewhere online. Unfortunately for us,
sometimes these dumps contain a ton of
sensitive login and account information. 
 
For example, a single database dump
that MEGA hosted included
1,160,253,228 unique combinations of
email addresses and passwords. That
kind of score will provide a malicious bot
with over a billion sets of credentials to
use in brute force attacks.

https://www.troyhunt.com/the-773-million-record-collection-1-data-reach/
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3. The Inconvenience of
Password Best Practices
 
Let's face it: adopting password best practices
is a hassle. Most people aren't willing to go
through the extra steps involved to never
reuse a password, make their passwords
complex and random, and use two-factor
authentication for all their logins.
 
Long, Complex Passwords You Can't
Remember
 
The first step in login security is creating a
secure password. A password should be at
least 12 characters long and include a large
pool of random characters. For example, a
password like "ISt8XXa!28X3" is very difficult to
crack. A secure password is also difficult to
remember, making it less likely that the
average person will use one. 
 
In a list compiled by Splash Data, the two most
common passwords found in all data dumps
were "123456" and "password." Neither of
these two passwords are 12 characters long,
random or using a large pool of characters.

https://s13639.pcdn.co/wp-content/uploads/2017/12/Top-100-Worst-Passwords-of-2017a.pdf
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Use a Different Password For Every
Account
 
Password best practices also include using a
unique username and password for every
account. Most people know that they
shouldn't reuse passwords, but over half still
choose to reuse their passwords everywhere
because it is easier. If most people are
reusing a password for multiple accounts, a
lot of people are still using passwords
discovered in a database dump.
 
Google's Password Checkup extension checks
your password against the 4 billion known to
be involved in a database dump. In the first
six months after release, Google has flagged
over 316,000 sign-ins–1.5% of all scanned by
the extension–for using a compromised
password. Keep in mind that the people who
are using Google's Password Checkup plugin
are probably more security-minded than the
average person.
 
To sum up, people are the main reason
passwords are a poor identify verification
method. We reuse the same weak passwords
for multiple logins. The more users a website
has, the more likely that your site has an easy
point of entry for a hacker.

https://security.googleblog.com/2019/08/new-research-lessons-from-password.html


8

The Passwordless Future

Passwordless login is a new
way to verify a user's identity
without requiring a password to
login. Passwordless login is both
safe and simple, increasing the
likelihood that the average
person will secure their account.
Passwordless logins lock down
your accounts and they are
much easier to use than
traditional credentials.
 
You may already be using a form
of passwordless login without
realizing it. For example, if you
are using a thumbprint or Face
ID to open your phone, you are
using a form of passwordless
login. Keep in mind that a
passwordless login doesn't
necessarily mean a password
isn't assigned to the user. Your
phone still requires you to set a
password or a PIN, but you do
not need to enter it every time
you unlock your phone. 

Passwordless
login is a new
way to verify a
user's identity
without
requiring a
password to
log in.

https://authy.com/
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The Different Methods of
Passwordless Login

WebAuthn
The Web Authentication API–typically
written as WebAuthn–is a way to verify
credentials and enable passwordless
authentication. The great thing about the
API is that it is open for anyone to use,
which is leading to more companies
adopting the secure login method.

 
Fido U2F USB Keys
USB security keys like Yubico have
adopted support WebAuthn and offers a
painless passwordless experience. After
the initial set up, just plug the key into a
USB port and you will be ready to log into
WebAuthn supported accounts with just
a click.

 

https://authy.com/
https://www.yubico.com/2018/04/new-security-key-fido2/
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Microsoft Wants You to Quit Passwords
Microsoft was one of the first companies to
denounce passwords publicly. Microsoft offers a
multitude of ways to skip the password.Windows 10
users can now use Windows Hello as a FIDO device,
removing the need to enter most passwords.
 
 

Apple Added WebAuthn to Safari
Experimental Features
Apple may be the last major browser to support
WebAuthn, but you can now enable it in the Safari
Experiential Feature settings. You can expect Apple
to move WebAuthn from experimental to Safari's
regular feature set by the end of 2019.
 
 

Skip Passwords with an Android Device
Google now allows you to skip the password on
Android devices running Android 7.0 and higher.
Using Fido2, CTAP and WebAuthn, Android users will
now be able to bypass passwords when logging into
sites from a mobile browser like Chrome.

https://fidoalliance.org/microsoft-achieves-fido2-certification-for-windows-hello/
https://fidoalliance.org/fido2/
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What Are the Downsides to
Passwordless Login?
 
There are some very minor negatives
concerning WebAuthn and passwordless
logins. Most methods require an additional
device and some small configuration by the
user. Another issue is that support for
WebAuthn is not yet universal. As more
people become familiar with the
convenience and security of passwordless
login, you can expect the support for
WebAuthn to increase drastically.
 
As of now, every passwordless method that
we have mentioned requires some effort
by the person using it. We have shared
examples showing how hard it can be to
get people to be proactive with their
account security, but it is possible to
encourage users on your WordPress site to
increase the security of their accounts
without increasing the difficulty to log in.
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The Balance of WordPress
Security and Usability

There is a balance to WordPress security.
You want your website to be secure while
not getting in the way of your users and
customers.

Anyone who works on or near web security
will tell you that they would love to see a
higher percentage of people using password
managers like LastPass and two-factor
authentication. There is a changing of the
mindset surrounding cybersecurity. Security
professionals are starting to realize it is up
to us to make it easier for people to use
secure their websites and personal accounts. 

With this new mindset, we at iThemes have
created several ways for you to lock down
your WordPress site, while making it easier
to login.
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How to Secure User Logins
with iThemes Security Pro

Before we start using passwordless login, we need
to secure the WordPress Login. Let's start requiring
everyone to use stronger passwords.

On the Setting page in the iThemes Security Pro
plugin menu, find the Password Requirements
module and click on the Configure Settings
button.



In the Password Requirements settings, enable the Force
Strong Passwords and Refuse Compromised
Passwords options. Set the Minimum Role for both
options to Subscriber.
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To be sure everyone is following the new password
requirements, click the Force Password Change
button. Make sure you click the Save Settings
button before you exit.
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Navigate back to the main page of the iThemes
Security Pro settings and then find the Two-Factor
Authentication module. Click the Configure
Settings button.
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Set the User Type Protection to All Users to require
that every user account use two-factor
authentication.

Now that we have secured the WordPress login, we
can enable the Passwordless Login method.
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Getting Started with
Passwordless Login for Your
WordPress Website
 
From your WordPress dashboard, navigate to the
iThemes Security Pro menu. You’ll see a
new Passwordless Login module.
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Enable the Passwordless Login module and then
click the Configure Settings button.



Passwordless Login Settings
 
From the settings screen, several settings are listed:
 

Enable Lockout Bypass - When enabled, this
option will allow you to login while your
username or IP has been locked out.
Enable Passwordless Login - Enable to start
using the passwordless login method.
Passwordless Login Per-User Availability - By
default, the passwordless login method is
enabled for all users. Changing the default to
disabled for all users will require every user to
enable the method manually.
Allow Two-Factor Bypass for Passwordless
Login - The allow two-factor bypass option will
give selected users to option to disable two-
factor authentication when using the
passwordless login method. Note: Users should
only bypass two-factor authentication if they
have also enabled two-factor authentication
for the email account that will receive the
Passwordless Login Link. 
Passwordless Login Flow - Choose what screen
users see first in the passwordless login flow,
either Method First or Username first. Here are
screenshots of the two different Passwordless
Login Flow screens for this settings option:
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Username First Screen
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Method First Screen
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How the Passwordless Login
Method Works
 
Now that we have enabled Passwordless Login, it is
time to take it for a test drive. The first thing we see
on our login page is a place to enter our username
or password. Enter your username and then click
the Continue button.
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On the next screen, click the Email Magic Link
button to send the email containing the
passwordless login link.
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You will now see a message confirming the email
has been sent.
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In your email inbox open the Magic Link email and
the Login Now button.
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If you have previously enabled two-factor
authentication, you will be asked if you want
to Enable or Disable two-factor when using the
passwordless login method. You will be able to
adjust this later in your WordPress User Profile.
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Wrapping Up
 
The Passwordless future is very exciting. Anything
that makes it easier for people to practice good
security is a win for all of us. Managing WordPress
security vs. usability just got a lot simpler.

27



28

5 Simple Rules for WordPress Login Security
 
What is 2 Factor Authentication and How Can It
Be Useful?
 
Is My WordPress Site Hacked? 7 Signs of Infection
 
The Top 5 WordPress Security Myths Debunked
 
5 iThemes Security Tips to Secure Your
WordPress Website
 
10 Tips for Securing a WordPress Website
 
A Guide to Brute Force Attacks
 
A Guide to WordPress Security
 
Themes Security Setup Guide
 

More WordPress Security
Resources & Ebooks

E B O O K

E B O O K

E B O O K
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Get started with our single site iThemes
Security Pro plan for just $49* with coupon

code SECUREMYWP

*Offer good on any *new* iThemes Security Pro (1 site) plugin
purchase. Coupon can't be used to renew or extend an existing

iThemes Security Pro (1 site) plugin membership.

S E C U R E M Y W P

L E A R N  M O R E

https://ithemes.com/security
https://ithemes.com/security



