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Trusted Security

Dispel is a US cyberdefense firm that specializes in building 
traceless, encrypted networks within which teams, data, and 
equipment can operate free from targeted attacks. Our engineers 
have over 250 years of collective experience building defenses 
fielded against adversaries ranging from nation-states to lone 
wolves. At the time of this book’s printing, our clients had 
independently launched over 20,000 of our products.

Our Heritage
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Proactive Cyber Security 
Core Principles 

Cybersecurity has long been taught as an exercise in building 
a castle which, over time, is enhanced by further walls, scouts, 
guards, and mazes. As is the case in the physical world, such 
cyber defenses don’t move, and are relatively easy to find. 
The result is a wholly reactive defensive structure wherein the 
attacker has the advantage of time.

The solution in the physical world was to stop building castles 
and start protecting assets by moving them around, ideally 
in mediums where they were difficult to track. This strategy 
is called Moving Target Defense. Dispel’s patents allow us to 
implement moving target defenses at a network level. 

Static networks give your 
adversary time to find and 
exploit weaknesses. Dispel’s 
platform automatically shifts 
your infrastructure around, so 
adversaries cannot locate and 
sustain target lock. 

Dynamic True Segmentation

In a true Zero Trust model, servers 
and users that do not need to 
be linked should not know of 
each other’s existence. Dispel 
achieves this with topological and 
cryptographic segmentation.

Precise Resilient

Control user access at both the 
application and network layers in 
a manner that is easy to manage 
at scale.

True resiliency is being able to 
identify, quarantine, respond, 
shift, and recover from an attack. 
Dispel provides hot swappable 
backups and 1 hour recovery 
times. 
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Enclave
Flexible, secure networks

An Enclave is a network of virtual machines provisioned from one or many 
public and private clouds. Each virtual machine within an Enclave has 
a specific task—traffic routing, collaboration, a custom application, etc. 
Through the Dispel Management Console, you decide what you want in 
each of your Enclaves, where you want them deployed, and who should be 
given access.

What Are Enclaves?

Roughly half of our customers use Enclaves simply because they need 
versatile networks that they can readily launch, assign, and maintain from 
a management console.  The other half use Enclaves to proactively defend 
their devices, datasets, SCADA systems, and unpatched infrastructure.

Why Are They Useful?

1. Enclaves are cloud agnostic. 
Virtual machines from your 
private clouds, as well as the 
150+ data centers that belong to 
the world’s 7 major commerical 
public cloud providers, can be 
used to build an Enclave.

Why Are They Secure?

2. The transmissions between 
virtual machines within an 
Enclave are protected with strong 
end-to-end encryption. 

3. Enclaves automatically and 
unobtrusively swap out their virtual 
machines with fresh ones over 
time, meaning an adversary cannot 
locate and sustain target lock.

Together, these three traits mean 
that Enclaves both encrypt and 
cloak the resources contained 
within them, affording those assets 
sustained protection from targeted 
cyber attacks. 
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Connection Methods

Technical Specifications

Why are Enclaves important?

Dispel Wicket and Gateway
Connects any Internet enabled device (or 
group of devices) to a specific Enclave or, in 
the case of Gateways, a set of Enclaves.

Protect The Essentials
Defend the things you care about 
most: data, teams, and equipment.

Sustain Legacy Systems
Defend the unpatched and 
unpatchable parts of your 
infrastructure.

Accelerate Collaboration
Work with people you don’t 
completely trust in environments 
where they cannot harm you.

Dispel Application
Enables end-to-end encrypted 
connections to Enclaves.

12:30

enclave-us-eu-asia

Disconnect from enclave-us-eu-asia

Software

Hardware
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Sheer Convenience
Build and manage flexible, 
scalable, networks without 
adding staff.

Protect Your People
Keep your people and their actions 
hidden from electronic detection.

Keep Things Self-Contained
Design your networks to fit your 
workflows, rather than the other 
way around.

Encryption
Each link in an Enclave is protected by two 
layers of cascade ciphered AES-256 with 
independent 4096-bit keys used for the 
initial key exchange.

Performant
70 Mbps throughput over cloaked 
transmission tunnels.

Multi-Factor Authentication
Enclaves are only accessible through at 
least two stages of authentication.

Polymorphic
Enclaves automatically swap out their 
constituent components with fresh ones 
over time, shifting their network topologies 
in the process.

Self-Contained
Assets inside of an Enclave communicate 
exclusively over private IP space. 

No Data Leaks
Enclaves are immune to IPv4, IPv6, 
WebRTC, and DNS leaks.



Management Console
Where Administrators build Enclaves and assign permissions

Whether you build one Enclave or hundreds, the Management Console 
allows you to choose the resources included in an Enclave, the cloud 
providers and region(s) those resources are deployed in, and the users that 
will be given encrypted access. 

Easy to Manage
Add and remove devices, users, 
resources, and servers in seconds. 

On-Prem License Option
For customers seeking the highest 
level of discretion, we offer the option 
of deploying the entire platform on 
customer servers, with no system access 
or telemetry sent back to Dispel. 

Scheduling & Cycling
Schedule when you want resources to 
become available and how often they 
should be cycled.

Usage Based Billing
You are only billed for Enclaves with 
actively deployed virtual machines. No 
more wasting licenses. 



Using Enclaves for Systems

Powered by Enclave
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Software Defined Networks
Subnetting with the press of a button

You have a lot of devices that should never talk to one another, but are 
attached to the same physical cables and wifi networks. You also have 
clouds packed full of servers your teams depend upon, but the servers used 
by Team A should never be visible to the servers belonging to Team B.

How can you easily bucket the devices and servers within your environment 
into networks that are both simple to manage and effective at keeping 
systems segmented?

The approach we recommend is called Software Defined Networking 
(“SDN”).  In its simplest form, an SDN is created when a program mandates 
that only a certain set of devices and servers may communicate with one 
another. How that control is imposed upon those devices and servers varies 
by SDN provider. 

Powered by Enclave
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Simple
Implementation

1) Build
Individual SDNs are built using the 
Dispel Management Console. 

2) Assign
Add the assets you want to your 
SDNs, and assign the permissions 
you want within minutes.

3) Access
Take your pick of software, 
hardware, or virtual machines as 
the means of brokering encrypted 
user access into your SDNs. 

Easy on end user
Let your human users connect to, 
and switch between, accessible 
networks with the press of a button.

SDN to SD-WAN
Add SD-WAN to your Dispel SDN 
system without any change in end 
user experience.

Easy to manage
Add and remove devices, users, and 
servers in seconds. 

Hard to attack
Dispel’s SDNs are constantly 
changing to frustrate 
reconnaissance. 

Easy to deploy
Launch an entirely new SDN in 
under 30 minutes.

Hard to screw up
Only the things you deliberately 
give access to a Dispel SDN get 
access to that SDN.

While the price and performance are attractive, Dispel’s SDNs are 
unique because of their security.

Dispel designed its SDN solution for clients who could not risk a breach but 
also needed a user friendly experience. Our SDNs are Enclaves, meaning they 
cannot be hit by targeted attacks. Moreover, our SDNs require administrators 
to consciously assign devices and servers to networks. Most importantly, our 
SDNs are easy to deploy, so your team actually uses them. 

The Sustainable Solution

Dispel SDN
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SD-WAN
It‘s time to move on from MPLS

MPLS is overpriced, overcomplicated, and trivial to attack. Our SD-WANs are 
not. 

The Usage Problem: Flexibility
You have teammates in every city from Houston to Hong Kong. Do you really 
want to pay a local telecom provider to dig a trench and run new cable every 
time you add a new office?

The Security Problem: Pattern Analysis
When you send the traffic volume of a device ecosystem across a single wire, 
pattern analysis becomes an easy means of subverting encryption. Keeping 
things hidden, then, is essential, yet most SD-WAN providers need to send 
their customer’s traffic through a central location via static IP addresses to 
keep their product stable.

Powered by Enclave

Bring Your Team Together
Let your teammates work together like 
they did when you had a single office, 
rather than 300.

Stay Safe
Each Dispel SD-WAN is its own 
dedicated, single tenant, cloaked 
network.
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Dispel’s SD-WAN delivers faster, global interconnectivity at a fraction of 
the cost of competitors.

Dispel’s SD-WANs connect geographically disparate facilities, dynamically 
segment connections, and securely route traffic across the public internet.  
Controlled through an intuitive administration portal, organizations can 
build new SD-WANs on-demand, and segment traffic/access through user 
and machine-group assignments.

Typical
Implementation

1) Scope Segmentation 
Requirements
While a single SD-WAN will satisfy 
most use cases, we often find that 
organizations wish to segment 
critical system transmissions from 
general data flows at a network 
level. 

2) Build the SD-WANs & 
Assign Access
SD-WANs are built at the customer’s 
discretion either by customer 
employees or Dispel’s operations 
team. Typically, user permissions 
are copied from existing directories.

3) Implement SD-WAN 
Connection Methods
Connect to SD-WANs through 
software applications installed on 
user devices, hardware placed adja-
cent to user’s devices, or hardware 
installed on network switches.

4) Work
SD-WANs can be updated at any 
time by administrators through the 
Management Console or by calling 
Dispel’s operations center.

Powered by Enclave
SD-WAN

Segment Access
Access to SD-WANs are brokered 
through tunnels unique to the user or 
the device.

Encrypted End-to-End
All transmissions within the SD-WAN 
are encrypted with two layers of 
AES-256.
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Sustaining Legacy Systems
Protecting the unpatched and unpatchable.

Whether you have Windows 2003 servers or something even older, 
unpatched systems are a disruptive liability. Dispel Enclaves cloak anything 
connected to them, including unpatched systems, reducing the volume 
of harassment on attached components to the primitive bot scans any 
decent firewall can stop. Deploy an Enclave for each class of device in your 
environment, and you can also halt lateral attacks originating inside your 
perimeter.

Powered by Enclave
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Stop Lateral Attacks
Segment with the press of a button, so 
infected equipment cannot continue 
to hit the rest of your environment.

Keep Systems Online
Connecting a physical or virtual 
device to an Enclave does not require 
reconfiguration of end-devices.

Get Time to Prioritize
While an Enclave is not a permanent 
replacement to patching outdated 
systems, it will give your team time.

Fix It Now
Deploy in under 30 minutes. 
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An approach designed from the outset to be device agnostic, 
turnkey, scaleable, and easy to maintain. 

We start by building a Software Defined Network (what we call an Enclave) 
for your unpatched server(s). This takes about 30 minutes. Depending 
upon the type of legacy system involved, we channel all of the traffic from 
the legacy system into the Enclave via software or hardware. From there, 
programmatic access to the systems is brokered through encrypted access 
points at the edge of the Enclave.

Typical
Implementation

1) Scope Integration
Requirements
Our team will work with yours 
to determine which unpatched 
systems you wish to protect.

2) Build the Enclave
and Enable Access
One of your administrators 
launches an Enclave and grants the 
legacy system access to it.

3) Secure Access via 
the Enclave
The legacy system is linked to 
the Enclave with either a piece of 
hardware or, in rare cases, with a 
software installation.

4) Get Back to Work
With the Enclave protecting 
the vulnerable system, users, 
sensors, and other devices can 
be granted secure access by your 
administrators to the resource.

How we do it 
Sustaining Legacy Systems
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Protecting IoT Products
Keeping you off of the front page.

Dispel Enclaves cloak anything connected to them, frustrating targeted 
attacks and reducing the volume of harassment on attached components to 
the primitive bot scans any decent firewall can stop. This trait is particularly 
useful when the connected components are IoT devices which were not 
designed with security in mind. 

Powered by Enclave

For IoT Producers
Cybersecurity is in our DNA. We work with 
manufacturers who are in the design phase 
to economically simplify and harden all of 
their IoT systems – from cars to cameras. 

For manufacturers whose devices are 
already in the field, we have a number of 
standardized implementation methods 
which can quickly lock down a device, or 
system of devices, so they are no longer an 
easy attack vector.

For IoT Consumers
Whether it is an elevator, smart lights, or an 
air conditioning unit, segmenting off the 
cybersecurity fires in customer networks 
is a relatively easy, regularly performed 
assignment undertaken by Dispel. 

Implementations vary from inserting a line of 
code to installing hardware between the IoT 
device and its path to the Internet. Regardless 
of method, implementing Dispel’s protection 
takes less than 30 minutes.



Using Enclaves for Projects

Powered by Enclave
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Secure Collaboration
A cloaked, encrypted communications suite

Dispel’s Collaboration Suite contains Voice, Video, Messaging, Fileshare, 
Workstations, and a Log Server to watch over it all. Customers can choose 
to add the Dispel Collab Suite to an Enclave to allow their teams to work 
together comfortably, securely, and in whatever manner they find most 
efficient.

Powered by Enclave

TM

Work With Untrusted Parties
Collaborate with partners knowing 
your comms are safe and your 
internal systems are invisible to your 
counterparts. 

Pay For Use
Whether the project takes one week 
or one year, only pay for the time the 
Enclave is active. 

Isolate Project Data
You choose what data to bring to the 
collaboration space and for how long 
the other participants have access to it. 

Ready in 30 Minutes
Deploy a fresh collaboration Enclave in 
less than 30 minutes and oversee access 
through our Management Console.

*
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VoIP
Resistant to eavesdropping and protected against 
interference, Dispel offers global dialing and 
conference capabilities. Run your own PBX systems.

Legacy Integration

Dispel integrates with modern VoIP phones like 
Polycom, Cisco, and Obihai. Older, analog systems and 
rooms are also easily integrated with hardware.

Messaging
Bring all of your converations into one platform. Dispel 
offers a private, controlled alternative to Slack’s SaaS-
only collaboration service.

Record Keeping & Archiving | Enterprise Integrations

Maintain long-term records for regulatory compliance 
and security audits. Work within your broader 
enterprise, and behind your pre-existing security 
stack.
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Video Conference
Create a room link, share it, and get to work. Manage 
participants, records calls, and set room passwords for 
added security.

No Downloads Needed | End-to-End Encrypted

Conference face-to-face directly from your browser. 
What you say remains private and secure.

File Sharing
Public URLs are only accessible to those with access to 
your Enclave. Even if someone forwards your links on, 
only authorized users are able to download files.

User Management | Phishing Protection

Enjoy granular access control rules for teams. Even 
equipped with phished login credentials or file URLs, 
an attacker has no place to log in.

Labels and permissions granted to the users accessing this link
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Virtual Desktops
Isolate your environment with Dispel Desktops as a Service

Whether you need to do traceless competitive research or provide looking-
glass access to protected resources, Dispel can customize a Virtual Desktop 
deployment (VDI) to meet your needs and budget. Our deployment engine 
is equipped with advanced scheduling and reservation capabilities designed 
to save on both cloud costs and administrative overhead.

Powered by Enclave

Daily Patching
Desktops are built with the latest 
security patches and antivirus software.

Isolation from Local Host
Virtual Desktops are segmented from 
the user’s local computer.

Support Multi-Factor Auth
Desktop instances can be deployed 
with additional layers of authentication.

Simple, Fast, On-Demand
Desktops are easy to connect to and 
feel just like a user’s normal computer.
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TM

*
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Reserving and Launching 
Virtual Desktops

1. Securely Access the Stockpile Interface
The user accesses the stockpile interface via a URL 
concealed by a Dispel Portal Proxy. Portal proxies 
may be restricted to allow-list specific IP addresses 
through the Mangement Console.

2. Reserve & Launch a VDI
Once logged in, the user may reserve a virtual 
desktop and launch it directly from the stockpile 
interface. 

3. Work
Virtual desktops work and feel just like the user’s 
traditional desktops, and may be customized with 
any applications.
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Secure Patent Review
Shy Therapeutics uses Enclaves to 
securely discuss their discoveries 
and draft patents for their IP. When 
they need to provide an external 
partner with temporary access to 
their data, they let them in through 
a Virtual Desktop.

This model ensures that Shy can 
efficiently work with partners 
without fearing their partner will 
inappropriately copy or exfiltrate IP.

“Dispel segmented our laboratory 
environments quickly, and met our 
secure communications requirements to 
keep everyone connected.”

Yaron, CEO of Shy Therapeutics

Access any data without creating an attack profile

VDIs enable you to decide the means through which someone will access 
your sensitive business data, and ensure the security posture of that 
environment. Whether you are trying to defend our elections, finalize an 
M&A deal, or provide read-only access to the next blockbuster script, Dispel 
VDIs can help.

Monitor Everything
Our VDIs can have all of their logs 
pushed to a central monitoring 
system to help identify any 
inappropriate actions.

Control Access
Have complete control over 
which users can reserve deployed 
desktops, and for how long those 
desktops remain active.

Securely Interact with 
Sensitive Data
Access resources protected within 
an associated Enclave without 
exposing those systems to the 
outside world.

Secure Data Access
Virtual Desktop Use Case

Scale Alongside 
Your Team
Up to 1,000 employees can work 
together on a single project. 
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The highest level of discretion.

Metadata tells the world a lot about your company. Dispel VDIs disassociate 
you and your online actions. Using VDIs, you can safely research competitors, 
inspect your supply chains, or explore potential investment opportunities 
without risking burn-back and retaliation.

Unattributable Internet Access
Virtual Desktop Use Case

Burn After Use
Users can destroy desktops after 
use, and administrators can ensure 
fresh desktops with fresh profiles 
and new IP addresses are built 
every day.

Retributionless Research

No Wasted Licenses Simple, Fast, On-Demand

Perform traceless research on 
competitors, supply chains, and 
international partners.

Pay only for real usage. Fresh desktop instances can be 
deployed in over 150 global data 
centers and are available either 
in-browser or via RDP.

Working on the Dark Web
A number of our customers perform 
threat intelligence and brand 
protection research on the Dark 
Web. To effectively do their job, 
these researchers need to maintain 
reliable personas.

Because Dispel’s Virtual Desktops 
are built fresh every day and further 
hidden within an Enclave, analysts 
are able to work without risk of 
tradecraft issues.
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You can use our workstations for any use-case you can think of.

Whether you need to create a network of VDIs to train customers to use your 
applications, or you want to build a suite of high-powered VDIs for video 
editing, we can make it happen.

Blank Canvas
We will build the VDI image 
you need and make it available 
on-demand.

Allowed Functionality Only
Desktops can be configured to 
permit only specific, allow-list/
administrator-defined actions.

Safe Training Grounds
Transform VDIs into safe training 
grounds for your employees where 
a mistake will never be disastrous.

Custom Environments
Virtual Desktop Use Case

Secure Training with VDIs
NantHealth uses custom virtual 
workstations powered by Enclave. 
These desktops are used by trainers 
at NantHealth to teach customers 
how to efficiently install, configure, 
and manage a number of their 
proprietary tools.

With faster training prep time, and 
greater educational flexibility, the 
company has been able to open up 
a new revenue stream using Dispel.

“While the inherent security of their 
technologies interested my team, it was 
Dispel‘s ability to deliver the systems I 
needed ahead of schedule and tailored 
to NantHealth‘s particular requirements 
that won me over.”

Deb Cafarella, Senior Director of IT 
at NantHealth

White Glove Service
Call us, and we’ll be there. We 
regularly send staff to provide 
on-site support. 
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Test Beds
Dispel Test Beds let you try out third party products and services that touch your data 
and IT systems, without exposing those assets to the outside world.

Powered by Enclave & Virtual Workstations

The Experience

Your team launches a Test Bed from 
the Dispel Management Console with 
the press of a button. 

Launch

From the Management Console, your 
team enters the contact information 
for the third party personnel who will 
have access to the Test Bed. 

The third party personnel receives 
electronic welcome packets by email 
and download the Dispel App.

Your team calls the third party and 
passes along their access credentials 
to the Test Bed. 

Access

Upload The Third Party logs in and uploads 
their analytics program to the provided 
blank virtual machine.

From the Management Console, your 
team seals off the Third Party’s direct 
access to the Test Bed and opens a 
new access portal visible only to your 
Firm’s team. Your team then uploads 
the Firm’s data on which the proof of 
concept is to be conducted.

All direct access paths into the Test 
Bed are sealed off, and the server 
on which the analytics program has 
been loaded is given knowledge of 
the location of the server hosting 
the data set.

Seal

The program runs.Run

Using a looking glass virtual 
desktop, your team is able to review 
the product’s results, as well as 
logs showing how much manual 
intervention the Third Party had 
in the generation of those results. 
If needed, the Third Party is able 
to prepare a results presentation 
on one of the provided virtual 
desktops.

Review

Destroy From the Management Console, 
your team downloads the log files 
and destroys the Test Bed.
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Contractual Control
All of the servers in the Test Bed reside 
under your firm’s contractual control—
none of your data ever legally leaves 
your firm’s environment.

Transparency
Prevent hand waving by Third Parties 
during the demonstration process. The 
combination of a strictly containerized 
environment and comprehensive 
logging makes every action a third 
party takes inside a Test Bed visible to 
your team.

Security
Every single connected product is 
encrypted, cloaked, and isolated from 
your firm’s internal systems. 

Speed
Launch and setup often takes under 
an hour.

Key Benefits

26

1 Dispel Enclave

1 Data Entry Portal

2 8GB Blanks

1 Log Server

2 High Performance Windows 
Virtual Desktops

What’s under Test Bed’s blanket?
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Thank you

hello@dispel.io   |   dispel.io  

Interested? Contact us.
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