
Virtual 
Desktops

Retributionless research

No wasted licenses 

Unparalleled customization 

Simple, fast, on-demand

Perform traceless research on 
competitors, supply chains, and 
international partners.

Our concurrent-active model 
means you avoid overpaying for 
unused licenses. 

Desktop instances can be 
customized to integrate applica-
tions and internal resources. 

Fresh desktop instances can 
be deployed in over 150 global 
data centers and are available 
either in-browser or via RDP.
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Technical Specifications

Ubuntu 16.04 LTS & Windows 2016 Servers
Virtual Desktops can be deployed with either Linux 
or Windows Operating Systems. Legacy versions 
are also available as required.

North American Based Support
Responsive, knowledgeable support teams avail-
able whenever you need them. Guaranteed same-
day response time for any issue.

Malware Quarantine
VDIs are virtually air-gapped from the user’s local 
host, preventing the lateral spread of malware. Fur-
ther, the desktop is entirely destroyed after use.

Connection Methods 
Linux virtual desktops are accessed via an en-
crypted, single-use session within a user’s browser. 
Windows instances are accessed via a secure RDP 
session deployed with unique user credentials. 
Desktops may be reserved/launched through 
Dispel’s Stockpile User Interface. Multi-factor Authentication 

Virtual Desktop Interfaces can have additional 
authentication protocols embedded as required. 
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Reserving and Launching 
Virtual Desktops

1. Securely Access the Stockpile Interface
The user accesses the stockpile interface via a URL 
concealed by a Dispel Portal Proxy. Portal proxies 
may be restricted to specific IP addresses through 
custom allow-lists.

3. Single-Session, Encrypted URLs
Each VDI has a randomized URL which only accepts  
HTTPS traffic. Each URL is specific to the VDI and 
only one active connection can occur at a time. 
Windows VDIs require an RDP connection rather 
than a  browser-based connection. 

4. Multi-Factor Authentication
If required, Virtual Desktops can have additional 
layers of MFA embedded onto them. 

2. Reserve & Launch a VDI
Once logged in, the user may reserve a virtual 
desktop and launch it directly from the Stockpile 
interface. This Virtual Desktop will be private to 
the user until they either terminate the desktop 
instance or the desktop is naturally terminated after 
an administrator-specified amount of time. 

5. Work
Virtual Desktops work and feel just like the user’s 
traditional desktops and may be customized with 
any customer specific applications. 


