
Enclave
A Dispel Enclave is a secure, private, single-tenant network of virtual servers wherein 
organizations can deploy collaboration tools and custom virtual resources. Enclaves are 
deployable with the push of a button; use strong, independent encryption keys; scale, 
self-heal, and morph; and can be scheduled ahead of demand. Dispel Enclaves serve 
clients ranging in size from fewer than 10 employees to more than 20,000.

On-Demand Collaboration

Secure Unpatched Systems

Simple to Use

Transparent Pricing

Build fresh, off-channel collabo-
ration networks for your teams 
and partners within 30 minutes. 

Wrap vulnerable servers, IoT 
ecosystems, and data reposito-
ries within dynamic networks. 

Resources are seamlessly 
integrated and experientially 
comfortable to end users. 

Enclaves are cloud agnostic and 
have component level pricing to 
ease strategic planning. 

Why are Enclaves important?

1. Enclaves protect critical 
datasets, teams, and equipment 
from electronic observation and 
targeted cyber attacks; 

4. Enclaves automatically scale 
and self-heal; and,2. Enclaves mitigate insider 

threats and targeted phishing/
ransomware; 

5. Enclaves provide a secure 
layer over legacy systems.

3. Enclaves enhance collabora-
tive efficiencies while improving 
data security;
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Collaboration Tools 
Dispel Enclave

Desktops

Files

Video
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Collaboration Tools 
Dispel Enclave

Messaging

Telephony
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Technical Specifications

Connection Methods

Cascade Ciphering

Ubuntu 16.04 LTS & Windows 2016 Servers

Customizable Layout

Access Control 

All transmissions are covered by two layers of AES-
256 encryption. Initial key exchange is conducted 
with 2048 or 4096-bit RSA. As a result, traffic within 
a Enclave is end-to-end encrypted.

Legacy Compatibility
Enclaves are designed to complement existing 
security protocols without interfering with 
established systems or IoT devices. 

Data Leaks
Enclaves are immune to IPv4, IPv6, WebRTC, and 
DNS leaks.

Each Enclave includes (1) Moving Target  
Layer, all collaboration resources, and 
the ability to integrate local resources. 
Additional resources may be deployed by 
the Administrator at any time. 

External Malware Quarantine
Since Deployed components are naturally 
segmented to an Enclave, there is no potential 
for horizontal attacks reaching back into an 
organization’s networks. 

Enclave components  can be deployed with either 
Linux or Windows servers. Legacy versions are also 
available as required.

Multi-Factor Authentication 
End users cannot view/log into internal resources 
until they’ve established a secure connection to
an Enclave or connected to a Virtual Desktop.

The composition of components within a Test Bed 
may be altered by the Administrator. 

Administrators determine which Enclave(s) a user 
has access to; the internal resources that user may 
use; and for how long an Enclave remain accessible. 
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Dispel Application Dispel Wicket
The Dispel Application is cross platform compatible (Windows, 
Linux, macOS, Android, iOS1) and enables end-to-end encrypted 
connections to Test Beds. Custom white-labeling is available.

A simple hardware device designed to connect any Internet 
enabled device (or group of devices) to a specific Enclave 
or network. Wicket software may also be embedded onto 
hardware devices as required. 

Software Hardware

1. iOS is presently supported only for Enterprise devices.

2. Larger form factors exist capable of routing hundreds of concurrent devices to 
independent Enclaves over cryptographically unique tunnels.


