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MET/TEAM 3.2.0 HOT FIX README

This document includes information related to MET/TEAM 3.2.0 Hot Fix.

This Hot Fix resolves some vulnerabilities in MET/TEAM and MET/TEAM Customer Portal. See the table below for a
complete list.

This Hot Fix applies only to MET/TEAM version 3.2.0 build 42. Do not attempt to apply this Hot Fix to any other
version of MET/TEAM!

APPLYING HOT FIX TO MET/TEAM AND MET/TEAM CUSTOMER PORTAL

Follow the procedure below to apply this Hot Fix to MET/TEAM and MET/TEAM Customer Portal. You will need to
have Administrator permissions on the machine.

1. Download and extract the contents of the Hot Fix ZIP archive to a temporary folder on the server where
MET/TEAM is deployed.
2. Open the Internet Information Services (IIS) Manager
a. Inthe Connections pane on the left, expand the Sites node and select the METTEAM website
node.
b. Inthe Actions pane on the right, click the Stop link in the Manage Website section.
If MET/TEAM Customer Portal is deployed on this server, repeat steps 2a-b for the METTEAM
Customer Portal website.
In the Connections pane on the left, select the Application Pools node.
In the center pane, select the METTEAM item
In the Actions pane on the right, click the Stop link in the Application Pool Tasks section.
If MET/TEAM Customer Portal is deployed on this server, repeat steps 2e-f for the METTEAM
Customer Portal application pool.
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3. Open File Explorer
a. Copy the MetTeam.dll file that was extracted from the archive for this Hot Fix from the
temporary folder to the MET/TEAM website’s \bin folder (typically
C:\inetpub\wwwroot\METTEAM\bin), replacing the existing file.
b. If MET/TEAM Customer Portal is deployed on this server, repeat step 3a for MET/TEAM
Customer Portal (typically C:\inetpub\wwwroot\CustomerPortal\bin).
4. UsinglIS
a. Inthe Connections pane on the left, select the Application Pools node.
b. Inthe center pane, select the METTEAM item
c. Inthe Actions pane on the right, click the Start link in the Application Pool Tasks section.
d. If MET/TEAM Customer Portal is deployed on this server, repeat steps 4b-c for the METTEAM
Customer Portal application pool.
In the Connections pane on the left, select the METTEAM website node.
f. Inthe Actions pane on the right, click the Start link in the Manage Website section.
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If MET/TEAM Customer Portal is deployed on this server, repeat steps 4e-f for the METTEAM
Customer Portal website.

In the Connections pane on the left, select the METTEAM website node.

In the Actions pane on the right, click the link in the Browse Website section to open MET/TEAM

in a browser window

Log in to MET/TEAM

Select the Help > About menu and verify the version in the lower left corner of the About
MET/TEAM dialog indicates version 3.2.0.44

You may now resume using MET/TEAM and MET/TEAM Customer Portal.

MET/TEAM 3.2.0 HOT FIX CHANGES

Key Issue Type Description
Prevent SQL Injection via tableld in GetTableColumns() in the DataCheck
MTM-8828 FIXED
controller
MTM-8838 FIXED Prevent attackers from downloading files they are not supposed to access
Prevent SQL Injection via the parameters in ListData() on the Validation
MTM-8848 FIXED
controller
MTM-8858 FIXED Prevent SQL Injection via the parameters ListData on the Facility Controller




