
 

The Hungarian DPA Issues Data Protection Impact Assessment Blacklist 

The Hungarian Data Protection Authority ("Hungarian DPA") has issued its list under the Article 35 (4) 

GDPR of data processing activities requiring a data protection impact assessment ("DPIA") (the blacklist). 

Data controllers must conduct a DPIA when the processing is “likely to result in a high risk to the rights and 

freedoms of natural persons”. The Hungarian DPA requires a data controller that had conducted a DPIA to 

conduct a consultation procedure if the residual level of risk remains "high". Unfortunately, the term "high 

risk" still remains undefined and the interpretation of the blacklist transforms the DPIA risk management 

process into a subjective "gut feeling" of the data controller. Also, the blacklist does not state the date on 

which it was issued, which may cause versioning issues as it is updated. 

The blacklist follows the foundations in the Article 29 Working Party's guidelines and the European Data 

Protection Board (EDPB). The EDPB reviewed the Hungarian DPA's list for consistency in approach among 

national data protection authorities on this issue. 

The blacklist requires a DPIA for the following data processing activities which: 

• Processing of biometric data for systematic monitoring – notably, the Hungarian DPA did not state 

that a DPIA is required if biometric data is used for the purpose of uniquely identifying a natural 

person;  

• Processing the biometric data of vulnerable data subjects, such as children, employees, elderly 

and mentally ill persons - the comment immediately above also applies to this item;  

• Processing of a natural person’s genetic data resulting in the combination of this data with other 

sensitive data or other data of a highly personal nature; 

• Processing of a natural person’s genetic data for the purpose of evaluation or scoring; 

• Scoring activities - when the purpose of the data processing is to assess certain characteristics of the 

data subject and its results affect the establishment or the quality of the service provided or to be 

provided to the relevant data subject; 

• Credit scoring - when the purpose of the data processing is to assess one's financial and economic 

situation for purposes of awarding a loan or financial credit; 

• Debt solvency scoring - when the purpose of the data processing is to assess the ability of the data 

subject to satisfy a loan or a debt; 

• Further use of data collected from third parties - when the purpose of the data processing is to 

decide based on personal data collected from a third party either to provide or to refuse the provision 

of services to a data subject; 

• The use of pupils’ and students’ personal data for evaluation purposes - when the purpose of data 

processing is to record or evaluate preparedness, performance, fitness or mental state of pupils or 

students and the data processing is not based on a legal provision, irrespective of whether it is in the 

context of primary, secondary or higher education; 

• Profiling – large scale and systematic evaluation of personal data through profiling, including a 

natural person's work, economic situation, health, personal preferences, interests, reliability, behavior, 

location or movement; 
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• Fraud prevention – the purpose of data processing is the use of a one of the following databases for 

customer screening purposes: credit reference; anti-money laundering; and anti-terrorist financing;  

• Smart meters - when the purpose of the data processing is to apply "smart meters" installed by utility 

providers to monitor consumer habits; 

• Automated individual decision-making - decision based solely on automated processing, which 

produces legal effects to the data subject or otherwise significantly affects the data subject and 

therefore may cause exclusion or discrimination to the data subject; 

• Systematic monitoring – large scale and systematic monitoring of data subjects especially in a public 

space or in a space accessible to the public, via camera systems, drones or using new technologies 

(such as Wi-Fi tracking, Bluetooth tracking or use of bodycams); 

• Geolocation data - when the processing of geolocation data also include the systematic monitoring or 

the profiling of the data subject; e.g. in a mobile application that tracks physical beacons based on 

location to incentivize consumer purchases or special offers;  

• Monitoring of employees at work - when the processing of employee’s personal data includes the 

systematic monitoring of employees or evaluation of employee work related performance; e.g. camera 

surveillance for the purpose of preventing theft or fraud, GPS tracking, etc.; 

• Processing special categories of data on a large scale - the Hungarian DPA applies the exemption 

in Recital (91) GDPR such that the personal data processing is not considered to be on a large scale if 

it concerns the personal data of patients or clients of an individual physician, other health care 

professional or a lawyer; 

• Large scale processing of personal data for law enforcement purposes; 

• Large-scale processing of personal data concerning vulnerable people, particularly children, 

employees, the elderly and mentally ill persons, for a purpose(s) other than those for which the data 

was originally collected; 

• Processing of children’s data for profiling, automated individual decision-making or marketing 

purposes or in connection with information society services offered directly to a child; 

• Use of new technological solutions - this triggers the requirement for a DPIA when combined with 

another data processing risk factor, e.g. when the data processing includes family, economic, or 

financial status or health related profiling through smart devices or IoT devices over the Internet; 

• Data processing concerning health data - despite the exemption made for large scale processing of 

special categories of personal data for gyms, sport centers, natural healers and health care facilities, 

they nevertheless must conduct a DPIA if they process health data; 

• An application, system, device, or platform also processing special categories of personal data 

and used collectively by several data controllers or by a whole industry; 

• The purpose of data processing is to pool, match or compare data from different sources - this is 

interesting because, before the GDPR, Hungarian data protection law explicitly prohibited the use of 
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shared or combined databases in the light of the Hungarian Constitutional Court's historic ruling 

(15/1991. (IV. 13.) AB decision); 

The complete list is available in Hungarian at: http://naih.hu/files/GDPR_35_4_lista_HU.pdf 

The Hungarian DPA did not provide any guidance regarding either the interpretation of risk levels or the 

methodology that may be used to conduct a DPIA. However, the Hungarian DPA shared the Hungarian 

translation of the French data protection authority's ("CNIL") DPIA software to assist data controllers. The 

DPIA software's use is free, although it might not be suitable for each data controllers’ need regarding privacy 

risk management. The Hungarian DPA also stated that conducting a DPIA is not a one time exercise, but a 

continuous effort that businesses must pursue. 

http://www.ceecprivacy.org/htm/91-15.htm
http://naih.hu/files/GDPR_35_4_lista_HU.pdf

