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Practical Guide by the
Spanish Data Protection
Agency on the use of
Cookies
The Spanish Data Protection Agency
(hereinafter AGPD), in collaboration with
industry-related representatives released last
April 29th, 2013, a Practical Guide on the use of
cookies, in order to achieve greater legal
certainty within the duty to inform the user and
obtaining consent from the service providers.

The guide focuses on the scope of Section 22.2
of Act 34/2002 dated July 11th, on information
society and e-commerce services. Such Section
refers to the refers to the use of cookies

1
or

similar technologies (LSO or Flash cookies, etc.)
which are intended to store and retrieving data
from a computer (PC, tablet, mobile phone, etc.)
whether of a natural or corporate person that

1 Exceptions: Input cookies (track user actions to fill online
forms) authentication or identification cookies, security
cookies (used to detect repeated and failed attempts to
connect to a website), session cookies multimedia player
session cookies for load balancing, cookies customization
user interface, cookies extensions (plug-in) to share social
content.

uses a service part of the information society and
poses a number of issues and obligations that
are detailed hereinbelow.

I) Duty of Information

The Section 22.2 of the Spanish Act on
Information Society Services (hereinafter LSSI)
states that users must be provided with clear
and complete information on the use of storage
devices and data recovery that may allow the
user to understand the purpose for which they
were installed and the uses that will be given to
such devise; and more specifically, the user
must be duly informed about the data processing
pursuant to the Law on Personal Data Protection.
This involves accordingly the necessary
information to revoke the consent and deleting
cookies permanently in a user-accessible way.

In order to ensure adequate information, two
requirements are established by the Judgment
15/2011 of the article 29 Working Group:

 The quality of the information provided
(appropriate language according to each
recipient)

 Accessibility and visibility of the
information (link format different from the
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texts of the web, positioning, and text
descriptive name).

In order to provide this information, the guide
points out different systems, the most common
being:

A. The provision of information through a
visible header bar or footer.

B. Upon request of registration of a service
or a download of an application, this
information may be supplied together
with the privacy policy or terms and
conditions of use. It is important to note
that users already registered on a
website, must be informed about the
changes made regarding the treatment
of cookies and its tacit acceptance in the
event that they continue using the
service.

C. Information by layers: the system shows
in the first layer essential information on
cookies at the time of accessing the web
and a second layer, which would include
more detailed information.

D. Through browser settings.

E. During the process of configuring the
operation of the website or application.

II) Obtaining consent

A. Obtaining Consent

This consent may be obtained by different
specific formulas or by some behavior /
positive action by the user, when this has all
the information, but in this case, it is more
difficult. It is therefore necessary that the
consent has been accordingly informed. In
any case the mere user inactivity does not
imply consent provision by itself.

B. Who provides consent?

The consent must be given by the recipient
of the service, which is the natural or
corporate person who uses, whether or not,
for professional reasons, a service of the

Information Society.

C. Methods for obtaining consent.

The conditions shall depend on the type of
cookies to be installed, its purpose and the
ownership whether if these belong to the
interested party or they belong to third
parties. It it´s also necessary to state if the
consent lends only to the website of the
same publisher or others related with the
editor.

D. When is it possible for the cookies to be
installed?

The installation of the cookies must be at the
same moment when the user has received
all the information about cookies as well as
the method to obtain consent using the
procedures shown, so the user may decide
whether to allow the deployment of these
devices or not.

E. Obtaining the consent when a publisher
provides services through different websites

An editor that provides services in different
websites, may inform and obtaining consent
for the installation of cookies from just one
single website which may send such
information to the rest of the websites,
providing always that such websites share
the ownership and offer similar content.

F. Changes in the use of cookies.

If consent has been duly achieved from a
user, it is not necessary to get it again each
time the user visits the page. However, it
must be obtained again if the purpose of
using cookies changes once the consent
has been obtained.

G. Possibility to deny access to the service in
the event of rejection of cookies.

It is possible to deny the access to the
service, providing always that such refusal
does not prevent the exercise of a legal right
to the user for accessing this website or in
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such cases when the website is the only
mean to execute a certain right (e.g.
deregistration from a telephone service).

Ignacio Triguero

The end of immunity registry:
the ECJ Court states that the
owner of a Trade Mark may
prevent the use of a later
registered Trade Mark
without waiting for the
invalidity of the latter Trade
Mark

The Court of Justice of the European Union
has issued a significant Judgment on a
preliminary ruling raised by the Spanish
Community Trade Mark (CTM) Court.

This matter was raised as a result of a lawsuit
filed by the proprietor of a CTM vs the holder
of another CTM. The defendant argued that,
as holder of a trademark, he is entitled to use
such CTM until the respective Court declares
its nullity.

The Spanish CTM Court then turned to the
Court of Justice of the European Union
(hereinafter referred to as the “ECJ”) raising
the question on whether the exclusive right
granted by the registration of a trade mark
may be asserted against a third party that
holds a subsequently registered CTM.

So far there are two different interpretations
about such matter. One states that a
Community trade mark shall not empower the
proprietor of such CTM to prohibit the holder
of another subsequent CTM to use its
trademark until this is declared invalid. The
other position is that the exclusive right can be
enforced against anyone, whether these are
holders of a CTM or not.

The Court's argument is based on the
following reasons:

 On the one hand, Article 9 of the CTM
Regulation does not distinguish whether
the third party is a holder of a trade mark
registration or not.

 Pursuant to Article 54 of the mentioned
Regulation, the revocation action
against subsequent holders can be
exercised as a nullity action or as a
violation action.

 Neither Article 12 of Regulation nor
further Articles therein expressly limits
the exclusive right of the proprietor of a
trade mark in favor of the third party
holder of a subsequent trade mark.

Based on the foregoing, the judgment
concludes that the Regulation provides that
the holder of a trade mark may be entitled to
prohibit the holder of a later Community trade
mark to make use of it.

The judgment also uses other arguments
supporting this thesis:

 Firstly, the principle of priority, thus, the
holder of an earlier CTM takes
precedence over the holder of a
subsequent trade mark.

 On the other hand, the registration
procedure does not prevent the
registration of a sign that may infringe
an earlier CTM.

 The doctrine established for Community
Design considers the possibility that the
holder of an earlier Community Design
may bring an action for infringement
against a subsequent Community
Design.

 Finally, the essential function of a
trademark is to guarantee to consumers
the origin of the product.

Therefore, the judgment, issued on February
21st, 2013, stated that the proprietor of a
Community trade mark may prohibit the use to
a holder of a later Community trade mark,
without the need for a declaration of invalidity
of the mark.
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The aforementioned decision has important
practical effects. The most direct effect is that
actions for damages may extend to the time of
the infringement and not from the time of the
declaration of nullity of the infringing trade
mark. Furthermore, this could end up with the
current interpretation of the criminal courts
which decide to close the criminal
proceedings when the infringer holds a
registry, and this is a quite a relevant effect
that this decision may involve.

Obviously, given that the decision deals with
CTM, its effects would just extend only to such
CTM, however, given that the fundamentals of
our Trademark Act are very similar to those of
the Regulation, a broad interpretation of actions
related to national and international trade marks
should not be considered as inconvenience by
Courts.

Fernando González

Spanish Urban Tenancy Act
Recasting
On June 4th, 2013, the Spanish Authorities
adopted a recasting on the Urban Tenancy Act
(Ley de Arrenamientos Urbanos 29/1994). The
new regulation recasting was published in the
Spanish Official Bulletin on June 5th, and it is in
force since the day after.

Main changes are summarized hereinbelow.

Duration of the contract: The contracting parties
are free to agree the duration of the contract.
However, pursuant the former regulation, if the
contract duration was less than five years, the
lease was automatically carried over for
successive annual terms until the expiration of a
five year period. The new regulation changes
this term from five to three years. In any case the
tenant is entitled to put an end to the contract
before the three-year-period by giving notice of
his intention with at least thirty days prior to the
termination of the contract or the termination of
any of the renewals thereof.

This three-year compulsory lease carry over
shall not be valid if the landlord, after the first
year of leasing, informs to the tenant that he
needs to recover the dwelling for his personal
residence or his relatives’. The former regulation
obliged to state expressly in the contract such
provision.

Extension: Once the established duration of the
contract, and at least a three-year period, has
been completed, if none of the parties serves
notice of his will to terminate the contract thirty
days before the conclusion date, then, the
contract shall be renewed for one more year.
The former regulation stated a maximum
extension period of three years.

Discontinuing: Tenant has the right to
discontinue the agreement, once a minimum
period of six months has been completed, giving
notice of his intention at least thirty days in
advance.

Registration in the Land Registry: If contracts are
not registered the Land Registry they will not
have effect before third parties which may have
registered their rights in the Land Registry.

Sale of the property: In the event that a third
party purchases a leased property being
unaware about such lease condition, then, this
party shall just be obliged to comply with the
lease agreement if this has been registered in
the Land Registry. If the contract has not been
registered, the purchaser could apply for the
termination of the contract. In such case, tenant
shall be entitled to stay in the dwelling three
more months paying the rent to the new landlord
and to ask the vendor for damages.

Rental fee: Parties can agree that rental fee
could be replaced during a certain period for the
commitment by the tenant to make improvement
works on the dwelling. In this event, tenant will
not be able to ask for compensation for the
improvements at the end of the contract. If
tenant does not fulfil his commitment, landlord
could ask for the termination of the contract.

Jesús Carrasco
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Declaration of bankruptcy
proceedings as a result of
avoidance of works contract

The Supreme Court of Spain has recognized it
its Judgment dated September 5th, 2012, the
lack of consent in a work contract on which one
of the parties applied for the bankruptcy
proceedings 10 days after such contract was
entered by both parties.

The parties entered into a contract for execution
of work by virtue of which the company that few
days later applied for the insolvency proceedings,
was committed to carry out the works of a
building under construction.

Once the bankruptcy proceeding was started,
each party issued a claim within the insolvency
proceeding.

The insolvent company applied for the
termination of the contract and claimed damages
because once the other party knew about the
application of bankruptcy proceedings, such
party informed the decision to terminate the
contract and prevented the insolvent company to
fulfill the terms of the contract by preventing its
workers to entering the working site.

That party argues the breach of Section 61.3 of
the Bankruptcy Act which prevents the
termination of the contract by mere insolvency
by the other party.

Against this reasoning, the other party in turn,
submitted a separate incident requesting the
annulment of the contract due to lack of consent
given that if this party had known the insolvency
situation by the other party, then, they would
never have hired them.

Alternatively it requested termination of the
contract and in both cases the damages that
were calculated taking into account the time
elapsed between the date on which the bankrupt
should have started the work and the date on
which they hired another company to run work,
and the fee of € 900 per day for compensation
as damages.

Both the First Instance Court and the Regional
Court, admitted the claim for the insolvent and
dismissed the one filed by the party seeking the
annulment of the contract for lack of consent,
agreeing in both instances to terminate the
contract and upholding in full the request for
compensation of damages at first instance, that
was moderately reduced on appeal.

Against that decision, the other party appealed
to the Supreme Court based on Sections 1269,
1270, 1300, 1124 and 1101 of the Civil Code,
and the case law that applies in those cases.

It is argued that a building company that is
immerse in financial difficulties does not have
enough warranties to fulfill the conditions agreed
in the contract and the fact that the Judgment
appealed includes the statement that having
known that the company would applied for the
insolvency after 10 days, probes the error made
and the purpose and machination of the
constructor as he did not provided such
information.

It also considers that there is fraud and bad faith
in the negotiation of the contract which implies a
lack of consent with sufficient authority to make
the contract null pursuant to the aforementioned
Sections.

After considering that Section 1270 of the Civil
Code which requires that the fraud on the
contract must be severe, as it shall be
determining when entering the agreement, in
order for the contract to be declared null, the
Supreme Court states that this is a matter of
both fact and law.

The Chamber estimated the claim partially,
considering that there are evidences that if the
appellant had known of the economic situation in
which the defendant was immerse in, they would
not have contracted him for the execution of the
building works.

It was also established that the constructor did
not send workers to the building site where he
had to perform the work until 2 days after he
should have started the work and only sent a
couple who simply carried out cleaning, and
completely abandoned few days later.
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While the Regional Court found that there was
not bad faith on the constructor who did not
inform the other party of its intention to apply for
the bankruptcy proceedings, the Supreme Court
states that what he actually hid was his financial
difficulties that made impossible for him to
comply with the provisions on the terms agreed.

Consequently the Supreme Court considers
relevant the facts for the purposes of Sections
1269 and 1300 of the Civil Code and considers
the first ground of appeal and thus the claim
deducted on annulment of the contract.

However, in regards to the claim for damages, it
states that it is unnecessary because the claim is
based on a clause in the contract that has been
canceled and there is no evidence that the delay
in the beginning of the construction is not also
attributable to negligence of the appellant itself.

Finally and with respect to the cancellation of the
contract, it would not result in a violation of
Section 61.3 of the Bankruptcy Act, as no
agreement is terminated for being the other party
in insolvency but the contract is cancelled by a
lack of consent, as the economic difficulties that
makes impossible for one party to perform the
contract, had been hidden.

Silvia Ara

Surveillance video-cameras
at work
Pursuant to the Judgement dated February 11th,
2013, The Constitutional Court granted the
protection requested by a university professor
which was sanctioned because of his failure to
comply with his working hours, using as
evidence recordings from surveillance video-
cameras, without being informed that those
recordings had the purpose of monitoring his
compliance of his working hours. Accordingly the
Court annulled the disciplinary sanction and the
contested judgments.

The judgment essentially analyzes the
requirements that would have been necessary to
make valid the control of the compliance of his

employment contract by the professor by means
of recording obtained by surveillance video-
cameras. Thus, by complying with such
requirements, it would have not been a violation
of the fundamental right set out in Section 18.4
of the Spanish Constitution, this is, the right to
the protection of personal data.

Firstly, the Court examines whether the
recordings made by the surveillance video-
cameras must be considered as a personal data
protected by the mentioned Section 18.4. In this
sense, the Court states that recorded images of
persons are considered as personal data
covered by Section 18.4, given that the right to
the protection of personal data includes all
information that identifies or may identify a
person, thus stating, that the recording of a
person shall be considered a personal data
processing.

The Tribunal then analyzes the fact that
recordings of the image (which is a personal
data) of the professor were obtained through
surveillance cameras placed in the University
building where he worked at, which, as alleged
by the University, were installed as a safety
measure for monitoring such an open and public
place. Notwithstanding the foregoing, in this
case images were used by the University to
check if the professor complied with his working
hours.

In this case, the University as data controller of
the personal data of the professor, and more
specifically of the recordings of his image
accessing the College, should have complied
with the duty of informing him previously and in a
specific, precise, clear and unequivocal way
about the purpose of the collection of his image,
which was monitoring his compliance of his
working hours, all in accordance with Section
5.1.a) of the Organic Law Spanish Data 15/1999
on Data Protection. In that sense the information
should have specify when recordings could be
examined, for how long and for what purposes,
detailing that they could be used to monitor the
fulfillment of his labor obligations, and in case of
a breach of his employment contract, to impose
sanctions.

Therefore, the Court states that the omission of
the aforementioned information infringes the



- 7 -
39 Offices in 19 Countries squiresanders.com

right to the protection of personal data stated in
Section 18.4 of the Spanish Constitution, thus,
the Court declared null the sanctions imposed on
the professor on the basis only of the recordings,
given that the aforementioned proof infringes, as
we have said, the fundamental right to the
protection of his personal data, which according
to the Court pursues to ensure each person to
know at all times who has his/her personal data
and the purpose of the processing of those.

Ignacio Gurpegui

Swap contracts and the
vitiated of the contractual
consent

The object of analysis in this article is Decision
ruled by the Supreme Court, first Civil Division,
dated November 21st, 2012, that overturns the
appeal lodged by the Spanish Bank of Credit
(Banco Español de Credito S.A.) against a
decision dated January 27th, 2010 issued by the
Appeal Court of Oviedo which declared the
annulment of two swap contracts signed with the
plaintiffs based on the existence of vitiated
consent, ordering the restitution of what had
been perceived under the same.

The basis of the Appeal Court ruling lays in the
insufficient information that was provided by the
Bank regarding the economic consequences of
the contract signed, meaning that it had
determined an error in the Contracting Parties
that had vitiated their consent.

More specifically, this error referred to the
change of circumstances occurred in the year
2006, in which there was an extraordinary rise in
the interest rates which resulted in negative
findings out of proportion and considers that
such information might have changed the clients’
will.

While the Appeal Court recognized that there
was information, it further considers that it was
insufficient, specifying which information would
have been considered relevant, that is "a
reasoned and reasonable prediction of the future

behavior of the interests’ rates ".
Against such judgment it was filed an appeal by
the Bank, which was resolved by the Judgment
of the Supreme Court object of this article. The
bank´s appeal grounded in two fundamental
reasons, an incorrect matching between lack of
information in the contract and the error in
consent, and violation of Sections 1255 and
1256 of the Civil Code by giving a crippling effect
to an error which does not fulfill the legal
requirements.

As for the first reason, the Supreme Court
agrees with the reproach made given that,
although in many cases a lack of information
directly implies an error, such equality in
absolute terms would not be correct. Noting that,
in this case, the Appeal Court had not stated
specifically how the anomalous will of the
claimant had developed at the time of the
agreement.

Moreover, the Supreme Court argues that what
was intended by the applicant was a cancellation
of the contract due to a lack of consent, and not
the annulment for breach of peremptory rules
concerning information, which would lead to a
review of the legal assessment of the fact.

As for the second reason, it is also agreed by the
Supreme Court that considers that the Appeal
Court had not taken into account that an error is
only considered essential in the development of
the contractual will, if had occurred at the time of
the completion of the contract, and not, as
occurred in this case, on the variation of events
after the signing of consent.

In addition, the Supreme Court analyses the
legal requirements to estimate that there is a
lack of consent, reaching the conclusion that it
was not an essential and inexcusable error.

Thus, the High Court consider that, in this case,
the Contracting Parties have had perfect
knowledge of the speculative nature of the
contracts signed, and that had not proven the
omissible fraud with regard to the existence of an
error by lack of information.

In addition, the Supreme Court considers that
the Appeal Court did not argue sufficiently the
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importance of the information that has been
missed at a speculative contract, in which
uncertainty is compensated in the hope of profit.

According to the above, it is considered by the
Court that the error could not be considered as
basis for declaring null and void contracts, and
upholds the Appeal lodged by the Bank, that
experiences how the judgment of the Appeal
Court is overturned.

Paula Casado
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