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The dispute over the disposition of customer records held by the "Clear" airport 
traveler program casts a spotlight once again on the handling of consumer 
personal data when a business falls on hard times. In such circumstances, the 
desire of the debtor to preserve or maximize the value of its business assets can 
conflict with legitimate privacy interests of individuals who were customers of 
the business. In handling these cases, lawyers should be alert to privacy issues, 
and bankruptcy trustees should remember the possible need to retain a 
consumer privacy ombudsman to help navigate potentially tricky privacy issues.

The Clear program was operated by Verified Identity Pass (VIP) as part of the 
Transportation Security Administration's (TSA's) "Registered Traveler" program. 
VIP announced in June that it was ceasing operations. Left unclear was the fate 
of the detailed records of more than 260,000 individuals in its possession, 
including names, addresses, biometrics and other sensitive personal data. While 
as of this writing VIP has not filed for bankruptcy protection, class action 
litigation in the U.S. District Court for the Southern District of New York has 
already resulted in a preliminary injunction against the sale of consumer data 
and an order requiring the company to preserve the data. Perkins v. Verified 
Identity Pass, Inc., Case No. 09-CV-5951 (RJH) (S.D.N.Y. Aug. 18, 2009). Even 
Congress has held hearings on the status of the matter. 

The matter would be handled differently in bankruptcy law. The 2005 
amendments to the Bankruptcy Code added new sections 363(b)(1) and 332 to 
the Code. These provisions apply:

 
If the debtor in connection with offering a product or a service discloses to 
an individual a policy prohibiting the transfer of personally identifiable 
information about individuals to persons that are not affiliated with the 
debtor and if such policy is in effect on the date of the commencement of 
the case.

11 U.S.C. § 363(b)(1). In such a situation, the trustee "may not sell or lease 
personally identifiable information to any person unless: 

Such sale or such lease is consistent with such policy; or 

After appointment of a consumer privacy ombudsman in accordance with 
section 332, and after notice and a hearing, the court approves such sale 
or such lease: 

Giving due consideration to the facts, circumstances, and conditions of 
such sale or such lease; and

Finding that no showing was made that such sale or such lease would 
violate applicable nonbankruptcy law. 

 
Id. 

Thus, bankruptcy law now calls for the appointment of a consumer privacy 
ombudsman when certain conditions are satisfied. First, the debtor's estate must 
contain "personally identifiable information" (PII). Section 101(41A) of the Code 
defines PII. The lengthy definition includes items such as name, address and 
contact information such as physical or email addresses and telephone numbers. 
It also includes Social Security numbers and credit card account numbers, 
reflecting Congress's increasing awareness of the dangers of financial identity 
theft. 

Second, to be PII the data must consist of information "provided by an individual 
to the debtor in connection with obtaining a product or a service from the debtor 
primarily for personal, family, or household purposes." In other words, PII is 
information provided by an individual to the now-bankrupt business; it does not 
include information derived from consumer reports or other third party sources. 

Third, the debtor must have had in place, and in effect at the commencement of 
the case, a privacy policy that assured individuals that their PII would not be 
transferred to an unrelated third party. Such assurances were common in the 
early days of the consumer Internet, but continue to be made today by 
businesses that decide such assurances promote trust in their operations.

Indeed, it was precisely such an early case that gave rise to the 2005 
amendments. In 2000, a bankrupt online toy retailer named Toysmart placed an 
advertisement in The Wall Street Journal to sell its customer list, arguably its 
largest asset at the time. However, the proposed sale would have violated the 
terms of the online privacy policy under which Toysmart had collected the 
consumer information, which had promised consumers that their personal data 
would "never" be sold. 
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The Federal Trade Commission (FTC) brought suit to block the sale. The FTC 
proposed a settlement that would have allowed the sale to proceed to a buyer 
that satisfied certain criteria. The FTC's proposed solution was opposed by 
nearly all of the state attorneys general who believed that any sale would violate 
state consumer protection laws. Ultimately, the list was not sold. Instead, 
Toysmart's majority stockholder paid $50,000 to have the customer list 
destroyed. 

Close on the heels of Toysmart came a similar issue in the Living.com, Inc. 
bankruptcy. In reaction to these cases, in 2001 Congress added the consumer 
ombudsman provisions to the pending bankruptcy bill that eventually became 
law in 2005, and which are now found in § 332 of the Code. 

Section 332 sets out the duties of the ombudsman. The statute directs that, in 
cases where a hearing is required under § 363 (b)(1)(B), the United States 
trustee shall appoint, not later than five days before the commencement of the 
hearing, a "disinterested person (other than the United States trustee) to serve 
as the consumer privacy ombudsman in the case and shall require that notice of 
such hearing be timely given to such ombudsman." The ombudsman may 
appear at the hearing and provide information to assist the court in its 
consideration of the facts, circumstances and conditions of the proposed sale of 
consumers' personally identifiable information. 

Section 332 directs the ombudsman to take into account: 

The debtor's privacy policy; 

The potential losses or gains of privacy to consumers if such sale or such 
lease is approved by the court; 

The potential costs or benefits to consumers if such sale or such lease is 
approved by the court; and

The potential alternatives that would mitigate potential privacy losses or 
potential costs to consumers. 

A consumer privacy ombudsman is not permitted to disclose any personally  
identifiable information obtained by the ombudsman. 

Since enactment of the 2005 amendments, a consumer privacy ombudsman has 
been appointed in many cases, including bankruptcy proceedings involving 
General Motors, Circuit City, Refco, Sharper Image, Tweeter Home 
Entertainment and others. In these cases, the ombudsmen have seen their role 
as advising the court on an acceptable disposition of the debtor's customer list. 
Typically, the ombudsman reviews the applicable privacy policy, considers what 
personally identifiable information is possessed by the debtor, evaluates the 
possible effects of a proposed sale on privacy expectations, and may suggest 
factors which could influence whether the court may allow a transfer of at least 
some of the personally identifying information. 

Thus, for example, an ombudsman may recommend that a sale of the customer 
information be transferred to another company in the same line of business so 
long as the buyer pledges to adhere to the debtor's privacy policy. In some 
situations, the ombudsman may suggest that the court require allowing persons 
on the list to choose whether to allow their information to be transferred. 

The conflict between the pecuniary interest of a financially struggling company 
and the privacy interests of its customers can give rise to unpleasant 
complications. Sound privacy advice is useful even before a bankruptcy filing. 
Once a bankruptcy filing occurs, however, a trustee should always remember to 
consider whether appointment of a statutory consumer privacy ombudsman is 
appropriate. 

William Baker authored this article and can be reached at 202.719.7255 or 
wbaker@wileyrein.com. He participated in the Toysmart case and is available to 
serve as a consumer privacy ombudsman.

Table of Contents | Next Article 

ALUMNI |  RSS FEEDS |  CONTACT US |  SITE MAP |  DISCLAIMER |  PRIVACY STATEMENT |  MANAGE SUBSCRIPTIONS |  © 2009 WILEY REIN LLP 

 

 

Page 2 of 2Don't Forget the Consumer Privacy Ombudsman in Bankruptcy Proceedings - Wiley ...

23/11/2009http://www.wileyrein.com/publications.cfm?sp=articles&newsletter=9&id=5711

mailto:wbaker@wileyrein.com.
http://www.wileyrein.com/publications.cfm?sp=articles&newsletter=9&id=5711

