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Failure to diagnose and delayed diagnosis - when is it 
negligent?
There have been a number of recent cases against hospitals and medical practitioners relating to alleged 
failures to diagnose and delayed diagnosis.  Below, we discuss three recent cases from New South Wales 
and Western Australia.

Misdiagnosis of melanoma 

Malcolm Coote died on 23 May 2012 from a metastatic 
melanoma.  The melanoma was diagnosed on 16 March 2011 
following a biopsy.  Mr Coote first consulted Dr Kelly about 
pain and discomfort in his foot on 3 September 2009.  Dr Kelly 
diagnosed a plantar wart which he treated with cryotherapy.   
Mr Coote went back to see Dr Kelly in 2009 and 2010.

Prior to his death, Mr Coote commenced proceedings against 
Dr Kelly1 for failing to diagnose the melanoma at an earlier time.  
Dr Kelly argued that at all times he had seen Mr Coote, he had 
followed normal diagnosis procedure and believed the lesion to 
be a wart due to its non-pigmented appearance.

The Court held that that Dr Kelly did not breach his duty of  
care in his diagnosis of a plantar wart instead of melanoma, 
because he acted in a manner that was widely accepted by  
peer professional opinion as competent professional practice.  

The Court gave greater weight to Dr Kelly’s evidence, which was 
supported by contemporaneous notes, devoting a section of the 
judgment to the discussion of the fallibility of memory and the 
Court’s preference for more reliable material.  

The Court found that even if there was a breach of duty, causation 
was not established by Mr Coote.  All of the specialist experts 
said that it was not possible to say whether metastatic spread had 
taken place on any of the dates on which Dr Kelly saw Mr Coote.  
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Failure to diagnose and delayed diagnosis - when is it negligent? continued...

Failure to diagnose PFO

In 2006, Mr Rothonis was referred to Mr Lattimore, cardiologist, 
following a CT scan which suggested Mr Rothonis had suffered 
a lacunar infarct (an area of dead brain tissue) most likely due to 
a blockage in an artery.  Mr Rothonis alleged that Mr Lattimore 
failed to carry out adequate investigations and failed to diagnose 
a condition known as patent foramen ovale (PFO).2

In 2007, Mr Rothonis suffered a stroke which left him significantly 
disabled.  Mr Rothonis claimed damages for alleged negligence 
on the basis that Mr Lattimore failed to identify the PFO in 
September 2006, which in turn caused the stroke.

The Court found in favour of Mr Lattimore, holding that there 
was no breach of duty and that causation was not established.  
The Court held that reasonable care with respect to averting 
the risk of stroke did not require that a transoesophageal 
echocardiogram be carried out to establish whether or not a  
PFO was present.

The Court’s decision highlighted that the test is one of 
reasonableness in the circumstances and not best practice, 
which in this case would have included additional testing not 
justified by scientific evidence.

The Court went on to conclude that even if Mr Lattimore was 
negligent in not carrying out a transoesophageal echocardiogram 
and identifying the PFO, no damage was suffered by Mr Rothonis 
as a result.  On the balance of probabilities, the Court held 
that intervening medical therapy applied from September 2006 
onwards would not have averted the stroke.  

Delayed diagnosis of median nerve palsy 

On 20 November 2012, Mr Martin was taken to the emergency 
department of East Metropolitan Health Service (EMHS) where 
he was diagnosed with septic arthritis of the L5/S1 facet joint 
of the spine.  Over several days prior to his discharge on 8 
December 2012, Mr Martin reported pain, difficulty with fine 
motor skills, numbness in his right hand and fingers, and tingling 
in his right hand.  

Later in December, an EMG revealed that Mr Martin had a 
median nerve palsy, and a subsequent ultrasound revealed 
a haematoma compressing the median nerve.  Mr Martin 
underwent surgery in February 2013 after which his pain 
improved, however he was left with limited movement and 
ongoing discomfort.

The primary judge found that EMHS had breached its duty 
of care to Mr Martin for failing to diagnose the median nerve 
palsy and that the delay caused his injury.  EMHS appealed 
the decision in relation to causation and the assessment of 
damages.3

The Court of Appeal upheld the trial judge’s decision in relation 
to causation.  It found that had the compression been treated 
earlier, Mr Martin would have been left with a better outcome.  
The Court of Appeal also found that, although an EMG could not 
have been performed in the public system within two to three 
months, an ultrasound would have been able to pick up the 
issue.  There was no dispute that an ultrasound was available  
on 24 hours’ notice, seven days per week.

Author
Maya Parbhoo | Senior Associate

1 Coote v Kelly; Northam v Kelly [2016] NSWSC 1447.
2 Rothonis v Lattimore [2016] NSWSC 1409.
3 East Metropolitan Health Service v Martin [2017] WASCA.

Comment

Two of these three cases highlight the difficulties faced by plaintiffs in establishing causation in failure to diagnose cases, even 
where a breach is made out. Practitioners involved in the defence of medical negligence litigation should always remember to 
carefully analyse the strength of their causation defence, as this is often the ignored element in these types of cases and only 
considered secondary to the issue of breach. 

The cases also demonstrate the importance of contemporaneous medical notes in the defence of negligence claims. This is 
a constantly recurring element to litigation in this space, despite wide-spread education of the need to maintain accurate and 
detailed records. 

Finally, the cases establish that the relevant test at law is that of “reasonable” medical practice not “best” medical practice, 
which is an important distinction when analysing the weight of various experts’ opinions.
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Court of Appeal decision highlights the importance of 
record keeping
The Western Australian Court of Appeal has approved the Medical Board of Australia’s decision to caution 
a senior clinician for failing to maintain adequate records of the consent process in relation to a coronary 
angioplasty.

Background

Dr Woollard was a practising cardiologist in Perth, and the patient 
was a retired gastroenterologist.  They were long-standing 
acquaintances.  In September 2011, the patient attended 
Dr Woollard’s rooms on referral from his general practitioner.  
Following a stress echocardiograph, Dr Woollard arranged for 
the patient to undergo a CT angiogram.  The angiogram revealed 
calcified plaque in the patient’s major epicardial blood vessels 
and Dr Woollard recommended an invasive angiography.   
The patient gave his consent and underwent a coronary 
angiogram, performed by Dr Woollard.  On 20 October 2011, 
following the angiography, Dr Woollard advised the patient that 
he would benefit from a coronary angioplasty.

Dr Woollard later sent the patient by ordinary post a consent 
form entitled “coronary angioplasty” together with a hospital 
pre-admission summary and consent form.  The coronary 

angioplasty consent form outlined a number of risks associated 
with the procedure, including the rare possibility of complications 
which could result in permanent damage and even death.   
The patient signed the consent form and the hospital consent 
forms.  The hospital pre-admission summary and consent form 
included a declaration that the patient understood the risks, and 
that the patient had had the opportunity to ask questions and 
was satisfied with the information received.

A coronary angioplasty was performed on the patient by  
Dr Woollard.  Fifteen minutes after the surgery was performed, 
the patient was found to have suffered a stroke.

On 30 October 2012, the Medical Board of Australia received 
a voluntary notification from the patient stating that Dr Woollard 
had failed to explain the risks and possible complications of a 
coronary angioplasty, and to discuss alternative, non-invasive 
treatment options.

[image: a picture of files or a doctor taking notes]
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Court of Appeal decision highlights the importance of record keeping 
continued...

Medical Board of Australia - Performance and 
Professional Standards Panel Hearing

The Medical Board referred the matter to the Performance 
and Professional Standards Panel, alleging that Dr Woollard 
had failed to obtain informed consent from the patient for the 
coronary angioplasty, and also that he had failed to maintain 
clear, appropriate, accurate and detailed clinical records of his 
discussions with the patient regarding the risks and potential 
complications of the coronary angioplasty.

Dr Woollard challenged the allegations on the basis that, in 
addition to the provision of the consent form and the hospital’s 
pre-admission summary and consent form signed by the patient, 
he had also, on 20 October 2011, when the patient was in 
recovery from the invasive angiography, orally advised the patient 
of the risks associated with coronary angioplasty, including the 
remote risk of serious harm from heart attacks and strokes.

The patient’s evidence was to the effect that he did not recall 
such a discussion with Dr Woollard.  Significantly, it was not in 
dispute that there was no record of any discussion between  
Dr Woollard and the patient on 20 October 2011 concerning  
the risks associated with coronary angioplasty.

The Panel was satisfied that Dr Woollard had obtained informed 
consent from the patient to perform the coronary angioplasty, as 
the consent forms sufficiently alerted the patient to the risks and 
potential complications of the surgery.  In addition, Dr Woollard 
had spoken with the patient about the coronary angioplasty 

procedure shortly after the patient’s coronary angiogram — 
although the Panel noted that this was not the ideal time for  
such a conversation because of the medication administered  
to the patient during the procedure.

However, the Panel concluded that Dr Woollard had failed  
to maintain clear, appropriate, accurate and detailed clinical 
records of his discussions with the patient regarding the risks 
and potential complications of the coronary angioplasty.   
It was critical of Dr Woollard’s record keeping procedures, with 
specific reference to his system of providing documentation to 
patients by post.  The Panel also considered that Dr Woollard 
should have included a reference in his notes to having provided 
a consent form and the booklet and having discussed the 
potential risks and complications with the patient.

Ultimately, the Panel found that Dr Woollard behaved in a way 
that constituted “unsatisfactory professional performance” under 
the Health Practitioner Regulation National Law (WA) Act 2010.  
The Panel determined to caution Dr Woollard.

Dr Woollard appealed this finding.  However, his appeal was 
dismissed.  Dr Woollard then appealed the primary judge’s 
decision, and this appeal was also dismissed1.

Author
Samantha Downes | Special Counsel

1 Woollard v The Medical Board of Australia [2016] WASCA 151.

Comment

The case is a salutary reminder to health practitioners of the importance of complying with the Code of Conduct, which 
provides the courts with evidence on which to evaluate health practitioners’ conduct.  It is also a reminder of the importance of 
maintaining good clinical notes, particularly in relation to the consent process and ensuring that the patient both understands 
and acknowledges the risks of the procedure.



May 2017 l Lander & Rogers Pulse l Page 6

Coronial Inquiries

Risk of suicide in aged care
In December 2016, an inquest was held into the death of an aged care resident, Frederick Peisley, following 
a fall from stairs after Mr Peisley had displayed some suicidal, depressive and/or psychotic behaviour.

Comment
This Inquest provides a timely reminder to both health and aged care organisations of the importance of clear and complete 
documentation and note taking.  It also highlights the importance of educating staff regarding the possible presentations and 
behaviours of patients with complex mental health conditions, and of conducting a thorough risk assessment.  

More broadly, this Inquest emphasises the importance of clear communication between health services, facilities and individual 
practitioners and the obligation to follow up references to relevant documents, such as a CTO.  It was apparent in the Coroner’s 
findings that poor or inadequate communication of the patient’s history led to medical practitioners making decisions on 
incomplete information, which contributed to Mr Peisley’s untimely death.

Background
Mr Peisley sustained a brain injury in an assault in 2007 when 
he was approximately 53 years old.  As a result, he developed a 
schizoaffective disorder, depression and suicidal ideations.

From 2007, Mr Peisley resided in a variety of aged care facilities 
and had a number of psychiatric hospital admissions.

In February 2012, while subject to a Community Treatment Order 
(CTO), Mr Peisley was admitted as an involuntary patient to the 
Concord Centre for Mental Health.  Mr Peisley was discharged 
in July 2012 under a new CTO that required monthly medication 
and management by the Camperdown Community Mental Health 
Service (CCMHS).  The CTO was sent to and likely received by 
CCMHS but was not recorded and, as a result, Mr Peisley was  
not managed by the service.

In August 2012, Mr Peisley was admitted to Neapen Hospital suffering 
a skin condition.  His niece, Ms Apap, raised with staff her concern 
that Mr Peisley was not receiving his antipsychotic medication.  
Hospital staff found that Mr Peisley was displaying no psychotic 
symptoms and accordingly he was not treated according to his CTO.

On 15 October 2012, Mr Peisley had a mental health review which 
noted Ms Apap’s concerns regarding the lack of medication but it 
did not refer to the CTO.

Later in October, Mr Peisley was transferred to The Ritz Nursing 
Home, a high care and secure facility.  The Ritz was not aware of 
Mr Peisley’s CTO prior to admission but did, eventually, receive 
the Concord Hospital’s discharge summary which referred to 
the CTO.  Subsequently, a GP recommended that Mr Peisley be 
recommenced on anti-psychotic medication.

On 3 and 6 December 2012, The Ritz’ progress notes record 
behaviours that indicated Mr Peisley may have been suffering from 
psychosis.  On 9 December, Mr Peisley was behaving erratically and 
attempted to leave The Ritz.  At 6.00pm he was found balancing at 
the top of a set of stairs within the facility and half an hour later was 
found hanging over a stair railing.  He was administered medication 
to reduce his agitation and moved to a room on the ground floor.

On the morning of 13 December, Mr Peisley made multiple 
attempts to jump off the fire escape.  Close monitoring was ordered 
and at 3pm Mr Peisley was noted to be on suicide watch.  At 6pm, 
Mr Peisley was reviewed by a medical practitioner and prescribed 
medication to reduce his impulsivity.  At 6.30pm, Mr Peisley was 
observed to be in his room.  According to an Incident Report, 
Mr Peisley was found at 7pm unconscious and bleeding at the 

bottom of the stairs.  He was transferred to the Westmead Hospital, 
however attempts to stop the bleeding on Mr Peisley’s brain were 
unsuccessful and he passed away on 16 December 2012.

Findings
The Coroner made recommendations to a number of different 
services involved in the care of Mr Peisley1.

The Coroner identified that the services’ lack of awareness of  
Mr Peisley’s CTO was a systemic failure.

The Coroner expressed the view that at the Neapen Hospital, the 
medical practitioners should have made further efforts to obtain a 
relevant history, including the basis for the CTO, particularly before 
deciding not to follow the medication regime set out in it.  

The Coroner accepted expert evidence that The Ritz was an 
appropriate facility and, had overall, given commendable care to 
Mr Peisley.  However, the Coroner held that on 9 December, there 
were sufficient indications that Mr Peisley was suicidal and required 
medical assessment so that scheduling under the Mental Health 
Act 2007 or, at least, escalation to contact a general practitioner  
or psychiatrist could be considered.

The Coroner found that on 13 December, Mr Peisley was not subject 
to close monitoring, as the relevant chart was only updated hourly, not 
every 10-15 minutes.  Further, that staff at The Ritz did not provide 
Mr Peisley’s full clinical picture to the attending medical practitioner 
because they failed to provide progress notes and adequate 
descriptions of Mr Peisley’s suicidal behaviours.  The Coroner was also 
critical of The Ritz’s failure to clearly document Mr Peisley’s behaviour.

Recommendations
The Coroner recommended that the Ritz consider developing 
policies and implementing staff training with respect to identifying 
and managing suicidality, depression and psychosis amongst 
residents, and conducting a full risk assessment of all internal and 
external staircases.

The Coroner also made recommendations to the Ministry of Health 
that consideration be given to allow wider access to copies of CTOs 
on NSW Health Portals and to implementing training for clinicians 
about CTOs, particularly trainee psychiatrists.

Authors
Alice Alexander | Lawyer 
Rob Muir | Special Counsel

1 Inquest into the death of Frederick Peisley (NSW) (2012/389877).



Background

Mr Triantafilopoulos was a 75 year old man who had been taking 
Warfain following cardiac surgery in the early 2000s.

On 14 August 2014, Mr Triantafilopoulos and his friend and 
carer, Mr Koutsoubaris, were at the supermarket when Mr 
Triantafilopoulos fell backwards, hitting his head on the floor.   
Mr Triantafilopoulos was taken to Marrickville Medical Centre, 
where he was examined by Dr Karalasingham, general practitioner.   
Mr Koutsoubaris provided details of Mr Triantafilopoulos’ history.  
Dr Karalasingham prescribed Panadeine Forte and advised  
Mr Triantafilopoulos to seek further medical assistance at hospital 
if his condition deteriorated or he felt dizzy.  

The following day, Mr Koutsoubaris and Mr Triantafilopoulos 
drove to another shopping centre.  Upon exiting the vehicle,  
Mr Koutsoubaris turned to find Mr Triantafilopoulos face down  
on the ground, with a large scratch and blood on his head.  

Mr Koutsoubaris took Mr Triantafilopoulos to Primacare Family 
Medical Centre where he was seen by Dr Sivaseelan, general 
practitioner.  Dr Sivaseelan was given Mr Triantafilopoulos’ 
history by Mr Koutsoubaris.  Dr Sivaseelan examined Mr 
Triantafilopoulos and did not detect any abnormal neurological 
signs.  Dr Sivaseelan advised that if Mr Triantafilopoulos did not 
feel well in 4-5 hours, he should attend the hospital.  

After being taken home, Mr Triantafilopoulos began vomiting 
and called an ambulance. When paramedics arrived, Mr 
Triantafilopoulos was unconscious. An urgent CT scan showed 
that Mr Triantafilopoulos’ had a large right sided subdural 
haematoma overlying the right cerebral hemisphere with 
significant mass effect.  Subdural blood was also noted in other 
areas of the brain.  There was no skull fracture detected.   
The neurosurgical team was of the view that surgical intervention 
would be futile.  Palliative care was commenced and Mr 
Triantafilopoulos died at 2.15 am on 16 August 2014.

Findings

The Coroner noted that the general practitioners could have 
placed greater emphasis on the mechanism of injury1.  Although 
the individual head-strikes resulted in the general practitioners 
being concerned about Mr Triantafilopoulos’ neurological 
condition, he appeared normal after each fall.  The Coroner 
noted that the effects of the head-strikes were not immediate 
and that a cautious approach was therefore warranted.   
The Coroner highlighted the fact that with the benefit of 

hindsight, both doctors stated that they would have sent  
Mr Triantafilopoulos for an immediate CT scan.

The Coroner recommended that the Royal College of General 
Practitioners consider including in its weekly newsletter an 
anonymised report of Mr Triantafilopoulos’ death and the issues 
involved, in order to assist with the ongoing education of general 
practitioners on closed head injuries in older people who are 
taking anticoagulant medication.

Authors
Aras Mollison | Lawyer
Rob Muir | Special Counsel

1 Inquest into the death of George Triantafilopoulos (NSW) (2014/242135).

Closed head injuries and anticoagulation therapy
In December 2016, an inquest was held into the death of an elderly man, Mr George Triantafilopoulos, 
from a subdural haematoma following two closed-head injuries.

Comment

The inquest emphasised the importance of a cautious approach when doctors are presented with patients who have a range of 
risk factors.  In this case, the fact that Mr Triantafilopoulos was both elderly and on anticoagulant medication provided potential 
justification for the doctors concerned taking additional steps, as compared to how they would have treated an ordinary patient.

While the Coroner did not directly criticise the actions of the doctors involved, the undertone of the finding was that a more 
cautious approach may have led to a different outcome for Mr Triantafilopoulos.
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Opiate toxicity causing death
In September 2016, the Coroner’s Court of Queensland delivered its findings into the death of Michael 
Calder.  Mr Calder died from opiate toxicity during an admission to hospital for investigation and treatment 
of a severe headache.

Background

On 8 July 2014, Michael Calder, 33, was referred to the Holy 
Spirit Northside Private Hospital by his general practitioner after 
presenting with a three day history of severe occipital headaches, 
neck pain and stiffness.

Mr Calder was given analgesia, including IV morphine, in the 
Emergency Department before being admitted to the ward  
under the care of a specialist general physician.

During the course of his ward admission, Mr Calder received 
analgesia for the ongoing headache, including subcutaneous 
morphine, oxycodone, Ordine (liquid morphine), MS Contin  
(slow release morphine), Gabapentin (neuropathic pain) along 
with paracetamol and ibuprofen.  

The prescribed medication was administered at regular intervals 
between the admission and the time of Mr Calder’s sudden and 
unexpected death at 5:17am on 11 July 2014.  

In the days leading up to his untimely death, the treating doctors 
and nurses recalled Mr Calder to be coherent, not slurring his 
words and on occasion, moving around the room when awake.  
He had also been noted to be snoring heavily when sleeping, 
including on the night of 10 July until the early hours of the 

following morning when he was only snoring softly, likely due to 
heavy sedation by narcotics depressing his respiratory drive.  

Formal recording of Mr Calder’s oxygen saturations did not 
occur on every ward round, though the recorded observations 
did indicate that his oxygen saturations had fallen to less than 
desirable levels, requiring oxygen administration through nasal 
prongs.  

During the morning of 10 July, Mr Calder’s oxygen saturations 
were recorded at 91% at 4:00am and 88% at 8:00am, 
necessitating supplemental oxygen.  At 11:30am, his oxygen 
saturations were 93% and at midnight 90%.  

The Coroner found that there was nothing in the notes to indicate 
that the treating physician noticed these periods of hypoxaemia, 
nor the requirement for oxygen supplementation, nor any 
indication of what might be the possible cause.

When an Endorsed Enrolled Nurse (EEN) entered Mr Calder’s 
room at 4:40am on 11 July to check on him and to take his 
observations, there was no snoring and she thought he looked 
different.  The EEN put a light on and noticed he looked pale.   
A Code Blue was called and CPR commenced.  Mr Calder could 
not be resuscitated and was pronounced dead at 5:17am.
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Opiate toxicity causing death continued...

Expert evidence provided to the Coroner supported a finding that:

• Mr Calder’s oxygen saturation levels on 10 July were 
consistent with excessive sedation causing worsening 
obstructive sleep apnoea or aspiration.  

• The combination of large doses of narcotics and episodes 
of intermittent hypoxaemia should have alerted the clinicians 
that Mr Calder required very close observation, ideally not in 
a single room with the door closed, and that these concerns 
should have been clearly articulated to the nursing staff 
looking after Mr Calder overnight.

• The factors that are likely to have resulted in Mr Calder’s 
deterioration were a combination of sleep apnoea (a 
pre-existing condition that hospital staff failed to record 
upon admission) and the combination of the slow release 
OxyContin, oral Ordine (morphine) and gabapentin.

Findings

The Coroner found that a combination of poor communication, 
poor documentation and a lack of safeguards resulted in a 
number of missed opportunities to diagnose the deterioration  
in Mr Calder’s condition1.

Mr Calder’s death emphasised the importance of systems being 
in place to recognise and manage a deteriorating patient through 

tools, such as Standard 9 of The National Safety and Quality 
Health Service Standards, which contains a specific component 
for recognising and responding to clinical deterioration, as well 
as the importance of systems being in place to promote the 
dissemination of accurate and relevant information at clinical 
handovers.

The Coroner found that there was certainly evidence of 
reduced oxygen saturations throughout Mr Calder’s admission. 
Unfortunately, however, there were a number of occasions when 
nurses did not record his pain scores, oxygen saturation levels, 
or actions taken in response.  This meant staff did not have a 
clear picture of the progression of his pain and oxygen saturation 
levels and missed critical opportunities to intervene and halt his 
continued deterioration.

The Coroner noted the efforts by the hospital to implement 
improvements to address the issues identified.  For that reason, 
the Coroner did not make any further recommendations to be 
implemented by the hospital.

Author
Nicola Gardner | Senior Associate

1 Inquest into the death of Michael James Calder (Qld) (2014/2468).

Comment

The finding demonstrates the critical importance of adequate communication, up to date record keeping and well known and 
followed policies and procedures.

Mr Calder’s widow has issued proceedings against the hospital in the Queensland Supreme Court.
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Background

As with all industries moving toward automation and digitisation, 
healthcare providers are responsible for protecting personal data 
they collect from inadvertent disclosure and malicious attacks 
by cyber criminals.  However, the stakes can be much higher for 
medical institutions, as:

• the data collected relates to personal identification and health 
records, which are inherently sensitive to the individuals 
concerned and are more valuable to cyber criminals than credit 
card details because of the longer shelf life for exploitation; and

• cyber-attacks such as Ransomware, which render an 
organisation’s computer services inoperable until the 
ransom is paid, can have serious consequences if the health 
service’s ability to access test results and provide urgent and 
appropriate medical treatment is compromised.

While mandatory notification of unauthorised access to eHealth 
information is already a requirement for participants in Australia’s 
My Health Record system1, data breach notification for all other 
healthcare providers has to date been voluntary.  

However, on 13 February 2017, the Federal Government passed 
the Privacy Amendment (Notifiable Data Breaches) Bill 2016 (Cth)2 
which establishes a mandatory data breach notification regime with 
respect to all organisations subject to the Privacy Act 1988 (Cth).

Who do the new laws apply to?

In recognition of the sensitivity of health information, the Privacy 
Act extends its operation beyond Federal Agencies and private 
corporations with an annual turnover of more than $3 million to 
all organisations which provide a health service and hold health 
information, regardless of size or annual turnover.

The broad definition of “health service” under the Privacy 
Act means that private hospitals, pathology laboratories, 
pharmacists, aged care and palliative care providers, allied  
health practitioners and medical practitioners providing health 
services in a private capacity are all likely to be subject to the 
data breach notification regime.

In comparison, public healthcare providers, such as public 
hospitals, are subject to state privacy legislation and are not 
covered by the Federal mandatory data breach notification 
regime.  

Where the application of the Privacy Act becomes less clear is 
in circumstances where private and public healthcare services 
are provided by the same practitioners in co-located public 
and private hospitals.  Internal policies regarding collection and 
maintenance of health records should clearly address which 
individual or entity has possession or control of the records  
and advice should be sought if there is any doubt regarding  
the potential application of the data breach notification regime.

Protection of health records under Australia’s new data 
breach laws
Within the next 12 months, all health service providers in the private sector will be subject to mandatory 
data breach notification laws recently passed by the Australian Government.  Under the new laws, private 
health service providers will have 30 days upon being made aware that there are reasonable grounds 
to believe a data breach has occurred, to investigate the breach and—if the risk of serious harm to 
affected patients cannot be excluded—publish a statement notifying the affected patients and the Privacy 
Commissioner of the breach.  
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Protection of health records under Australia’s new data breach laws 
continued...

What do the new laws require?

Under the new regime, private health service providers will 
be required to notify the Privacy Commissioner and affected 
individuals when they become aware that there are reasonable 
grounds to believe that an “eligible data breach” has occurred.  
An eligible data breach is defined as unauthorised access to 
or disclosure of information which is reasonably likely to result 
in serious harm to the individuals to whom the information 
relates or the loss of such information in circumstances where 
unauthorised access or disclosure is likely to occur.

The sensitivity of the information, the nature of the breach and 
the security measures in place (such as encryption) are all factors 
which should be taken into account in determining whether 
access to or disclosure would reasonably be likely to result in 
serious harm.  Affected organisations have only 30 days in which 
to investigate and make a decision as to whether there are 
reasonable grounds to believe that an eligible data breach has 
occurred and notification is required.  The notification statement 
must disclose the type of data breach, the particular information 
affected and how the affected patients should respond to the 
data breach.

Failure to comply with the new laws could result in fines of up 
to $360,000 for individuals and $1.8 million for organisations, 
where the Privacy Commissioner finds a serious or repeated 
interference with privacy.

Exemptions to the mandatory notification requirements include: 

• where mandatory data breach notification is already required 
in the event of unauthorised access to eHealth information 
under the My Health Records Act, to avoid imposing a double 
notification requirement; and

• where the organisation takes action in the initial 30 day 
investigation period and, as a result of that action, a 
reasonable person would conclude that the breach is not  
likely to result in serious harm.

How should health service providers prepare?

Data security is rapidly becoming a serious corporate 
governance issue in Australia3 and health service providers 
should not wait for a suspected data breach to occur before 
determining whether their systems for protecting patient health 
records are adequate.  

Similarly, having a robust data breach response plan in place at 
the time of a suspected breach both increases the prospects for 
mitigating the risk of serious harm before the 30 day deadline for 
notification, and allows an organisation time to seek appropriate 
advice from public relations and legal consultants to ensure that 
any required notification does not expose it to unnecessary legal 
and reputational risk.

Time is running out before the data breach notification regime 
comes into effect.  To avoid being caught unawares, healthcare 
providers should be taking the following minimum steps:

1. Determine whether you or your organisation are subject to 
the Privacy Act and have access to or control over personal 
health records.

2. Ensure that you or your organisation have appropriate data 
security policies for collecting, storing and protecting health 
records, including regularly updating anti-virus and anti-
malware software, providing ongoing cyber security training 
to staff and considering the adequacy of password protection 
and encryption programmes in use.

3. Review contracts with third party data storage or 
management service providers to ensure that they require 
compliance with your obligations under the data breach 
notification regime and contain appropriate remedies for 
breach.

4. Prepare a data breach response plan, including identifying in 
advance appropriate IT, public relations, loss adjusting and 
legal consultants with specific expertise in investigating a 
potential data breach and mitigating the risk of serious harm 
to individuals, as well as reputational and legal risk to you or 
your organisation.

5. Consider whether existing insurance cover will respond to 
the compliance costs of mandatory data breach notification, 
including the costs of engaging consultants, and any liability 
to third parties arising out of civil claims.

Please contact a member of Lander & Rogers’ Health Law & 
Litigation team if you require any additional information about the 
new laws or how best to prepare for the mandatory data breach 
notification regime.

Author
Edward Smith | Lawyer

1 Section 75 of the My Health Records Act 2012 (Cth) (My Health Records 
Act) imposes specific mandatory data breach notification requirements on 
the My Health Records System Operator, registered repository operators, 
registered portal operators, registered healthcare provider organisations and 
registered contracted service providers.

2 Links to the text of the Bill, the explanatory memoranda and second reading 
speech can be accessed here.

3 ASIC has highlighted that cyber resilience will be one of its key priorities for 
the coming years, according to its Corporate Plan 2015-16 to 2018-19, 
released in August 2015.
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Meet our Health Law & Litigation Team

Our team has an in-depth understanding of the health industry and we 
have significant experience acting on behalf of hospitals, aged care 
facilities, doctors, pharmacists, dentists, psychologists and other health 
care professionals.

We are involved in litigated and non-litigated claims, complaints to 
professional boards and the Health Services Commissioner, Coronial 
inquests, and are adept at managing complex claims. 

We understand that medical indemnity and aged care portfolios are highly 
specialised and require careful management. We know that protecting client 
reputations in often media sensitive cases and managing claims effectively 
are key challenges in this area, which we manage carefully and confidently.

We value the strong relationships that we have in place with, and have 
received compelling endorsements from, our clients and plaintiff lawyers 
for the speed, commerciality, integrity and intelligent way in which we 
manage files.

The information in this publication is of a general nature only and is not intended to be relied upon as, nor to be a substitute for, specific legal professional advice.  
No responsibility for the loss occasioned to any person acting on or refraining from action as a result of any material in this publication can be accepted.
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