e,

Robinson+Cole

\ - v

Data Privacy + Cybersecurity Insider

Leveraging Knowledge to Manage Your Data Risks

CYBERSECURITY

NIST Releases Guidance on Supply Chain Security

The National Institute of Standards and Technology (NIST) Information Technology
Laboratory recently released guidance entitled “Software Supply Chain Security
Guidance,” in response to directives set forth in President Biden’s Executive Order
14028--Improving the Nation’s Cybersecurity. Read more

DATA PRIVACY

Connecticut’s Privacy Law Signed by Governor

Connecticut Governor Ned Lamont signed the Personal Data Privacy and Online
Monitoring Act (CPDPA) into law on May 10, 2022, making Connecticut the most
recent state to pass its own privacy law in the absence of comprehensive federal
privacy legislation. Connecticut follows in the steps of Nevada, California, Virginia,
Colorado and Utah in enacting its own comprehensive privacy legislation, with more
pending in various state legislatures. Read more

NEW + NOW

U.S. Agricultural Machinery Manufacturer Hit with Ransomware Attack

This week, AGCO, a U.S. agricultural machinery manufacturer, suffered a
ransomware attack that affected its business operations and shut down its systems.
AGCO first discovered this attack through its subsidiary, Massey-Ferguson, when its

websites in France, Germany and China were targeted. At that time, more than 1,000

employees were sent home from production facilities in France. Operations across
the globe have been affected. Read more

PRIVACY TIP #331

ACLU Settles Facial Recognition Suit with Clearview Al

The American Civil Liberties Union (ACLU) filed suit against Clearview Al, Inc.
(Clearview Al) in March 2020, alleging that it violated the lllinois Biometric
Information Privacy Act (BIPA) by capturing and using billions of individuals’
faceprints without consent. This week’s Privacy Tip reviews the case. Read more
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