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Pivot. 
Accelerate. 
Transform. 

Catrina Wang addresses the top three privacy issues 
for sensitive personal information
In 2018, GDPR went into effect and became one of the most comprehensive and 
cross-sectoral privacy regulations to prohibit processing of special categories of 
personal data unless a lawful justification for processing could be applied. Special 
category data was defined to include data “revealing” racial or ethnic origin, political 
opinions, religious or philosophical beliefs, and trade union membership, as well as 
the processing of biometric or health data to uniquely identify an individual. As a 
result, outside an employment or other contractual relationship, businesses within 
scope of GDPR would typically have to obtain the user’s consent prior to processing 
personal data. 

Recently, following GDPR and the global trend in this regard, a number of U.S. states 
have passed or are considering legislation to impose requirements around sensitive 
personal information. These include the California Privacy Rights Act (CPRA), 
Virginia’s Consumer Data Protection Act (VCDPA) and the Washington Privacy Act 
(WPA). Below, we discuss key requirements from these acts in turn.

1. California Privacy Rights Act (CPRA)
The California Privacy Rights Act, passed by California voters in November 
2020, creates a new category of personal information called “sensitive personal 
information” and provides new rights for consumers to limit or control the processing 
of such information. These provisions are set to become operative January 1, 2023. 

“Sensitive personal information” will include certain data that “reveals” sensitive 
characteristics regarding a consumer as well as other data “collected and analyzed” 
concerning a consumer’s health. Pending forthcoming regulations, the scope of 
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Across the economy, businesses are using digital technology to pivot into innovative service lines, 
accelerate growth and transform their businesses altogether. These businesses’ digital strategies and data 
assets play important roles in their success. Since Europe’s General Data Protection Regulation (GDPR) 
introduced special protections and requirements around sensitive personal data in 2018, the United States 
has seen a national movement to pass comprehensive privacy laws, some of which mirror the GDPR in this 
respect. In this issue, we are highlighting Catrina Wang and how her privacy practice intersects with digital 
transformation and the data economy. 
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“sensitive personal information” may be 
broad enough to cover nonsensitive data 
that nevertheless “reveals” certain sensitive 
details regarding a consumer. By way of 
example, a user’s interaction with content 
that reveals sensitive characteristics about 
the user may fall within the scope of 
sensitive personal 
information.

Beginning on January 
1, 2023, consumers 
will have the right to 
object to a business’s 
use and disclosure 
of sensitive personal 
information. However, 
unlike GDPR, the 
CPRA does not 
explicitly require that 
a business obtain 
opt-in consent 
from a consumer 
(or obtain other 
lawful justification) before processing the 
consumer’s sensitive personal information.

To operationalize this new consumer 
right, businesses will be required to either 
create an additional link on all pages titled 
“Limit the Use of My Sensitive Personal 
Information” or to bundle this right into 
a combined opt-out link for use, sharing 
and sale of sensitive personal information. 
Consumers will have the right to limit the 
use and disclosure of sensitive personal 
information for purposes other than: (1) 
those necessary to perform the services 
reasonably expected by an average 
consumer; (2) the “business purposes” 
of (i) ensuring the security and integrity 
of personal information, (ii) short-term, 
transient use, including but not limited 
to non-personalized advertising, (iii) 
performing operational services on behalf 
of the business, and (iv) quality control; 
and (3) those authorized as part of CPRA 
regulations to be adopted. 

Further, the notice at collection requirement 
will be expanded to require disclosure of the 
categories of sensitive personal information 
collected, the purpose for collection and 
use, and whether such information is sold 
or shared. If a business wishes to collect 
additional categories of sensitive personal 
information or repurpose legacy data for 

new uses “incompatible with the disclosed 
purpose,” then it must provide a new notice 
at collection. Businesses must also disclose 
the length of time they intend to retain each 
category of personal information or the 
criteria used to determine each period. 

2. Virginia 
Consumer 
Data 
Protection Act 
(VCDPA)
On March 2, 
2021, Governor 
Ralph Northam 
signed the Virginia 
Consumer Data 
Protection Act 
(VCDPA) into law, 
set to take effect 
January 1, 2023. 
The VCDPA also 
creates a category 

of “sensitive data” that “includes” personal 
data revealing protected characteristics 
such as race or religious beliefs, processing 
of genetic or biometric data that uniquely 
identifies a person, data of minors, and 
precise geolocation data. While on its face 
this definition encompasses a narrower set 
of data elements than does the CPRA, it 
is possible that additional data elements 
may fall within the scope of the VCDPA’s 
“sensitive data,” since it is unclear whether 
the list of enumerated data elements is 
exhaustive. 

Unlike the CPRA, the VCDPA creates an 
opt-in regime for sensitive data. Specifically, 
the business must obtain consent that is 
affirmative, freely given, specific, informed 
and unambiguous. The consent may be 
obtained by electronic means or by other 
unambiguous affirmative action.

Further, businesses must conduct data 
protection assessments for the processing 
of sensitive data. However, data protection 
assessments conducted to comply with 
other laws and regulations, such as GDPR, 
will also satisfy this VCDPA requirement.

3. Washington Privacy Act (WPA)
For the third year in a row, the state Senate 
passed the Washington Privacy Act (WPA) 
near-unanimously, with a vote of 48-1. A 
separate version, amended by the House 
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CCPA vs. CDPA: Comparing Ca. and Va.’s Data-Protection 
Laws, MarTech Today, April 1, 2021
This month, the Consumer Data Protection Act (VCDPA) 
became law in Virginia — although it will not go into effect 
until 2023. As the latest example of sweeping, comprehensive 
state data-protection law, the CDPA has drawn a lot of rough 
comparisons among pundits between itself and its Californian 
cousin — the California Consumer Privacy Act (CCPA).
The two have a lot of similarities. They both largely grant consumers 
rights to obtain, know about and delete their data — as well as to opt 
out of further processing of their personal data. They both offer a base 
30-day cure period to businesses in the event of a violation. And they 
both require companies to take certain information-security steps.

Private Right of Action May Again Poison Washington Privacy Act, JD 
Supra: BakerHostetler, March 31, 2021
On March 26, with less than a month left in the Washington 
Legislature’s 2021 session, the House Civil Rights and Judiciary 
Committee (CRJC) passed the Washington privacy act (2SSB 5062), 
with amendments, on a straight party-line vote of 11-6 (with all six 
Republican committee members voting no). As the act gets closer 
to passing, we’ll revisit the bill to highlight how it compares to its 
predecessors in California and Virginia. For now, this post focuses on 
differences between the Senate and House versions and how those 
might affect its passage.

HFTP Forms Global Hospitality PII Management Task Force to 
Develop Guidance on Secure Data Collection, Hospitality Net, March 
31, 2021 
The movement toward high-tech solutions to engage guests and 
customers has greatly increased in the hospitality industry and has 
accelerated over the past year as hospitality enterprises implemented 
health safety protocols to address distancing guidelines. As a 
result, the implementation of property-wide technologies using 
personally identifiable information (PII) has presented a conundrum for 
hospitality organizations: how to safely manage this data — using it 
for meaningful guest services while also protecting it from malicious 
cyber activity.

5 Ways Companies Can Protect Personally Identifiable Information, 
Security Intelligence, Feb. 3, 2021
State and national governments have taken PII more and more 
seriously over the years. As digital attackers find new ways to trace 
a person’s identity and steal PII, governments put sanctions in place 
to prevent it. Those sanctions also mean business entities could see 
steep fines if they don’t protect their employees’ data.

App maker works to help open economy safely without taking 
personal data, Tech Republic, Feb. 2, 2021
Salus doesn’t take personal information, but helps venues, offices, 
airlines and cruise ships monitor the health of guests.

Three best practices for handling GDPR and CCPA ‘right of access’ 
requests, Compliance Week, Jan. 22, 2021
Both the EU’s General Data Protection Regulation and the California 
Consumer Privacy Act in the United States effectively put in place 
greater restrictions around how companies collect and process the 
personal information of consumers and employees. “Right of access” 
requests from data subjects, particularly, are still creating compliance 
headaches.

Washington State Privacy Act Demonstrates the Need for Federal 
Preemption, Information Technology & Innovation Foundation, Jan. 
22, 2021
The Washington State Legislature is trying for the third time to 
pass a statewide privacy bill, after failing to do so in 2019 and 
2020. Washington is one of several states currently considering 
comprehensive privacy legislation after California passed its 
flawed but influential California Consumer Privacy Act in 2018. The 
strengthening momentum behind these state efforts demonstrates 
the need for Congress to pass comprehensive federal data privacy 
legislation to create a single national standard for data privacy that 
balances consumer welfare and innovation.

How Privileged Access Management Can Protect PII, Security 
Boulevard, April 24, 2020
The data protection lessons learned over the past 10 years have 
underscored the importance of protecting personally identifiable 
information time and time again. Nearly 4 billion records have 
been lost across the 15 largest data breaches in history — 10 of 
which occurred in the past decade. When these breaches happen, 
businesses face more than just a hit to their brand reputation — 
breaches can also translate to fines and penalties equaling millions or 
even billions of dollars.
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Committee on Civil Rights and Judiciary, passed on March 
26. The WPA’s definition of “sensitive data” closely tracks 
that found in the VCDPA, encompassing data revealing 
protected characteristics, processing of genetic or 
biometric data identifying a natural person, data of minors, 
and specific geolocation data. The WPA also mirrors 
VCDPA requirements by mandating that a controller obtain 
consent prior to processing sensitive data and conduct 
a data protection assessment. It remains to be seen 
whether the WPA will be passed into law — passage of the 
substantially similar VCDPA may well provide a tailwind to 
the WPA this year.

Looking Ahead: Practical Considerations
Businesses can start preparing now for these sweeping new 
requirements around their handling of sensitive personal information. 
Starting this year, businesses should consider conducting data-
mapping exercises to identify what sensitive data is collected, how it is 
processed and how it may be transferred outside the organization. This 
data mapping will be critical to informing the assessment of which laws 
may apply and which data subjects may have corresponding privacy 
rights. Going into 2022, businesses will want to begin the process of 
implementing CPRA- and VCDPA-compliant privacy programs, since 
those laws become fully operative on January 1, 2023. During the course 
of 2022, businesses should also be attuned to regulations issued by the 
California Privacy Protection Agency (CPPA) and the Virginia Attorney 
General fleshing out the requirements of these two laws in more detail. 
Looking ahead to 2023, businesses can expect enforcement of the 
CPRA and VCDPA to commence. These enforcement actions by state 
regulators will shed further light on enforcement priorities and postures. 
Finally, businesses will want to prepare for the possibility of a federal 
privacy law passing in 2023 (or earlier). As the accelerating passage of 
comprehensive privacy regulation at the state level contributes to the 
momentum building toward such regulation at the federal level, a federal 
privacy law may be an inevitability — one sure to generate thorny issues 
of preemption and additional regulatory scrutiny.
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