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Consumers Tricked By Epic’s Deceptive Tactics and Privacy
Violations To Receive Refunds In Fortnite Settlement With FTC

By: Terese L. Arenth

In December 2022, the Federal Trade Commission (FTC) announced that Epic Games, Inc.
had agreed to a $275 million penalty for violating the Children’s Online Privacy Protection
Act (COPPA) through its Fortnite video game. Also, the company agreed to provide another
$245 million in consumer refunds for using deceptive “dark pattern” designs that tricked
Fortnite customers into making unwanted purchases. These record-breaking settlements
highlight the risks of violating children’s privacy and using deceptive “dark pattern”
marketing tactics — two issues taken very seriously by the FTC.

Refunds Underway

On December 9, 2024, the FTC announced that it was distributing 629,344 payments
totaling more than $72 million to consumers who had made claims, with additional refund
rounds to follow. The average refund is estimated at $114, and eligible consumers still have
time to submit claims online at www.ftc.gov/fortnite. The final deadline to file a claim is
January 10, 2025.

Epic’s Wrongs

How did Epic run afoul of the FTC? First, by compromising children’s privacy in violation of
the COPPA Rule.

According to the FTC, Epic’s Fortnite video game was free to download and play but
charged users for in-game add-ons, including dance moves and costumes. By 2022, the
game had attracted an estimated 400 million players worldwide.

Lack of parental consent

Many of the players were children, but Epic failed to obtain verifiable parental consent
before collecting their personal data, according to the FTC complaint filed in federal court
before the settlement. When parents requested that their children’s data be deleted,
Epic’s process was overly complicated.
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Risky default settings

The FTC also criticized Fortnite’s default settings, which posed significant risk to children
and teens. Live text and voice communications were enabled by default even as the game
paired users with strangers to play Fortnite. The FTC’'s 2022 press release highlighted
serious consequences, including instances of bullying, harassment, threats, and exposure
to disturbing issues like suicide. The commission said Epic had been aware of these
problems since 2017, based on employee feedback and external reports, but delayed
making changes. When voice chat controls were eventually introduced, the FTC alleged
the settings were difficult to find.

As part of the FTC settlement, Epic was prohibited from enabling voice and text
communications for children under 13 without parental consent or for older teens without
their, or their parents’, express consent. The company was also required to delete personal
information previously collected from Fortnite users in violation of the COPPA Rule unless
the company obtains parental consent or the user identifies as 13 or older through a
neutral age gate. In addition, Epic was mandated to establish a privacy program that
addresses the problems identified in the FTC’'s complaint, subject to regular, independent
audits.

(For more information on recent FTC actions related to COPPA, see our August 2024 Alert
on FTC Sues TikTok — Again — For Violating COPPA Rules On Children’s Data Privacy and
Parental Consent.)

Dark-pattern strategies

In addition to children’s privacy violations, the FTC cited Epic for deploying dark-pattern
designs that duped players into making unintended charges and let children make
purchases without parental consent.

We've previously highlighted various dark-pattern designs in our Alerts, and Fortnite is a
prime example. These deceptive tactics resulted in hundreds of millions of dollars in
unauthorized consumer charges. According to the 2022 FTC press release, Fortnite used
confusing button configurations that led to unintended charges. For instance, players
could be billed simply by waking the game from sleep mode, navigating loading screens,
or accidentally pressing a neighboring button while previewing an item.

Additionally, Epic Games employed other dark pattern strategies, such as making
cancellation and refund processes intentionally difficult to find, further compounding the
issue.
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(For more information on recent FTC actions related to dark pattern marketing, see our
July 2024 Alert on FTC Accuses Adobe of Manipulating Customers into Costly Subscriptions
and our June 2024 Alert on FTC ‘Dark Patterns’ Lawsuit Against Amazon Progresses.)

Unauthorized Charges

Epic was also cited for charging account holders without authorization for in-game content
using Fortnite’s virtual currency, V-Bucks. According to the FTC, “Up until 2018, Epic
allowed children to purchase V-Bucks by simply pressing buttons without requiring any
parental or cardholder action or consent.” Parents reported instances where their children
racked up hundreds of dollars in charges before realizing Epic had charged their credit
cards without permission. Epic was further accused of retaliating against customers who
disputed unauthorized charges with their credit card companies. In some cases, the
company allegedly locked customer accounts and even threatened lifelong bans for
disputing future charges.

As part of the settlement, Epic is now prohibited from charging consumers through the use
of dark patterns or from otherwise charging consumers without obtaining their consent.
The order also prevents the company from blocking account access in response to disputes
over unauthorized charges.

Lessons Learned

Marketers would be well-served to take heed of the Epic settlements and similar cases
mentioned above. The FTC has taken aggressive action this past year against marketers
engaged in privacy violations and dark pattern marketing tactics, and action is likely to
continue into the coming year. The FTC allegations and settlement terms in these actions
provide valuable guidance to marketers on what constitutes best practices, as well as
practices to avoid so as not to incur the wrath of the FTC and the potential for hefty
penalties.

Terese L. Arenth is a Partner and Chair of the Marketing, Advertising & Promotions Practice
Group and Co-Chair of the Privacy, Cybersecurity and Technology Practice Group at Moritt
Hock & Hamroff LLP and can be reached at tarenth@moritthock.com or (516) 880-7235.

Founded in 1980, Moritt Hock & Hamroff is a 90-attorney full service, AV-rated commercial law firm
that provides a wide range of legal services to businesses, corporations and individuals worldwide
from its offices in New York City, Garden City and Fort Lauderdale. The firm's practice areas include:
closely-held/family business practice; commercial foreclosure; commercial lending & finance;
condominium & cooperative services; construction; copyrights, trademarks & licensing; corporate,
mergers and acquisitions, & securities; creditors' rights, restructuring & bankruptcy; dispute
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resolution; domicile planning; employment; healthcare; landlord & tenant; lender finance;
litigation; marketing, advertising & promotions; not-for-profit; privacy, cybersecurity & technology;
real estate; secured lending, equipment & transportation finance; sports law; tax; and trusts &
estates.

This Alert is published solely for the interests of friends and clients of Moritt Hock & Hamroff LLP for
informational purposes only and should in no way be relied upon or construed as legal advice.
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