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In recent years, the Department of Justice (DOJ), along with the Securities and 

Exchange Commission (SEC), has been aggressively enforcing the provisions of the 

Foreign Corrupt Practices Act of 1977 (FCPA).  Late news involving a high profile 

company – Wal-Mart, the world’s largest retailer in terms of sales – that terminated its 

internal probe into bribery allegations in Mexico upon discovery of violations, brings 

the subject of illegal acts by companies back to forefront. 

The accounting profession has long been divided over its role in detecting illegal acts 

by clients, and rightly has maintained that auditors, after all, are not trained as 

detectives.  Accordingly, it has traditionally argued that any such responsibilities be 

tightly constrained, even as the financial statement-using public suffers from an 

exaggerated view of auditors’ role and must be disabused of that notion. 

For the past thirty-five years, U.S. Generally Accepted Auditing Standards (GAAS) 

have imposed limited duties on auditors relating to illegal acts by clients whose 

financial statements are under examination.  The current rule, AU Section 317, dates 

from 1989, and prescribes the nature and extent of the consideration auditors should 

give to the possibility of illegal acts by a client.  Essentially, the auditors’ obligations 

pertain only to those illegal acts that have material impact on the financial statements – 

e.g., those that could necessitate accruals of fines and legal expenses, or would trigger 

footnote disclosures. 
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Under this Standard, illegal acts are defined as “violations of laws or governmental 

regulations” and include “acts attributable to the entity whose financial statements are 

under audit or acts by management or employees acting on behalf of the entity.”  Thus, 

personal misconduct by company employees, not related to the company’s business 

activities, is outside the purview of this designation. 

Aside from AU Section 317 – which applies to audits of financial statements in 

accordance with both GAAS, for non-issuers, and the PCAOB’s interim standards, 

applicable to issuers – auditors of issuers are required to comply with additional audit 

requirements under Section 10A of the Securities Exchange Act of 1934, a provision that 

was added by the Private Securities Litigation Reform Act of 1995, which took effect in 

1996.  Under Section 10A, the term “illegal act” has a broader definition than that under 

AU Section 317.   

As set forth by Section 10A, illegal act “means an act or omission that violates any 

law, or any rule or regulation having the force of law.”  For instance, bribes made to 

foreign officials, similar to the allegations made against Wal-Mart, would be an illegal 

act under Section 10A, because it violates the anti-bribery provisions of the FCPA. 

Section 10A requires that the auditors perform procedures “to provide reasonable 

assurance of detecting illegal acts that would have a direct and material effect” on the 

financial statements.  Importantly, Sub-section 10A(b) mandates that certain responses 

be made to the SEC by both the auditor and the issuer to the extent that illegal acts that 

have a material and direct impact on the issuer’s financial statements are found or are 

suspected to have occurred. 

Although auditors of financial statements may, by virtue of their training, experience 

and history with the client, recognize that some acts that come to their attention may be 

illegal, the determination as to whether an act is in fact illegal is ultimately a legal 

judgment.  In general, the auditors’ ability to become aware of noncompliance with 

laws and regulations diminishes as such a departure becomes further removed from the 

events and transactions ordinarily reflected in financial statements.  The many laws and 
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regulations with which a business must comply do not necessarily impact its financial 

statements directly.  An example of such may include considerations of applicable tax 

laws and regulations that are integral to the conduct of any audit of a commercial 

enterprise. 

Although auditors are not trained in making legal interpretations and are not 

generally held to be knowledgeable experts regarding the various laws that their clients 

are subject to, they are held responsible for understanding the financial statement 

ramifications of violations of laws of which they become aware in the course of 

conducting audits.  Auditors must, in all cases, obtain an understanding of the nature of 

the client’s business, including the legal and regulatory framework applicable to the 

entity and the industry in which it operates, and how the entity is complying with that 

framework.  In obtaining this general understanding, auditors would be particularly 

alert to recognize that some laws and regulations might give rise to business risks that 

have a fundamental effect on the operations of the client, and thus potentially also on its 

financial statements. 

Normal audit procedures applied for the purpose of expressing an opinion on the 

client’s financial statements are not specifically designed to detect illegal acts.  For 

example, in the conduct of a financial statement engagement auditors read the minutes 

of board meetings, inquire of management regarding the company’s compliance with 

laws and regulations, inquire of legal counsel concerning litigation, contingencies and 

claims, and perform analytical reviews and substantive tests they deem necessary.  

Through these normal audit procedures, auditors may come across information, such as 

an investigation by a governmental agency that suggests that the company might have 

engaged in illegal activities.  Absent any specific knowledge that comes to the auditors’ 

attention, they are not required to perform further procedures aimed at the discovery of 

illegal acts. 

When an illegal act is suspected, however, it must be investigated for two distinct 

reasons.  First, the possible occurrence of an illegal act has obvious implications for the 



© Susan Cheng, Dr. Barry Epstein  4 

 

auditors’ consideration and evaluation of the issuer’s internal controls over its financial 

reporting process, which could result in changes to the nature, timing or extent of 

planned substantive auditing procedures, and would furthermore have reporting 

implications under Sarbanes-Oxley.   

Second, the expected or possible effects of the suspected illegal act would need to be 

considered in the context of the impact on the reporting entity’s financial statements – at 

the worst, an illegal act could jeopardize an entity’s continued existence, causing the 

auditors to conclude there is a need to include “going concern” language in the 

auditors’ report.   

Sub-section 10A(b) stipulates that when the issuer’s auditors become aware of an 

illegal act, whether or not it is perceived to have a material effect on the issuer's financial 

statements, the auditors should determine its possible impact on the issuer's financial 

statements, taking into consideration the possibilities of fines, penalties, and damages.  

In addition, the auditors should without delay communicate to management at a level 

higher than that at which an illegal activity is believed to be taking place and keep the 

board of directors or the audit committee, as appropriate, informed of the suspected 

illegal act, unless it is clearly inconsequential.  These responsibilities go beyond what is 

mandated under GAAS. 

With reference to an illegal act that is expected to materially impact the issuer's 

financial statements, the company's failure to take timely and appropriate remedial 

actions may force the auditors to modify the audit opinion – which may include issuing 

a disclaimer or even an adverse opinion.   

At the extreme, the company’s failure to take remedial actions – and the implications 

of such inaction – may obligate the auditors to withdraw from the audit engagement if 

the suspected illegal act is determined to emanate from the very highest level of the 

company’s oversight body.  Under such circumstances, the auditors should inform the 

board of directors immediately.  When this occurs, Sub-section 10A(b) also imposes on 

the board the obligation to notify the SEC no later than one business day after the 
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receipt of such report from the auditors and also provide the auditors with a copy of the 

notice the issuer has provided to the Commission.  If the board chooses to ignore its 

duty to report to the SEC, Sub-section 10A(b) stipulates that the auditors resign from 

the audit engagement or provide the SEC directly a copy of its report within the same 

time limit. 

Thus, auditors of issuers are charged with significantly greater responsibility for 

detecting and reacting to signs of possible illegal acts than are auditors of privately-held 

companies.  Auditors who fail to heed this professional obligation may be called to 

account if and when a client faces legal complications or the extinguishment of its 

business operations, a not uncommon consequence of financial reporting fraud or 

illegal acts. 
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