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With calendar year 2024 completed, US public companies with a December 31 fiscal 
year-end will be working to prepare their annual reports on Form 10-K for filing with the US 
Securities and Exchange Commission (SEC). Companies are encouraged to stay informed 
of the disclosure requirements and expectations for Form 10-K and other annual reporting 
obligations. In this article, we address the following topics: 

Drafting the Form 10-K

Preparers of the Form 10-K are encouraged to familiarize 
themselves with Form 10-K’s disclosure requirements, which 
incorporate SEC rules and regulations such as Regulation S-K, 
as well as relevant SEC guidance, learnings from enforcement 
actions, and other disclosure trends. 

Some key tasks that may warrant special attention include:

•	 Determining a company’s filer status and filing deadline

•	 Verifying and completing the Form 10-K cover page

•	 Updating the business, risk factors, and Management’s 
Discussion and Analysis of Financial Condition and Results of 
Operations (MD&A) sections for developments and trends 
in the company’s business and its markets during the most 
recently completed fiscal year, and

•	 Filing material contracts and other required information as 
exhibits and updating the exhibit index, as necessary.

New disclosures for the 2025 reporting season 

Companies with fiscal years ending December 31, 2024 or 
later are encouraged to note the following new disclosure 
requirements for their upcoming Form 10-K: 

•	 Filing as an exhibit a company’s policies and procedures for 
insider trading, as required by Item 408(b) of Regulation S-K 

•	 Disclosure of the timing of the grant of options or option-like 
awards while in possession of material nonpublic information 
(MNPI) as required by Item 402(x) of Regulation S-K, and

•	 Additional business segment information under Accounting 
Standards Update (ASU) 2023-07.

Other disclosure considerations for the Form 10-K

Public companies are also encouraged to consider topics 
that have been of recent or current interest to the SEC and 
investors and, if material to their businesses, provide necessary 
disclosures in the relevant sections of the Form 10-K. Such 
topics include:

•	 Cybersecurity

•	 Financial disclosures

•	 Climate-related matters 

•	 Artificial intelligence (AI)

Other annual reporting and compliance issues 

In addition to the disclosure obligations contained in Form 10-K 
and the proxy statement, the latter of which we will address in 
a future publication, companies are encouraged to prepare for 
other annual reporting obligations, such as those required by 
Form SD. 

Finally, the SEC has adopted certain technical changes to 
modernize its Electronic Data Gathering Analysis and Retrieval 
(EDGAR) filing system that will go into effect in 2025. We discuss 
steps that companies can consider taking now to prepare for 
that transition.
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Drafting the Form 10-K

Determine filer status and deadlines

Filer status
As an initial step, a company is encouraged to determine its filer 
status according to Rule 12b-2 of the Securities and Exchange Act 
of 1934, as amended (the Exchange Act), as it will determine the 
filing deadline and, in some cases, the level of disclosure required.

A Large Accelerated Filer meets the following criteria as of the 
end of its fiscal year: 

•	 Has a public float of at least $700 million as of the last 
business day of its most recently completed second fiscal 
quarter ( June 30, 2024, for calendar year-end companies)

•	 Has been an SEC-reporting company for at least 12 months

•	 Has filed at least one annual report on Form 10-K, and

•	 Is not a Smaller Reporting Company (SRC).

Filing deadline: Within 60 days following the end of the fiscal 
year (March 3, 2025, for calendar year-end companies).

An Accelerated Filer meets the following criteria as of the end 
of its fiscal year: 

•	 Has a public float of at least $75 million but less than $700 
million as of the last business day of its most recently 
completed second fiscal quarter

•	 Has been an SEC-reporting company for at least 12 months

•	 Has filed at least one annual report on Form 10-K, and

•	 Is not an SRC.

Filing deadline: Within 75 days following the end of the fiscal 
year (March 17, 2025, for calendar year-end companies).

A company that is neither a Large Accelerated Filer nor an 
Accelerated Filer, referred to as a Non-Accelerated Filer, must 
file Form 10-K within 90 days following the end of its fiscal year 
(March 31, 2025, for calendar year-end companies). 

For other SEC reporting deadlines, see our calendar showing 
SEC filing deadlines and financial statement staleness dates 
for 2025.

In addition, a company should determine whether it still 
qualifies as an Emerging Growth Company (EGC) and/or an 
SRC, which would allow it to make scaled or reduced disclosure. 

A company is an EGC if it had annual gross revenues of less 
than $1.235 billion during its most recently completed fiscal 
year. A company loses its EGC status upon the occurrence of 
any of the following:

•	 The end of the fifth fiscal year following its IPO

•	 The last day of the first fiscal year in which its annual gross 
revenue exceeds $1.235 billion

•	 The date it becomes a Large Accelerated Filer, or

•	 The date on which it has issued more than $1 billion in 
nonconvertible debt during the preceding three-year period.

An SRC is a company (other than an investment company, asset 
backed issuer, or a majority-owned subsidiary of a parent that 
is not an SRC) that:

•	 Had a public float of less than $250 million as of the last day 
of its most recently completed second fiscal quarter or

•	 Had less than $100 million in annual gross revenue during it 
last fiscal year and had either

•	 No public float or

•	 Less than $700 million in public float.

Any changes in Large Accelerated Filer, Accelerated Filer, or 
Non-Accelerated Filer status take effect on the last day of 
the fiscal year. Consequently, companies should consider 
whether they have maintained their filer status for fiscal year 
2024, as a change could have significant disclosure and timing 
implications for their Form 10-K, such as the requirement 
to include an auditor’s attestation report on the company’s 
internal control over financial reporting (ICFR). 
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Notably, companies that lose SRC status must cease using 
scaled SRC disclosures starting with the Form 10-Q for the first 
quarter of the subsequent fiscal year, while companies that 
qualify as SRCs can begin using scaled SRC disclosures in their 
upcoming Form 10-K.

Review information on Form 10-K cover page 

The cover page of Form 10-K contains a number of boxes that 
confirm certain information, including:

•	 Voluntary filer status 

•	 Compliance with filing requirements under Section 13 or 
15(d) of the Exchange Act during the previous 12 months 

•	 Filing of interactive data exhibits during the previous 
12 months 

•	 Filing of attestation reports regarding the effectiveness of 
ICFR under Section 404(b) of the Sarbanes-Oxley Act of 2002 
(Sarbanes-Oxley), and

•	 Shell company status. 

•	  Clawback checkbox requirement: 
As discussed in our previous DLA Piper client alert, 
companies must check a box to indicate whether the financial 
statements included in the filing reflect the correction of an 
error to previously issued financial statements. If any of the 
error corrections are restatements that required a recovery, 
or “clawback,” analysis under relevant stock exchange listing 
standards and Rule 10D-1 of the Exchange Act, a second box 
must be checked. The SEC staff has stated that a company 
must check the second box even if the company ultimately 
determines that no clawback of an incentive-based award 
was required after conducting the recovery analysis.

Companies are required to disclose other information on 
the cover page, some of which is not likely to change from 
year to year, such as the titles and classes of securities that 
are registered under the Exchange Act and their principal 
executive office addresses and telephone numbers. 

When completing the cover page, the preparer is encouraged 
to conduct the necessary internal inquiries to ensure the 
accuracy of the information.

Business section

Form 10-K preparers are encouraged to carefully review last 
year’s business section disclosure under Item 1 to determine 
whether updates are necessary to reflect new product 
or service offerings, completed or discussions regarding 
material acquisitions or dispositions, and regulations or 
changes in the competitive landscape that could materially 
affect their company’s operations. Reviewing the disclosures 
of a company’s competitors or peers may be instructive in 
identifying industry trends and regulatory developments that 
should be highlighted.

In recent years, many companies have expanded disclosure of 
how they use AI in their businesses to demonstrate innovation 
and potential strategic advantages. In light of the SEC’s recent 
focus on “AI washing,” as well as to reassure investors that 
appropriate oversight is in place, companies are encouraged to 
evaluate whether their AI-related disclosures are balanced and 
convey thoughtfulness about how the opportunities presented 
by these novel technologies are discussed. See the expanded 
discussion below under “Additional Disclosure Considerations.”

In addition, Item 101(c) of Regulation S-K requires companies 
to provide principles-based disclosure regarding the human 
capital measures or objectives on which they focus in 
managing their businesses, and many companies discuss 
programs and metrics related to the recruitment, retention, 
and development of their employees. 

Companies may consider whether any updates should be made 
to their human capital resources disclosure to not only reflect 
changes to the number of employees but also material changes 
to programs and initiatives impacting their workforce.
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Risk factors

Item 1A of Form 10-K, the risk factors section, requires 
companies to disclose the material factors that make an 
investment in the company’s securities speculative or risky. This 
section calls for regular and careful analysis of the risks faced 
by the company, which may change over time. The SEC has 
stressed that risk factor disclosures should concentrate on the 
materiality of the risk to the specific company. Companies are 
therefore encouraged to include risk factors that are tailored 
to the company, rather than generic risks applicable to all 
companies, unless the company is susceptible to such generic 
risk. Nevertheless, certain risks can have substantially similar 
impact on any company within a specific industry or geography 
or under common regulatory oversight. Companies often 
benchmark their risk factor disclosures against those of other 
companies in their industry to compare how peer companies 
describe the common challenges they face.

The annual filing of the Form 10-K presents an opportunity for 
a company to carefully reevaluate and update its risk factors 
to reflect any new or evolving risks, as well as update aspects 
of risk factor disclosure which have materialized and no longer 
represent just hypothetical risks. 

Key areas that may warrant risk factor disclosure for many 
companies in 2025 include:

•	 AI: Depending on how AI is integrated into a company’s 
products, services, markets, or day-to-day operations, or 
its potential exposure to AI-related technologies through 
vendors, customers, and other service providers, companies 
are encouraged to assess the nature, extent, and impact that 
AI-related risks may present for their businesses, including 
how regulatory developments in the AI space may impact 
a company’s plans for growth and expansion. Companies 
may also consider disclosing the potential for litigation or 
enforcement actions related to “AI-washing.” 

•	 Cybersecurity: To the extent a company has experienced 
cyber breaches, whether or not disclosed pursuant to 
Item 1.05 of Form 8-K, or has identified new and specific 
vulnerabilities to its information systems, it is encouraged 
to reassess its cyber risk factor disclosure to ensure that it 
captures all material risks. Companies are also encouraged 
to consider recent SEC enforcement actions that may warrant 
a change to existing disclosures, or reassessment of the 
approach taken to cybersecurity risk disclosures.  
Further, companies may consider recent SEC enforcement 
actions and evaluate whether their disclosures have 
the appropriate level of specificity and detail regarding 
cybersecurity risks.  
 

For example, in the current environment, a statement that 
a company’s systems “may be” rather than a statement that 
the systems “are” vulnerable to damage or interruption as a 
result of cybersecurity attacks may not be sufficiently clear 
and definitive to warn investors of the risks.

•	 Geopolitical events: The continuing effects of international 
conflicts, such as the war in Ukraine, conflicts in the Middle 
East, and tensions with China, and how such events have 
or may in the future impact the company’s business, may 
be reevaluated to determine whether any new disclosures 
are warranted, or whether existing disclosures should 
be updated. 

•	 Changing administration in the US: Consider disclosing 
any material risks related to the change in administration 
resulting from the 2024 US presidential election, including 
potential changes in economic policies, such as the proposed 
imposition of higher tariffs, as well as tax, healthcare, and 
labor policies and their possible effects on the business.

•	 Climate change: Consider monitoring any material climate-
related risks, including the physical impacts of climate events 
and risks caused by transitions to sustainable business 
practices and the costs related to compliance with regulatory 
or commercial requirements. Companies may also consider 
the impact of trying to balance stakeholder demands for 
more climate-related disclosure and initiatives against the 
potential relaxation of climate risk initiatives and regulation 
under a new presidential administration.

Accuracy and completeness of risk factors is an area of SEC 
enforcement focus. Companies are encouraged to consider 
whether any identified risks have actually materialized and, 
if so, whether risk factor updates are needed and whether 
materialized risks should be disclosed in the MD&A section of 
Form 10-K as a known trend, event, or uncertainty.

To understand shifts in risk factor disclosure trends, DLA 
Piper’s Corporate Data Analytics team analyzed risk factors 
included in Form 10-K filings by Russell 3000 companies for the 
fiscal years ended December 31, 2023 and December 31, 2024. 
A summary of the findings is included in Appendix A.
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MD&A

The MD&A section remains a primary area of focus for the 
SEC and requires the accurate presentation and discussion 
of the company’s financial performance and known trends, 
events, and uncertainties that may affect its financial 
condition and results of operations as required by Item 303 
of Regulation S-K. MD&A also requires a discussion of capital 
resources and liquidity, results of operations, and critical 
accounting estimates. 

Preparers are encouraged to consult SEC guidance when 
drafting their MD&A, including Release Nos. 33-6835, 33-8056, 
33-8350, and 33-9144, which provide information on the SEC’s 
expectations for MD&A disclosure. According to a report from 
Deloitte that examined comment letters issued by the SEC in 
connection with the filing reviews of Forms 10-K and 10-Q for 
the 12 months ended July 31, 2024 and July 31, 2023, comments 
related to MD&A and non-GAAP disclosure were included in 41 
percent and 36 percent of comment letters, respectively. 

Exhibits and exhibit index

Item 15 of Form 10-K requires a company to provide an exhibit 
index listing the documents filed with (or incorporated by 
reference into) the Form 10-K in compliance with Item 601 of 
Regulation S-K. As a general housekeeping matter, companies 
are encouraged to review the exhibit index each year and 
remove any exhibits that are no longer required to be filed. 
Examples of documents that should be reviewed to determine 
whether they may be removed include:

•	 Agreements related to debt securities or financings that have 
matured or are no longer outstanding

•	 Material commercial contracts that have expired or been 
terminated or completed, and

•	 Employment or incentive award agreements with executives 
who have left the company.

Companies may also consider whether there have been any 
recent changes in their organizational or capital structures 
that would necessitate updating the list of subsidiaries or the 
description of outstanding securities. 

For the 2024 fiscal year reporting season, Item 601 has been 
amended to require the filing as an exhibit of a company’s 
policies and procedures related to insider trading (see “New 
Disclosure Requirements for 2025” below). 

eXtensible Business Reporting Language (XBRL) 

Companies are encouraged to be mindful of the XBRL format 
tagging requirement for the cover page and disclosures 
regarding clawbacks, cybersecurity, Rule 10b5-1 trading 
plans, insider trading policies and procedures, and equity 
grant policies, as well as the financial statements and 
related schedules. 

In September 2023, the SEC issued a sample letter to 
companies regarding their XBRL and Inline XBRL disclosures 
that noted inconsistent or erroneous tagging in SEC filings, 
including periodic reports. Companies are encouraged to 
review their XBRL disclosure for consistency throughout Form 
10-K and compliance with the SEC’s rules and guidance.
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New disclosure requirements for 2025

As we discussed in our DLA Piper alert, on December 14, 2022, 
the SEC introduced disclosure requirements regarding: 

•	 Company policies for insider trading (Item 408(b) of 
Regulation S-K) and 

•	 Timing of the grant of options or option-like awards while in 
possession of MNPI (Item 402(x) of Regulation S-K).

These disclosures are required in connection with a Form 10-K 
filing that covers the first full fiscal year that begins on or after 
April 1, 2023 (October 1, 2023 for SRCs) and must be tagged in 
Inline XBRL. Accordingly, calendar year-end companies will be 
required to comply with these disclosure requirements for the 
first time in the 2024 Form 10-K. 

Under General Instruction G to Form 10-K, a company may 
instead incorporate by reference these new disclosures from 
a definitive proxy or information statement filed in connection 
with the election of directors, if the proxy or information 
statement is filed within 120 days following fiscal year end. 

Insider trading policies (Item 408(b)(1) of 
Regulation S-K)

Item 408(b)(1) requires companies to disclose whether 
they have adopted insider trading policies and procedures 
governing the purchase, sale, and/or other dispositions of the 
companies’ securities by directors, officers, and employees, 
or the companies themselves, that are reasonably designed 
to promote compliance with insider trading laws, rules and 
regulations, and any applicable listing standards. 

For most companies, this may be presented in the form of an 
insider trading policy (ITP). If a company has not adopted such 
policies and procedures, it is required to explain why it has not 
done so. 

A company is not required to describe the actual policies and 
procedures within the body of the annual report or proxy or 
information statement, as the SEC had originally proposed, 
but must instead file a copy of its insider trading policies and 
procedures (its ITP) as an exhibit to Form 10-K, as further 
detailed below.

Insider trading policies exhibit requirement 
(Item 408(b)(2) of Regulation S-K) 

If a company has adopted insider trading policies and 
procedures, under new Item 408(b)(2) of Regulation S-K, 
the company is required to file such written policies and 
procedures as an exhibit to its Form 10-K in compliance with 
Item 601(b)(19) of Regulation S-K. Under the rule, a company 
can satisfy this requirement if all of its insider trading policies 
and procedures are included in a code of ethics that is 
filed as an exhibit to its Form 10-K pursuant to Item 601(b)
(14) of Regulation S-K. While many companies’ ITPs include 
procedures related to preclearance of transactions by insiders 
and 10b5-1 plans, if those or other procedures are outside 
of the ITP, companies are required to assess whether those 
separate procedures may be captured by the new exhibit 
requirement. It is worth noting that, as described above, the 
disclosure requirement extends to insider trading policies 
and procedures governing the purchase, sale, and other 
dispositions of securities by the company itself.
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Similar to other Form 10-K disclosures, the new disclosures 
required under Item 408(b) of Regulation S-K are subject to the 
certifications of the company’s principal executive officer (PEO) 
and principal financial officer (PFO), as required by Section 302 
of Sarbanes Oxley, including the attestation as to the accuracy 
of the statements in the Form 10-K. Consequently, the PEO and 
PFO may face liability under Rule 13a-14 of the Exchange Act 
if the company’s disclosure proves to be false or misleading. 
For example, if a company files an ITP that does not accurately 
reflect its actual practices, the company, PEO, and PFO could 
face liability. Companies that have not adopted written insider 
trading policies and procedures may consider establishing and 
documenting them prior to the Form 10-K filing.

ITP disclosure trends

Many companies have voluntarily complied with the 
requirements under Item 601(b)(19) of Regulation S-K and 
filed their ITPs prior to the effectiveness of the new disclosure 
requirements. We reviewed the ITPs of 409 companies, 
including 179 companies with less than $2 billion in market 
capitalization, 139 companies with $2 to $10 billion in market 
capitalization, and 91 companies with greater than $10 billion in 
market capitalization that were filed with Forms 10-K between 
February 13, 2023 and September 30, 2024. 

Below are some observations:

•	 Almost all the ITPs applied to employees and family members 
in addition to officers and directors. 

•	 A substantial majority (approximately 82 percent) made 
trusts controlled or influenced by employees subject 
to the ITP. 

•	 Most ITPs excluded the exercise of options without 
associated sales from the ITP’s requirements and specified 
that the vesting and settlement of equity awards without 
associated sales, and the withholding of shares by the 
company for the payment of taxes or option exercise prices, 
are not subject to the ITPs’ requirements. 

•	 More than 90 percent of ITPs prohibited trading in the 
securities of another company when in possession of MNPI 
about that company, which remains important in light of 
recent SEC enforcement actions (including potential liability 
associated with “shadow” insider trading (see our prior 
DLA Piper client alert).

•	 Less than half of the ITPs limited “shadow trading” 
language to trading in the securities of companies with a 
business relationship with the insider’s company. 

•	 More than a quarter of ITPs impose blackout periods for all 
employees, as opposed to limiting blackout periods to trades 
by officers, directors, and/or certain employees who are likely 
to be in possession of MNPI. 

•	 For those companies with blackout periods:

•	 42 percent begin 14 to 15 days before the end of a 
fiscal quarter

•	 23 percent begin more than 15 days prior to the quarter’s 
end, and

•	 24 percent begin less than two weeks prior to the 
quarter’s end. 
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Disclosure of policies and practices related to 
the grant of certain equity awards (Item 402(x) 
of Regulation S-K) 

The SEC adopted Item 402(x) of Regulation S-K to address 
concerns regarding potential opportunistic timing of grants 
of stock options, stock appreciate rights (SARs), and similar 
instruments (option-like awards) in connection to the release of 
MNPI. Under Item 402(x)(1), a company must discuss its policies 
and practices on the timing of option-like awards in relation to 
the disclosure of MNPI by the company, including:

•	 How the board determines when to grant such awards 
(for example, whether such awards are granted on a 
predetermined schedule) 

•	 Whether and, if so, how the board or compensation 
committee takes MNPI into account when determining the 
timing and terms of such an award, and 

•	 Whether the company has timed the disclosure of MNPI for 
the purpose of affecting the value of executive compensation.

Item 402(x)(1) does not require a company to adopt policies 
and practices on the timing of option-like awards if it has not 
already done so, or to modify any such existing policies. It 
also does not require disclosure for policies and practices 
related to awards of restricted stock, restricted stock units, 
and other awards, although many companies may decide to 
voluntarily disclose their equity grant timing policies for all 
awards, even when it does not grant option-like awards. For 
more information regarding Item 402(x) and its implications for 
public companies, see this DLA Piper alert. 

If, during the last completed fiscal year, a company awarded 
options to a named executive officer (NEO) in the period 
beginning four business days before the filing of a periodic 

report on Form 10-Q or Form 10-K, or before the filing or 
furnishing of a current report on Form 8-K that disclosed MNPI 
(other than a current report on Form 8-K disclosing a material 
new option award grant under Item 5.02(e) of that form), and 
ending one business day after the filing or furnishing of such 
report, then pursuant to Item 402(x)(2)(i) of Regulation S-K the 
company must disclose in tabular format for each such award:

•	 The grant date

•	 The number of securities underlying the award

•	 The per-share exercise price

•	 The grant date fair value, and

•	 The percentage change in market price of the underlying 
securities between the closing market price one trading 
day prior to and the trading day immediately following the 
disclosure of MNPI.

Some companies have already provided disclosure that would 
comply with the disclosure requirements of Item 402(x)(1) 
regarding policies and practices related to the timing of grants. 
For example, in 2024, our review of the most recent proxy 
statements of the top 25 S&P 500 companies and the top 25 
Russell 3000 companies that were not in the top 25 of the S&P 
500 showed that more than half of those companies provided 
disclosure of their equity grant policies. 

In light of the required disclosures under Item 402(x), 
companies may consider adopting formal policies mandating 
that option-like awards (or all equity awards) be made during 
set times. They may also consider whether they have in place 
appropriate controls to capture and report whether equity 
grants to NEOs were made within the prescribed period under 
Item 402(x), and, if not, they may consider implementing 
such controls. 
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ASU 2023-07

In November 2023, the Financial Accounting Standards Board 
(FASB) adopted ASU 2023-07 to mandate additional disclosures 
of significant segment expenses and other segment disclosure 
items by public companies. Calendar year-end companies that 
provide segment reporting will be subject ASU 2023-07 for 
their 2024 Form 10-K. In addition, a company with only one 
reportable segment will be required to comply with all segment 
disclosures required in ASC 280, including the new disclosures 
under ASU 2023-07. Some of the key provisions of ASU 2023-07 
are described below. 

Under ASU 2023-07, companies must disclose for each 
reportable segment the significant segment expenses that 
are regularly provided to the Chief Operating Decision Maker 
(CODM) and included in the reported measure of a segment’s 
profit or loss. A company is required to identify the segment 
expenses that are regularly provided to the CODM or are 
“easily computable” from the information regularly provided to 
the CODM. If the expenses are determined to be “significant,” 
they must be disclosed as a significant segment expense. 

Significance is determined considering both qualitative and 
quantitative factors. Significant expenses may vary across 
individual reportable segments, and different measures of 
segment profit or loss can be used for different reportable 
segments if the CODM uses those measures to assess 
performance and allocate resources to segments. If segment 
expense is determined to be significant, the expense category 
and amount is required to be disclosed.

In addition to significant segment expenses, companies 
are required to disclose, for each reportable segment, the 
difference between reported segment revenue less significant 
segment expenses disclosed and the reported measure of a 
segment’s profit or loss. A quantitative disclosure describing 
the composition of the other segments items, such as the 
nature any type of the items, is also required, although a 
quantification of each item is not required. This disclosure is 
required even if there are no separately reported significant 
segment expenses.

Companies are encouraged to determine how the adoption of 
ASU 2023-07 may impact their segment disclosures in other 
sections of their Forms 10-K such as the business section or 
MD&A. ASU 2023-07 requires retrospective adoption (unless 
impracticable), so companies may also need to determine 
its impact to previously issued financial statements in Forms 
10-K and 10-Q in connection with registration statements 
and whether such filings need to be recast. In addition, if the 
adoption of ASU 2023-07 has resulted in material changes to 
ICFR, companies may choose to assess whether they need to 
be disclosed under Item 9A of Form 10-K.

Additional disclosure considerations

Cybersecurity disclosure 

The SEC’s cybersecurity disclosure rules, as discussed in our 
DLA Piper alert, require annual disclosure of cybersecurity 
risk management, strategy, and governance in Part 1, Item 
1C of Form 10-K. Calendar year-end companies first started 
complying with these disclosure requirements in their 2023 
Form 10-K. 

Cybersecurity disclosure and governance have been areas of 
focus for the SEC in the last several years. In remarks made 
on June 24, 2024, Erik Gerding, the former Director of the 
Division of Corporation Finance at the SEC, cited cybersecurity 
as a disclosure priority and noted that the SEC will review 
disclosures made under the cybersecurity rules to assess 
compliance, provide guidance, and improve disclosures. The 
SEC has commented on a pattern of generic and repetitive 
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cybersecurity disclosure and encourages companies 
to instead tailor their disclosure to reflect their specific 
cybersecurity processes, governance, practices, and risk 
management strategies. 

The SEC has also continued to bring enforcement actions 
against companies for failure to adequately describe the 
scope and impact of cyber incidents. On October 22, 2024, 
the SEC announced penalties totaling nearly $7 million against 
four technology companies it accused of downplaying the 
impact of certain publicized cybersecurity breaches. All four 
companies were charged with making materially misleading 
disclosures regarding cybersecurity risks and intrusions, 
and one company was additionally charged with disclosure 
controls and procedures violations. In a press release related 
to the enforcement actions, the SEC discouraged downplaying 
the extent of a material cybersecurity breach and warned 
against the use of hypothetical or generic risk factors in 
SEC disclosures when a company knows the risks have 
already materialized. 

However, with a change in presidential administration and the 
appointment of a new SEC Chairman in 2025, many observers 
believe that there will be a shift in enforcement priorities 
at the SEC, which may result in a less aggressive posture 
towards companies on cyber-related matters. Under the new 
administration, the SEC may possibly look to scale back some of 
the cybersecurity rule requirements. Despite this uncertainty 
regarding potential changes to the SEC’s approach towards 
cybersecurity matters, companies are encouraged to: 

•	 Avoid disclosing cybersecurity-related risks as hypothetical 
risks when those risks have already occurred 

•	 Describe cybersecurity incidents fully and accurately

•	 Refrain from describing known risks in generic terms, and 

•	 Review and reassess cybersecurity-related disclosure 
controls and cyber incident response plans.

Companies are also encouraged to consider other sections 
of the Form 10-K for which the disclosure of cybersecurity-
related information may be important, including the MD&A 
and business sections. For example, a company that has 
experienced a cyber breach may be required to discuss its past 
or expected impact on the company’s operations and financial 
performance when discussing material events, trends, and 
uncertainties in MD&A. 

Similarly, companies may consider discussing the regulatory 
implications of a cyber breach in the business section, such as 
describing any regulations regarding privacy or safeguarding 
customer information with which they must comply.

Establishing appropriate controls and procedures may also 
be important in ensuring the accuracy and timeliness of 
disclosures in the event of a cyber breach. Companies are 
encouraged to implement controls and procedures to facilitate 
the timely recording, processing, and communication of any 
cyber breaches. This will allow the appropriate personnel and 
management to assess the materiality of cyber-related events 
and the need for disclosure.

Financial reporting issues

In his June 2024 speech, former Director Gerding also noted 
that certain financial reporting topics, such as areas that 
involve judgment or where the FASB or the International 
Accounting Standards Board had recently issued accounting 
standards, would become areas of focus for the SEC. Some of 
these topics included:

•	 Segment reporting (see ASU 2023-07 and the 
discussion above) 

•	 Compliance with non-GAAP rules and regulations, and

•	 Critical accounting estimates disclosure in MD&A. 
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Non-GAAP disclosure

According to research conducted by DLA Piper Corporate Data 
Analytics, in the period from January 1, 2024 through December 
31, 2024, over 19 percent of the SEC comments to Forms 10-K 
filings related to non-GAAP financial measures and information. 
The importance of this topic may be further supported by the 
findings in the Deloitte report, which noted that the SEC staff’s 
comments continue to focus on the following issues related to 
non-GAAP disclosure:

•	 The prominence of non-GAAP measures

•	 Whether certain adjustments are potentially misleading

•	 Enhanced disclosure regarding the purpose and use of non-
GAAP measures

•	 Identification and clear labeling of non-GAAP measures

•	 The characterization of non-GAAP measures as liquidity or 
performance measures

•	 Reconciliation requirements

•	 The presentation of the income tax effect of non-GAAP 
adjustments, and

•	 Disclosures related to certain financial and operating metrics.

In light of the SEC’s continued focus on compliance with 
non-GAAP rules and related SEC guidance, companies are 
encouraged to:

•	 Develop or review the effectiveness of their non-GAAP 
policies, disclosures controls, and procedures 

•	 Pay careful attention to any adjustments, including 
identifying all necessary adjustments and consider whether 
any “one-time” items are truly non-recurring

•	 Confirm such adjustments are consistently measured from 
period to period, and 

•	 Analyze adjustments to confirm they are compliant with SEC 
rules and guidance.

Critical accounting estimates
The SEC provided guidance in Release No. 33-8350 
surrounding its expectations for the disclosure of accounting 
estimates in MD&A. According to the release:

[w]hile accounting policy notes in the financial 
statements generally describe the method used to 
apply an accounting principle, the discussion in MD&A 
should present a company’s analysis of the uncertainties 
involved in applying a principle at a given time or the 
variability that is reasonably likely to result from its 
application over time.

In comment letters, SEC staff often directs companies to 
address how uncertainty related to such estimates may impact 
their consolidated financial statements. In some cases, the SEC 
asked companies to explain how estimates and/or assumptions 
changed over time. 

Therefore, companies are encouraged to ensure that disclosure 
related to critical accounting estimates and assumptions 
does not simply repeat the significant accounting policy 
disclosure, but instead supplements that disclosure by 
including quantitative and qualitative information related to 
the estimation uncertainty. A company is also encouraged to 
address why its accounting estimates and assumptions may 
change over time. Other issues that it may discuss include:

•	 How it arrived at the estimate or assumption

•	 The past accuracy of the estimate or assumption

•	 How much the estimate or assumption has changed in the 
past, and 

•	 The likelihood for future change.
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Climate disclosure 

As we discussed in this DLA Piper alert, on April 4, 2024, the 
SEC issued an order voluntarily staying the climate-related 
disclosure rules (Climate Rules) which had previously been 
adopted on March 6, 2024. The stay is pending completion 
of judicial review of consolidated challenges to the Climate 
Rules by the Court of Appeals for the Eighth Circuit. As 
discussed earlier, with the appointment of a new SEC chairman, 
there may be less focus on climate and ESG-related issues 
than we observed under the Biden Administration and 
Chairman Gensler. 

Nevertheless, companies would still be subject to other 
rules and SEC guidance regarding the disclosure of material 
risks, including climate-related risks, and failure to provide 
information or making misleading statements regarding 
climate-related risks or opportunities could expose companies 
to liability under federal securities laws. As the SEC noted in 
its 2010 guidance, companies may be required to disclose 
material climate-related information regarding the impact of 
state and foreign regulations, business trends, and the physical 
effects of climate change in various sections of their Form 10-
K, including the business, legal proceedings, risk factors, and 
MD&A sections. 

Stakeholders, such as investors, employees, and customers, 
including those in foreign jurisdictions that are subject to 
mandatory climate reporting, may also pressure companies 
to publicly disclose climate-related data, such as greenhouse 
gas emissions and risks posed by climate change. Some 
institutional investors continue to support 

ESG initiatives and may continue to urge companies to 
provide voluntary disclosure of climate-related risks. Failure 
to provide this information, even if not mandated by the SEC, 
could result in companies receiving proposals by activist 
shareholders to make certain disclosures or to take certain 
climate-related actions. Further, directors at companies that 
fail to address their climate-related risks may be subject to “no” 

or “withhold” votes in connection with their elections or could 
be subject to proxy fights, which may receive the backing of 
institutional investors.

Any voluntary disclosures that are made in a company’s SEC 
filings, including its Form 10-K, would be subject to anti-fraud 
and other liability provisions under securities laws. Even 
if the SEC is not actively pursuing climate- or ESG-related 
claims, enforcement actions may still be brought for false 
or misleading disclosures in Forms 10-K. As an example, on 
September 10, 2024, the SEC brought charges against Keurig 
Dr Pepper Inc. (Keurig) for making inaccurate statements 
in its annual reports regarding the recyclability of its K-Cup 
pods in violation of Section 13(a) of the Exchange Act and Rule 
13a-1 thereunder. Shareholders may also bring securities 
and other fraud claims for a company’s material climate-
related statements. 

AI

AI has significantly impacted many industries and has garnered 
attention from investors, other stakeholders, and regulators, 
including the SEC. Although Form 10-K does not prescribe 
specific disclosure regarding a company’s use of or involvement 
with AI, companies are encouraged to consider whether AI 
has impacted or could potentially impact their business in a 
material way that would warrant disclosure under the SEC’s 
rules, such as in the business or risk factors sections of their 
Form 10-K. To the extent that a company determines that AI is 
material to its business, it is encouraged to ensure that its AI-
related disclosures are accurate and complete. When crafting 
AI disclosure, companies may consider:

•	 Providing a clear representation of their AI capabilities, 
including substantiated details regarding how AI is or is 
being integrated into their operations or products 

•	 Disclosing operational, ethical, and cybersecurity risks in the 
business, risk factors, and MD&A sections, as appropriate, 
detailing how they are identified, assessed, and managed 
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•	 Disclosing the financial impact of material AI initiatives, 
including any revenue generated, cost savings achieved, or 
investments made in AI technologies, and 

•	 Discussing the ethical considerations and governance 
frameworks surrounding their use of AI, including policies 
on data privacy, bias mitigation, and the ethical use of AI 
technologies and the oversight mechanisms that they have in 
place to ensure responsible AI usage.

Other annual reporting and  
compliance issues

Form SD

Pursuant to Rule 13p-1 under the Exchange Act (the Conflict 
Minerals Rule), companies that manufacture or contract to 
manufacture products containing conflict minerals may be 
subject to reporting under Section 1 of Form SD. Companies 
subject to the Conflict Minerals Rule are required to file Form 
SD, Section 1 no later than May 31 after their most recent 
calendar year. In 2025, the Form SD is due no later than June 2, 
as May 31 falls on a Saturday. 

Pursuant to Rule 13q-1 under the Exchange Act, public 
companies that engage in the commercial development of oil, 
natural gas, or minerals or the acquisition of a license for such 
activities must furnish an annual report on Form SD, Section 
2, with the SEC that discloses in an exhibit payments made to 
the US federal government or foreign governments for the 
commercial development of oil, natural gas, or minerals in 
its last fiscal year. The Form SD, Section 2 must be filed 270 
days after a company’s most recently completed fiscal year 
(September 29, 2025, for calendar year-end companies). A 
company that is subject to the reporting regime of another 
jurisdiction that the SEC deems to be equivalent to the 
reporting required by Form SD may satisfy its disclosure 
requirement by attaching the report required under such other 
jurisdiction instead. 

Preparing for EDGAR Next

On September 27, 2024, the SEC adopted certain technical 
changes to its EDGAR filing system, referred to as EDGAR 
Next, to improve its security, enhance filers’ ability to manage 
their EDGAR accounts, and modernize connections to EDGAR. 
EDGAR Next requires filers to authorize and designate 
individual account administrators and to take certain actions 
to manage their accounts through such administrators. EDGAR 
Next will also add optional Application Programming Interfaces 
(APIs) to allow filers to make submissions, retrieve information, 
and perform management tasks on a machine-to-machine 
basis to increase the efficiency of interactions with EDGAR.

Individuals who are designated as EDGAR account 
administrators are required to present individual account 
credentials obtained from Login.gov and complete multifactor 
authentication to access EDGAR accounts and to make filings. 
A filer must authorize at least two individuals as account 
administrators (one is permitted if the filer is an individual or 
single-member company). In addition to managing the filer’s 
account, the account administrator must:

•	 Confirm annually on EDGAR the individuals and entities 
authorized to act on a filer’s behalf and that the information 
on the EDGAR dashboard is accurate

•	 Maintain accurate and current information on EDGAR 
concerning the filer’s account, and

•	 Maintain information relevant to the ability to access the 
filer’s EDGAR account.

On March 24, 2025, EDGAR Next will become effective. On that 
date, existing filers will be able to obtain access by enrolling on 
the EDGAR dashboard. New filers or those filers who are unable 
to enroll will be required to complete an amended Form ID, 
which will be modernized to reflect EDGAR Next’s changes, to 
gain access. Once a filer is enrolled or has been granted access, 
the filer will be able to file and take other actions on EDGAR 
using the optional APIs.
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To enroll, a company that is an existing filer would choose 
an account administrator to log into the EDGAR dashboard 
and provide the company’s Central Index Key (CIK), CIK 
Confirmation Code (CCC), and passphrase and information 
regarding any other account administrator, including such 
person’s name, email address, business address, and 
telephone number. The enrolling account administrator would 
also provide the annual confirmation date (March 31, June 
30, September 30, or December 31) by which the company 
would confirm the accuracy of the information regarding the 
company’s EDGAR account on the dashboard.

Beginning September 15, 2025, filers must comply with all 
EDGAR Next rule and form amendments. Legacy EDGAR access 
codes will be deactivated for filing, but will remain available 
until December 19, 2025 to allow any filers who have not 
enrolled by the compliance date to reset needed codes and 
submit their enrollment. Between September 15, 2025 and 
December 19, 2025, filers who have not enrolled and need to 
make a filing may enroll on the dashboard.

Beginning December 22, 2025, existing filers who do not have 
access to EDGAR Next will be required to submit the amended 
Form ID to request access to file and take other actions on 
their accounts. 

Although companies will have several months before they are 
required to comply with EDGAR Next, they may consider taking 
the following steps now:

•	 Coordinate with financial printers or software providers 
through which the company makes EDGAR filings to 
learn about changes to their procedures in response to 
EDGAR Next

•	 Participate in the beta environment to become familiar with 
the dashboard 

•	 Identify and document all CIKs, CCCs, and passphrases for 
the EDGAR Next enrollment process

•	 Decide which company personnel they will authorize as 
account administrators

•	 Obtain powers of attorney, as necessary, for those officers 
and directors who file beneficial ownership reports pursuant 
to Section 16 and/or 13 of the Exchange Act (Section 
16 filers) for whom they will serve as EDGAR account 
administrators, and

•	 Communicate EDGAR Next’s changes to the Section 16 filers.

As companies that agree to file reports on behalf of their 
officers and directors can be held liable for contributing to 
those individuals’ failures to make the necessary Section 16 
and Section 13 filings, companies are encouraged to prepare 
to comply with EDGAR Next and implement adequate controls 
and procedures to help ensure that filings are made on a 
timely basis, including confirming that they and the relevant 
service providers have collected and filed all of the information 
necessary to comply with EDGAR Next. 

Conclusion

Depending on the size of an organization and the working 
group tasked with drafting the Form 10-K and preparing other 
annual disclosures, an early start is encouraged to ensure 
compliance with the existing and new rule requirements and 
the timely filing of your annual report and other required 
disclosures. In addition, an early start to this process 
may facilitate important discussions with the company’s 
auditor, helping ensure timely resolution of potential issues 
without compromising the company’s filing deadline. 
Becoming familiar with recent Form 10-K disclosure trends, 
benchmarking disclosures of companies in your peer group, 
and understanding investors’ expectations with respect to your 
business may be instructive in helping to determine materiality 
and to craft appropriate disclosure that complies with SEC 
requirements and meets investor expectations. 
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its nature is collected and analyzed using judgments, assumptions, and other limitations. The data we analyze may be inaccurate or incomplete, and data analysis tools and algorithms 
may fail to perform as expected, resulting in inaccuracies. We expressly disclaim the accuracy, adequacy, or completeness of any data and shall not be liable for any errors, omissions, 
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RANK 
(GREATEST 

YEAR-
OVER-YEAR 
CHANGE)

DEDICATED  
RISK FACTOR

NUMBER OF 
FORMS 10-K 

FILED IN 2024 
INCLUDING RISK 

FACTOR

PERCENT OF FORMS 
10-K FILED IN 2024 
INCLUDING RISK 

FACTOR

NUMBER OF FORMS 
10-K FILED IN 2023 
INCLUDING RISK 

FACTOR

YEAR-OVER-YEAR 
CHANGE

INCREASE OR 
DECREASE

1 Bank failures 270 9.3 percent 126 114.3 percent

2
Lack of deposit 
insurance

305 10.5 percent 197 54.8 percent

3 COVID-19 1,138 39.1 percent 2,181 -47.8 percent 

4

Federal Deposit 
Insurance 
Corporation (FDIC) 
requirements

211 7.3 percent 148 42.6 percent

5
High risk/illiquid 
sources of funding

198 6.8 percent 167 18.6 percent

6 Supply chain 643 22.1 percent 766 -16.1 percent

7

Restructuring is 
costly, and may not 
yield anticipated 
benefits

280 9.6 percent 239 17.2 percent

8
Divestitures and 
discontinued 
operations

173 6 percent 150 15.3 percent

9

Dependence 
on third party 
grants, funding, or 
financing

389 13.4 percent 342 13.8 percent

10
Adverse effects of 
stock repurchase 
program

410 14.1 percent 362 13.3 percent

Appendix A

Top ten Form 10-K risk factors

Year-over-year changes in top 200 risk factors reported by Russell 3000 companies

January 1, 2023 through December 31, 2024
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