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Abstract

This paper shows how the failure to monitor for 
and prevent off-channel communications poses risk 
to traditional depository institutions that are not 
subject to the jurisdiction of securities-law regulators 
and shows how those institutions can mitigate that 
risk. US securities regulators have cracked down on 
broker-dealer, investment-adviser and futures com-
mission merchant employees’ use of unapproved 
personal devices and applications for business com-
munications, imposing over US$2.8bn in penalties 
between December 2021 and April 2024. How-
ever, because there have not, at the time of writing 
this paper, been similar enforcement actions against 
traditional depository institutions that do not have 
securities affiliates, many traditional banks without 
securities affiliates have continued with business as 
usual. Nonetheless, the OCC has recognised that 
electronic communications can constitute records 
that must be retained pursuant to specific rules and 
that banks’ failure to maintain adequate record 
retention systems in general can create significant 
reputation, transaction, credit and compliance risks. 
This paper aims to illuminate those risks and 
offers suggestions about how to address them.

Keywords:  off-channel communications, 
business communications, personal 
devices, text messaging, record keeping, 
e-communications surveillance

DOI: 10.69554/RDJK5791

INTRODUCTION
The purpose of this paper is to show how 
the failure to monitor for and prevent off- 
channel communications poses risk to tra-
ditional depository institutions that are not 
subject to the jurisdiction of securities-law 
regulators and how those institutions can 
mitigate that risk.

Starting in late 2021, US securities reg-
ulators began a wave of crackdowns on 
broker-dealer, investment-adviser and futures 
commission merchant1 employees’ use of 
unapproved personal devices and applications 
for business communications. Enforcement 
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sweeps by the Securities and Exchange 
Commission (SEC) and the Commodity 
Futures Trading Commission (CFTC) led 
to charges against scores of firms for failing 
to reasonably supervise their employees’ use 
of these unapproved communications chan-
nels, yielding over US$2.8bn in penalties 
between December 2021 and July 2024.2 
During this same time period, the Financial 
Industry Regulation Authority (FINRA) 
brought over 25 enforcement actions against 
individual registered representatives and at 
least one action against a broker-dealer.3 As  
a result, only the most risk-seeking — or 
foolhardy — securities firms are still rely-
ing on pre-2021 controls to prevent the use 
of unapproved electronic communications 
channels and using similar antiquated tools 
to preserve business-related communications.

There have not, at the time of writ-
ing this paper, been similar enforcement 
actions against traditional depository insti-
tutions that do not have affiliated SEC or 
CFTC registered broker-dealers, investment 
advisers or futures commission merchants. 
Accordingly, many traditional banks with-
out broker-dealer, investment-adviser or 
CFTC-registered affiliates have continued 
with business as usual, relying on the fact 
that the laws and regulations enforced by the 
SEC and CFTC do not pertain to them.

Traditional banking institutions may 
not realise the extent of the risk that such 
complacency poses. The failure to monitor 
employees’ off-channel communications 
may allow employee policy violations to go 
undetected, customers to be defrauded and 
crucial communications to be lost. Should 
a bank receive a subpoena, the Department 
of Justice (DOJ) and Federal Trade Com-
mission (FTC) have recently made explicit  
that they expect a recipient to preserve 
and produce off-channel messages that the 
recipient might not otherwise be monitor-
ing or collecting — on the pain of spoliation 
sanctions if such communications are not 
preserved.4 And if a bank finds itself the 

subject of a DOJ investigation, the prosecu-
tors will evaluate the company’s compliance 
programme in part by how it deals with 
such messages.5 Finally, it is not far-fetched 
to expect prudential banking regulators to 
deem a failure to preserve such communica-
tions to be an unsafe banking practice.6

This paper aims to illuminate those risks 
and offers suggestions about how to address 
them. In addition, the paper shares insights 
on how to perform continuous assessments of 
the corporate communications compliance 
programme, to help ensure regulatory and 
reputational risk is appropriately managed.

BACKGROUND OF OFF-CHANNEL 
COMMUNICATIONS ENFORCEMENT 
ACTIONS: US$2.8BN IN PENALTIES  
IN TWO AND A HALF YEARS
When this paper refers to off-channel messages 
on unapproved platforms, it means business- 
related communications7 sent via SMS text 
message or a similar electronic communi-
cation platform (such as iMessage, WhatsApp 
or Signal) using employees’ personal mobile 
phone or tablet.8 Prior to December 2021, 
financial institutions did not routinely moni-
tor or preserve communications sent through 
employees’ personal devices.9

The recent off-channel communications  
settlements reveal that banks and broker- 
dealers have long had policies prohibiting 
employees from using unapproved commu-
nications channels on their personal devices 
to communicate about business, but prior to 
December 2021, these policies went largely 
unenforced.10 Indeed, in many cases, senior- 
level supervisors — ‘the very people respon-
sible for supervising employees to prevent 
this misconduct’ — themselves routinely sent 
business-related communications using their 
personal devices.11 Much of this off-channel 
communication through personal devices 
may have occurred during the COVID-19 
pandemic, when many employees found 
themselves working from home, but the 
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settlements reveal that securities personnel 
were communicating off-channel about 
business even before the pandemic, and the 
practice did not necessarily stop when they 
returned to the office.

It has long been clear that various securi-
ties rules and regulations required securities  
firms to preserve off-channel business- 
related communications, even if they were 
sent on personal devices. SEC Rule 17a-
4(b)(4), adopted under Section 17(a)(1) of 
the Securities Exchange Act, requires that 
broker-dealers preserve in an easily acces-
sible place ‘originals of all communications 
received and copies of all communica-
tions sent [. . .] by the member, broker or 
dealer [. . .] relating to its business as such’.12 
Although originally drafted to apply to 
paper correspondence, the SEC has applied 
this rule to e-mail and Internet communica-
tions since 1997.13

Regulations applicable to investment 
advisers and CFTC registrants impose sim-
ilar obligations, although they are narrower 
than the SEC Rule. Advisers Act Rule 204-
2(a)-7 requires investment advisers to make 
and keep certain books and records relat-
ing to their investment advisory business, 
including, among other things (and subject 
to certain exceptions):14

[o]riginals of all written communications 
received and copies of all written commu-
nications sent by such investment adviser 
relating to: (i) Any recommendation made 
or proposed to be made and any advice 
given or proposed to be given; (ii) Any 
receipt, disbursement or delivery of funds 
or securities; (iii) The placing or execution 
of any order to purchase or sell any security 
[. . .]; or (iv) [. . .] the performance or rate 
of return of any or all managed accounts 
[. . .] or securities recommendations.

CFTC Regulation 1.35(a)(1) sets forth 
some of the books and records that are 
required to be created and maintained by 

CFTC registrants, including ‘all oral and writ-
ten communications provided or received 
concerning quotes, solicitations, bids, offers, 
instructions, trading, and prices that lead 
to the execution of a transaction in a com-
modity interest’ whether transmitted by 
telephone, voicemail, facsimile, instant mes-
saging, chat rooms, electronic mail, mobile 
device or other digital or electronic media.15

There are no such rules or regulations 
pertaining to federally registered banks 
standing alone — that is, banks that do not 
have affiliated broker dealers, investment 
advisers or CFTC registrants — so there is 
no history of recent enforcement actions in 
this space. However, there had been more 
than a dozen SEC and FINRA enforcement 
actions prior to December 2021, finding 
that a broker-dealer or its personnel violated 
applicable rules by communicating about 
business using unapproved, off-channel 
platforms that went unpreserved.

What changed in December 2021 was 
the size of the penalties imposed. Just one 
year prior, in September 2020, the SEC 
imposed a US$100,000 penalty against  
JonesTrading Institutional Services for fail-
ing to preserve business-related text messages 
sent or received by several of its registered 
representatives on their personal devices in 
violation of the same recordkeeping rules.16 
Prior to December 2021, the largest relevant 
recordkeeping penalty ever imposed by the 
SEC had been US$15m.17

In the face of this precedent, the com-
bined US$200m fine imposed by the SEC 
(US$125m) and CFTC (US$75m) on 
JPMorgan Securities in December 2021, for 
failing to preserve off-channel communica-
tions and failing reasonably to supervise its 
employees’ communications practices, sent a 
shockwave through Wall Street.

Gurbir Grewal, the SEC’s Director of 
Enforcement, has defended the size of this 
penalty as necessary for deterrence, claim-
ing that the much smaller prior penalties did 
not work. But rather than examining firms 
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to see whether that massive penalty had the 
desired deterrent effect, the SEC and CFTC 
went on to impose more than US$2.8bn in 
fines on at least 55 other firms,18 largely for 
actions preceding the JP Morgan Securities 
settlement.19

Together, these settlements recognise 
that virtually all employees at the settling 
broker-dealers, investment advisers and 
CFTC-registrants across Wall Street used 
their personally owned devices to send  
business-related text messages, despite these 
firms’ policies and procedures prohibit-
ing the same. The settling firms generally 
admitted the widespread and pervasive use 
of unapproved messaging platforms like 
text messages and WhatsApp on personally 
owned devices for business-related messages. 
They admitted that in many cases, senior per-
sonnel who were responsible for supervising 
others’ compliance with these recordkeeping 
rules themselves used unapproved mes-
saging platforms. And they each agreed to 
retain a compliance consultant to review 
their off-channel communications-related 
policies and procedures, training, detective 
controls, technological solutions, preventa-
tive controls, incorporation into traditional 
surveillance, and disciplinary framework.20

SEC Commissioner Mark T. Uyeda has 
criticised the agency’s enforcement actions in 
this space, arguing that ‘insufficient clarity’ 
regarding what constitutes a business-related 
communication may have resulted ‘in a lack 
of understanding, and potentially fair notice, 
of novel interpretations that the SEC has 
undertaken’ in these enforcement actions.21 
He further described the penalty amounts as 
‘astonishing, particularly since no investor 
harm has been identified’.22

These settled enforcement actions 
demanded the attention of in-house lawyers 
and compliance officers at securities firms. 
But in-house lawyers and compliance officers 
at traditional and non-traditional banks 
should take note as well, so that they too 
are not surprised if their regulators and law 

enforcement agencies interpret the bank-
ing rules to also require the prevention or 
preservation of off-channel communications 
on personal devices and impose similarly 
eye-popping penalties for activity that has 
long been (at least implicitly) accepted.

WHY IT IS IMPORTANT FOR BANKS 
THAT DO NOT HAVE AFFILIATED 
SECURITIES FIRMS TO PREVENT 
AND/OR PRESERVE OFF-CHANNEL 
COMMUNICATIONS
Banks without affiliated broker-dealers, 
investment advisers or CFTC registrants 
should also be concerned about off-channel 
communications. Although federal banking 
regulators have not issued prescriptive rules 
regarding the preservation of all business- 
related communications, along the lines of 
those rules applicable to securities firms, the 
Office of the Comptroller of the Currency 
(OCC) has recognised that electronic com-
munications can constitute records that must 
be retained pursuant to specific rules.23 And 
the OCC has recognised that the failure of 
banks to maintain adequate record retention 
systems in general ‘can create significant 
reputation, transaction, credit and compli-
ance risks’.24

Unpreserved business-related communi-
cations present these legal, compliance, credit 
and reputational risks, which should be miti-
gated. Similar to the cache of state and federal 
laws and regulations governing consumer 
privacy that were promulgated in the wake 
of the Financial Services Modernization Act 
of 1999, it should be no surprise if state and 
federal banking regulators begin to consider 
whether specific rules should be put in place 
to evaluate the controls banks have to ensure 
employees are not engaged in communi-
cations that are outside the banks’ covered 
communication channels.

Prudential regulators could interpret the 
requirements of safety and soundness to 
require banks to prevent and/or preserve 
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off-channel internal communications or 
communications with the public.25 Even if 
regulators do not deem the failure to pre-
serve such communications to be a safety or 
soundness issue, the prevalence of off-channel 
communications creates risks for a bank:

	1.	 the risk that important decisions will not 
be documented;

	2.	 the risk that employees may commit mis-
conduct in communications that the bank 
is not aware of — whether that be policy 
violations like password sharing or crimi-
nal conduct like defrauding the bank or its 
customers; 

	3.	 the risk that documentation necessary for 
civil litigation or subpoena compliance 
will not be preserved. To this point, the 
DOJ and FTC have recently made explicit 
that they expect a recipient to preserve 
and upon request to produce off-channel  
messages that the recipient might not  
otherwise be monitoring or collecting — 
on the pain of spoliation sanctions if such 
communications are not preserved;26 and

	4.	 if a bank finds itself the subject of a DOJ 
investigation, the prosecutors will evaluate 
the company’s compliance programme in 
part by how it deals with such messages.27

Banks do maintain communications now, 
and they need to incorporate off-channel 
communications into that regime. The idea 
of maintaining bank records is not foreign 
to banks. Document retention rules have 
been in place for many years and regulators 
routinely review a bank’s compliance with 
records retention requirements. In fact, both 
federal and state law mandate strict adherence 
to specific document retention timeframes.

Today, although not specifically required 
by rule or regulation to preserve all  
business-related communications, banks with
out affiliated broker-dealers, investment 
advisers or CFTC registrants would benefit 
from including off-channel communications 
in their scope of compliance and legal risk 

management. Developing and implementing 
policies and procedures to cover employees’ 
off-channel communications can help ensure 
that employees are aware of the boundaries the 
bank has established for using such communi-
cation tools. Establishing such a policy, which 
will be monitored and audited, will demon-
strate the importance the bank attributes to 
ensuring that customer communications are 
consistent with the bank’s expectations.

Banks currently make efforts to monitor 
and remain aware of employees’ commu-
nications. It is just as important to monitor 
and be aware of off-channel business-related 
communications. Consistent with regula-
tory requirements and expectations, banks 
are familiar with creating policies concern-
ing communications between employees, 
their customers and prospective customers. 
These communications include written and 
verbal disclosures, e-mail and text mes-
sages and other communication methods. 
These communication methods are typ-
ically subject to monitoring because they 
are within the bank’s infrastructure. How-
ever, with the explosion of communication 
devices and platforms, coupled with the fact 
that many employees are working off-site 
since the advent of COVID-19, the use of 
non-authorised or non-bank-managed com-
munication channels that are outside the 
bank’s infrastructure has increased exponen-
tially. As a result, it is becoming increasingly 
more difficult to know whether employees 
are engaging in conversations that are incon-
sistent with the bank’s requirements.

The fact that the securities regulators 
have focused and continue to focus on the 
risks associated with off-channel communi-
cations should be a wake-up call for banks 
without affiliates subject to such regula-
tions. The risks of customers being adversely 
impacted via off-channel communications 
are real. And the fines levied against institu-
tions without effective controls to mitigate 
such risks have been substantial. Thus, it is 
only a matter of time before the banking 
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regulators will begin to hold banks without 
securities affiliates to the same standards.

HOW CAN BANKS ADDRESS  
THIS RISK?
To develop a comprehensive communica-
tions compliance programme, firms should 
focus on assessing their communications 
framework — starting with necessary policy 
updates and review of business channels — to 
determine what restrictions are appropriate 
to optimise their retention and monitoring 
capabilities.

Another important factor for firms to 
focus on is conduct risk (or lack thereof ). 
Comprehensive assessments frequently reveal 
the need to adjust for e-communications by 
enhancing internal policies and procedures, 
implementing new training and awareness 
activities and adapting monitoring tools to 
these new channels.

Given the concerns on hand and the con-
stant catch-up game that the industry is playing 
with emerging communications technolo-
gies, the time to act is . . . ​yesterday. When 
Apple launched the first-generation iPhone 
in June 2007, few anticipated how quickly 
‘smartphones’ would become a necessity. As 
adoption spread, smartphone users flocked to 
an ever-increasing array of communications 
tools, such as SMS, WhatsApp, WeChat, 
Facebook Messenger, Twitter Direct Mes-
sages, SnapChat, GChat, FaceTime, voice 
messaging, etc., which progressively displaced 
e-mail and voice calls on traditional phone 
lines. The enduring increase in remote work-
ing triggered by the COVID-19 pandemic 
further accelerated this transition.

For financial services firms, the flexible 
working trend has had far-reaching con-
sequences, putting regulatory demands in 
direct conflict with the needs of tech-savvy 
clients and employees. On a trading floor, staff 
are surrounded by posters reminding them to 
refrain from using their personal phones on 
the floor. The business risk manager and/or 

the compliance officer is sitting nearby and 
will not shy away from slapping a wrist due 
to non-compliance. However, when operat-
ing outside such a controlled environment, 
an employee is more likely to make a call 
from their personal phone or to WhatsApp/ 
WeChat message a co-worker. Indeed, with 
more staff working from home, and in some 
cases a shared apartment, work and life 
boundaries blurred, and firms started noticing 
a dip in communication volumes on approved 
corporate communication channels.

This transition to off-channel commu-
nications is a significant development that 
suggests that the quality of regulatory com-
pliance is now largely dependent on voluntary 
employee compliance. Whereas the com-
munication platform integrated into most 
trading platforms originally managed to pre-
serve a complete record of trading activity, 
the reality today is that most organisations 
may have incomplete communications data, 
and their ability to analyse trades and orders 
may be significantly diminished.

With this backdrop, recent scrutiny by 
US, UK and German regulators was to be 
expected, and these developments should 
be of equal concern to the financial services 
industry, even if the solutions are not par-
ticularly straightforward.

Although there is not any one single tool, 
like clear policies or frequent training, that 
will put an end to the practice of sending mes-
sages on unapproved channels, the SEC has 
telegraphed the seven areas that it thinks firms 
should assess. They are the same seven areas 
that each settling firm’s consultant is directed 
to review in the JP Morgan settlement and the 
subsequent settlements. Every financial insti-
tution should itself, or with the assistance of 
counsel or consultants, evaluate these areas:

Policies and procedures
While most firms have policies and 
procedures in place, they may not be com-
prehensive enough. Policies and procedures 
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must be clear about what is permitted and 
what is prohibited, and the category of busi-
ness communications to retain should be as 
broad as SEC Rule 17a-4(b)(4). Some firms 
will make exceptions for administrative or 
logistical communications (eg ‘I’m running 
late for the meeting’) but others will not.

In a November 2023 speech, SEC  
Commissioner Mark T. Uyeda expressed 
how ambiguous the rule is, asking: ‘If 
co-workers text each other about having 
lunch — is that a business record? What if 
they discuss business at lunch, but the text 
message makes no mention of the business to 
be discussed?’28 Uyeda continued: ‘Ensur-
ing that the SEC’s rule book evolves with 
technological developments would help 
management and compliance professionals 
know what standards they need to meet 
and will help prevent enforcement actions 
going forward.’29

On the other hand, in a December 2023 
Wall Street Journal article, Grewal stated:

we’re not looking for communications 
about people making lunch plans or din-
ner plans or after-work drink plans. We’re 
looking for communications related to 
the business, and records that have to be 
kept. So if there is misconduct, we are 
able to piece together what happened, 
and folks are unable to evade those reten-
tion requirements and evade us by using 
ephemeral messaging or off-channel com-
munications.30

From a policy point of view, such contexts 
should be detailed to ensure that employees 
appreciate where to draw the line between 
business and non-business communications. 
It is also important to note that business com-
munications may happen in a non-business 
setting. To ensure records completion and 
compliance, the firm should allow for mecha-
nisms to bring such business communications 
into their books and records.

Training
Firms must also enhance their training and 
awareness programmes. These initiatives 
should reinforce messaging from senior exec-
utives and managers on the importance of 
using approved communications platforms. 
Senior executives and managers should 
continually demonstrate in their communi-
cations and actions the importance of using 
approved communications platforms and 
should themselves refrain from engaging in 
any business-related communications on an 
unapproved platform.

Training must address not just what is a 
business communication that must be kept 
on firm channels, but what to do when 
(inevitably) an employee gets one or acciden-
tally sends one on their personal device/via 
an unapproved channel.

Training must be combined with educa-
tion about how seriously the bank will take 
any infractions. In the past, general trainings 
have not worked if violations were common 
and the bank looked the other way or super-
visors condoned the practice.

The SEC has required quarterly attesta-
tions; although in the authors’ experience, 
general attestations have not worked in  
the past.

There is an element of training, and then 
there is the element of ensuring that employ-
ees have developed their understanding of 
the subject via such training. Post-training 
assessments often help gauge the knowledge 
gaps. Assessment records should be main-
tained and ensure there is a carrot-stick 
approach incentivising the completion of 
both training and assessment.

Detective controls
Traditionally, surveillance programmes 
ensure compliance via mechanisms such as 
lexicons run across approved communica-
tions, searching for references to unapproved 
communications. Given the evolving world 
of communications, it is equally important to 
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ensure additional measures are in place, such  
as foreign lexicons, random sample searches, 
machine-learning-based algorithms for tar-
geted searches, artificial-intelligence-based 
algorithms to assist with gap analysis, and 
the like.

Where communications surveillance 
highlights potential concerns, a thorough 
and well-documented investigation must be 
conducted to verify and conclude the analy-
sis. Thereafter, preventative measures should 
be considered in order to avoid such issues 
in the future.

Keeping a watchful eye out for data pri-
vacy concerns is very helpful. With different 
state laws and business across geographies 
(both within and outside the US), firms 
need to be equally mindful to not trip 
over personal data privacy and protection 
requirements.

Technological solutions
The SEC-imposed consultants required firms 
to adopt technological solutions to meet the 
record retention requirements and to assess the 
likelihood personnel will use these solutions 
and track related metrics in some fashion. 
Some firms have adopted two-device solutions 
(personal device and business device), whereas 
others employ software-based bring-your-
own-device-solutions (deploying mobile data 
management software on personal phones). 
Firms also need solutions for chat functions 
of videoconferences, social media and web-
based electronic communications.

Firms should conduct a thorough analysis 
of business requirements and thus solutions 
that are best suited for the business and in 
line with regulatory compliance require-
ments. While a non-compliant solution is 
a non-starter, a solution that is not fulfill-
ing business requirements will trigger the 
business to conduct communications on a dif-
ferent channel, thus defeating the purpose of 
a compliant communications programme.31

Preventative controls
Firms must consider what restrictions will 
help prevent the issues to permeate and  
find those that will prove to be an effec-
tive deterrent. Such restrictions should be 
balanced, though, so as to not to trigger 
non-compliant behaviour in order for the 
business to operate. Measures to prevent 
the use of unauthorised communications 
methods should be considered. The SEC 
settlements give as an example a rule of not 
bringing personal phones to the trading  
floor. Other possible controls include turning 
off chat functionality in videoconferences, 
limiting the use of pre-approved emojis/ 
emoticons, or the like.

Ongoing electronic communications 
surveillance
Once they adopt compliant solutions, finan-
cial institutions should make sure their 
ongoing electronic communications sur-
veillance incorporates these newly approved 
e-communications.

Disciplinary framework
Where there is a lack of reaction to a breach of 
policy, supervision may have broken down. 
Firms should ensure that a robust disciplinary 
framework is in place which provides trans-
parency to issues and outcomes. Most people 
want to be compliant, so behaviour change 
may be seen even from mild discipline and 
admonitions if they are swift and certain. On 
the other hand, more forceful penalties will 
be warranted where there are aggravating 
factors, such as intentional efforts to evade 
controls or other policy violations.

Changes in behaviour over time are 
worth noting via regular management 
information reporting. Firms should note 
that the SEC has required settling firms to 
report all related discipline for two years. 
Record retention of outcomes from discipli-
nary meetings should be maintained.
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Aside from these seven categories set 
forth in the SEC settlements, it is crucial 
that firms implement a regular and effec-
tive means to assess conduct risk. This 
requires that the tracking of conduct risk 
on a desk-by-desk basis is held to the same 
performance standard as revenue and prof-
itability. Such a change to the measurement 
of performance is one of the most effective 
means to communicate to employees the 
weight the firm places on conduct. The 
assessment of conduct risk by the busi-
ness (the first line of defence) can include 
market- and client-related conduct data, 
periodic conduct risk oversight and evalua-
tion activities, and reviewing employee and 
client feedback.

It should also be noted that these are typ-
ically not the measures that the second line 
of defence is prepared to work with. Meas-
urement and ownership need to start with 
the first line of defence. The second line of 
defence, by definition, should provide over-
sight and governance, and drive consistency 
throughout the organisation. Such measure-
ment then needs to be followed by decisive 
action. There are four milestones to this jour-
ney, namely:

	1.	 Set the direction.
	2.	 Build engagement.
	3.	 Execute.
	4.	 Maintain focus.

To operationalise these milestones, firms 
should not underestimate the importance of 
developing a strong culture by implement-
ing initiatives that align incentives with 
good behaviour.

Thereafter, it is necessary to monitor 
and analyse key risk indicators to identify 
emerging trends, themes and the underlying 
causes of misconduct. Conduct cannot be 
improved unless it can be measured, so this 
is about ensuring that initiatives are work-
ing and that the outcome demonstrates an 
improvement trend.

When measuring misconduct via pattern 
anomalies measured against risk indicators, it 
is important to be mindful that behavioural 
differences may vary significantly based on 
the region. This can include market practices 
as well as the style, mode and frequency of 
communications. As a result, a one-size-fits-
all approach may not produce the desired 
outcomes. For example, because a customer 
or employee with overseas personnel and/or 
business interests may use more than one lan-
guage to communicate, using single-language 
detection models may not be most suitable. 
Similarly, when using pattern detection tech-
niques, frequency of communications and 
length of communication may vary based 
on type of platform used. As a result, sur-
veillance routines must search differently to 
detect those conversations requiring further 
review in more frequent and shorter-burst 
communications channels, such as WhatsApp 
and WeChat (where these are permitted), as 
opposed to longer e-mails.

And finally, ensure there is a carrot and 
stick approach. The information gathered is 
of no use unless it is evaluated and addressed 
for positive reinforcement, as well as to help 
resolve negative outcomes.

CONCLUSION
Communication habits and communica-
tion technologies have evolved over the 
last decade. SMS messages, iMessage texts, 
WhatsApp messages, and other text-message 
communications are ubiquitous today. As a 
result, business-related communications are 
being sent on unapproved and unpreserved 
channels throughout the financial services 
industry. Fraudsters and nefarious market 
players, too, now communicate with vic-
tims, clients and other counterparties using 
these means.

Securities and commodities industry regu-
lators have cracked down on this practice over 
the past few years. The recent fines (exceeding 
US$2.8bn) are a sobering reminder of the fact 
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that securities market institutions can do (and 
doubtless shall do) better to retain and monitor 
business communications. While most market 
participants that are subject to securities reg-
ulatory requirements (those regulated by the 
CFTC, Financial Conduct Authority, SEC 
and FINRA, for example) have taken steps 
to retain and monitor such communications, 
all financial industry participants — including 
depository institutions without affiliated secu-
rities firms — need to thoroughly review their 
communication compliance programmes for 
gaps and areas of improvement.

As we discuss above, conduct risk and fraud 
are not foreign concepts to traditional deposi-
tory institutions. The OCC and the US DOJ’s 
expectations for record retention apply to 
traditional banking institutions and beyond. 
The risk financial institutions face from their 
personnel sending unretained, unmonitored 
communications is high: monetary fines; 
cease and desist orders; reputational damage; 
and even imposed monitorships. Any one 
of these could be a significant setback to the 
bank’s bottom-line and, perhaps more impor-
tantly, a setback to customers’ trust.

The good news, however, is that by 
taking lessons from the securities enforce-
ment actions, all financial institutions can 
control these risks. Banking institutions, 
regardless of whether they have affiliated 
securities firms, should look to enhance their 
overall conduct and regulatory compliance 
programmes by implementing communica-
tions retention and monitoring. The risks of 
failing to do so are too high.
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