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The White House and European 
Union Privacy Proposals 
by Timothy Toohey 

First in a Two-Part Series 
The Obama Administration and the European Union 
(EU) have recently submitted two major proposals 
that are likely to have a significant impact on the 
ongoing discussions regarding consumer privacy in 
our increasingly globalized and connected economy. 
On February 23, 2012, the White House announced 
its proposal for Consumer Data Privacy in a 
Networked World: A Framework for Protecting 
Privacy and Promoting Innovation in the Global 
Digital Economy (Framework) which suggests 
adoption and implementation of a “Consumer Privacy 
Bill of Rights” for the Internet aimed at providing 
“clear protections for consumers and greater 
certainty for companies.” Approximately one month 
earlier, on January 25, 2012, the European 
Commission—the executive body of the EU 
responsible for drafting and submitting legislation—
proposed a comprehensive new General Data 
Protection Regulation (EU Regulation) that, for the 
first time, would have all EU member states follow 
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mandatory and consistent rules for data protection 
and privacy. 

Proposed White House Privacy Framework 
The privacy framework proposed by the White House 
is based on the premise that the existing approach to 
privacy under federal law does not provide the 
privacy protection needed for consumer trust in a 
globalized and interconnected economy. Framework, 
p. 1. In contrast to the current approach of federal 
law, which regulates privacy through specific 
statutes governing particular business sectors such 
as the Health Insurance Portability and 
Accountability Act (HIPAA) or the Fair Credit 
Reporting Act (FCRA) and through general consumer 
protection prohibitions against unfair or deceptive 
trade practices enforced by the Federal Trade 
Commission (FTC), the White House proposes a 
comprehensive federal privacy policy and legislation 
for commercial Internet activities. As the White 
House states in its proposal: 

The consumer data privacy framework in 
the United States is, in fact, strong ... 
The current framework, however, lacks 
two elements: a clear statement of basic 
privacy principles that apply to the 
commercial world, and a sustained 
commitment of all stakeholders to 
address consumer data privacy issues as 
they arise from advances in technologies 
and business models. 

Framework, p. 1.   

To address these deficiencies and to “extend baseline 
protections to the sectors that existing Federal 
statutes do not cover,” the White House calls for 
establishment of a Consumer Privacy Bill of Rights 
either voluntarily or through federal legislation. 
Framework, pp. 6-7. The proposed Consumer Privacy 
Bill of Rights for Internet activities would “provide[] a 
baseline of clear protections for consumers and 
greater certainty for companies” and consists of “six 
comprehensive, globally recognized Fair Information 
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Practice Principles:” 

Individual Control by consumers of the data 
collected by companies and how those companies 
use such data;  

Transparency through “easily understandable 
and accessible information about privacy and 
security practices;”  

Respect for Context in the collection of personal 
data in order to ensure that companies use data 
in ways that are consistent with the context in 
which the consumer provides the data;  

Security and responsibility in handling personal 
data;  

Access and Accuracy including the right of 
consumers to access and correct personal data;  

Focused Collection through reasonable limits on 
collection and retention by companies of personal 
data; and  

Accountability to ensure that companies 
handling data adhere to the Consumer Privacy Bill 
of Rights.  

Framework, p. 1. 

According to the White House, the proposed 
Consumer Privacy Bill of Rights is designed to protect 
consumer expectations regarding the Internet while 
“providing companies with the certainty they need to 
continue to innovate.” Framework, p. 9. Consumer 
expectations are addressed in the proposal through 
the concept of control, which is the first and arguably 
the key element of the Consumer Privacy Bill of 
Rights. Although the White House’s proposal does 
not specify any particular mechanism for such 
control, such as affirmative consumer action through 
opt-in consent, it encourages companies dealing 
directly with consumers on the Internet to give 
consumers “choices about data sharing, collection, 
use and disclosure that are appropriate for the scale, 
scope and sensitivity of personal data in question.” 
The White House further states that “privacy-
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enhancing technologies,” such as the “Do Not Track” 
mechanism incorporated into browsers and websites, 
may be a promising means to give consumers 
greater control over how their information is tracked 
and used. Framework, pp. 12-13. 

In contrast to the proposed EU privacy regulation, 
which will be discussed in Part II of this alert at a 
later date, the White House’s proposed Consumer 
Privacy Bill of Rights does not include a right by 
consumers to request erasure of data that they have 
provided to a company and which has been 
disseminated, i.e., the “right to be forgotten.” 
Indeed, the proposal emphasizes that a consumer 
bears responsibility regarding his or her choices of 
privacy settings on the Internet and the decision to 
share personal data in contexts such as social 
networks. Framework, p. 13. Moreover, the proposal 
explicitly notes that companies are not required to 
permit withdrawal of personal data collected before 
implementing the Consumer Privacy Bill of Rights. 
Framework, p. 14. 

The primary implementation procedure for the 
Consumer Privacy Bill of Rights envisioned by the 
proposal is an open process in which businesses, 
after consultation with other “stakeholders,” 
including consumers and the FTC, voluntarily adopt a 
binding code of conduct incorporating the privacy 
principles of the bill of rights. Framework, pp. 24-25. 
Once a business has adopted a code of conduct 
incorporating the Consumer Privacy Bill of Rights, 
the code will be legally enforceable under Section 5 
of the FTC Act (15 U.S.C. § 45) pertaining to 
deceptive or unfair trade practices. The FTC’s 
authority to enforce such codes would be similar to 
the power it currently has to force a company to 
adhere to its statements regarding its privacy 
principles. Framework, pp. 29-30.   

Although not explicitly acknowledging the possibility 
that companies may be reluctant to place upon 
themselves the burden of voluntarily adopting legally 
enforceable codes, the White House suggests, as an 
alternative to voluntary adoption, that Congress pass 
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legislation incorporating the Consumer Privacy Bill of 
Rights. Framework, p. 35 et seq. The FTC would be 
given authority to enforce adherence to such 
legislation, which would preempt state law. 
Framework, pp. 36-37. The White House also calls 
on Congress to adopt a national standard for security 
breach notification in place of the “patchwork of 
State laws” which it claims “creates significant 
burdens for companies without much countervailing 
benefit for consumers.” Framework, p. 39. 

As a practical matter, it is unlikely that privacy and 
data breach legislation stands much chance of 
passing through Congress in this election year even 
though recent surveys have shown that concerns 
regarding privacy are not particularly partisan. See 
Pew Research Center for the People & the Press 
Report on Internet Privacy and Government 
Regulation (February 23, 2012). Nonetheless, the 
Consumer Privacy Bill of Rights proposed by the 
White House is an important contribution to the 
ongoing debate over privacy on the Internet. If 
legislation of the type proposed were to be enacted, 
the United States would, for the first time, have a 
national privacy and data breach legislation similar to 
that of other countries. The FTC, which already has 
significant authority in enforcing sectoral privacy 
legislation and through its enforcement actions 
against unfair and deceptive trade practices, would 
further expand its authority in the privacy and data 
breach fields.  

Please stay tuned for Part II on the proposed EU 
Data Protection Regulation at a later date. 
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